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Introduction

• Explain the calculation-based development of an abstract interpreter
for the automatic static analysis of a simple imperative language
[1, 2];
• A static analyzer takes as input a program written in a given pro-

gramming language (or a family thereof) and statically, automati-
cally and in finite time 1 outputs an approximate description of all
its possible runtime behaviors considered in all possible execution
environments (e.g. for all possible input data).

1 from a few seconds for small programs to a few hours for very large programs;

Values and their Properties

— 3 — ��� ���

Machine integers

max_int > 9, greatest machine integer;

min_int
∆
= − max_int− 1, smallest machine integer; (1)

z ∈ Z, mathematical integers;

i ∈ I ∆
= [min_int, max_int], bounded machine integers.
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Errors

Ωi, initialization error;

Ωa, arithmetic error;

e ∈ E ∆
= {Ωi,Ωa}, errors;

v ∈ IΩ
∆
= I ∪ E, machine values. (2)
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Concrete Properties of Values

• A value property is understood as the set of values which have
this property;

• Exemples:

-- [1, max_int] ∈ ℘(IΩ): “is a positive machine integer”
-- {2n + 1 ∈ I | n ∈ Z}: “is an odd machine integer”.

• 〈℘(IΩ), ⊆, ∅, IΩ, ∪, ∩, ¬〉 is a complete boolean lattice 2.

2 ⊆ is logical implication, ∅ is false, IΩ is true, ∪ is the disjunction, ∩ is the conjunction and ¬ is the negation.

Abstract Properties of Values
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Galois connection based abstraction

• The set L of abstract properties is a machine encoding of a subset
of all possible value properties;

• 〈L, v, ⊥, >, t, u〉 is a complete lattice for the approximation
ordering v 3;

• Any abstract property p ∈ L is the machine encoding of some val-
ue property γ(p) ∈ ℘(IΩ) specified by the concretization function
γ ∈ L 7→ ℘(IΩ);

• The concretization function is monotone 4:
p v q =⇒ γ(p) ⊆ γ(q) . (3)

3 The partial ordering v is understood as abstract logical implication, the infimum ⊥ encodes false, the supremum > encodes true, the lub t is
the abstract disjunction and the glb u is the abstract conjunction.

4 This formalizes the fact that the approximation ordering v should encode logical implication on abstract properties
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• The best approximation of concrete properties P in L is provided
by the abstraction function α ∈ ℘(IΩ) 7→ L:

-- α preserves implication:

P ⊆ Q =⇒ α(P ) v α(Q); (4)

-- α(P ) overapproximates P :

∀P ∈ ℘(IΩ) : P ⊆ γ(α(P )); (5)

-- γ introduces no loss of information:

∀p ∈ α(γ(p)) v p. (6)
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Galois connections

The conjunction of properties (3) to (6) is equivalent to:

∀P ∈ ℘(IΩ), p ∈ L : α(P ) v p ⇐⇒ P ⊆ γ(p) . (7)

denoted:

〈℘(IΩ), ⊆〉 −−−→←−−−α
γ
〈L, v〉 . (8)

Componentwise abstraction of sets of pairs

α2(P )
∆
= 〈α({v1 | ∃v2 : 〈v1, v2〉 ∈ P})

α({v2 | ∃v1 : 〈v1, v2〉 ∈ P})〉, (9)

γ2(〈p1, p2〉) ∆
= {〈v1, v2〉 | v1 ∈ γ(p1) ∧ v2 ∈ γ(p2)} (10)

so that:

〈℘(IΩ × IΩ), ⊆〉 −−−→←−−−
α2

γ2

〈L× L, v2〉 (11)

with the componentwise ordering:

〈p1, p2〉 v2 〈q1, q2〉 ∆
= p1 v q1 ∧ p2 v q2 .
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The lattice of initialization and simple signs

TOP

NEG POSZEROERR

INI

BOT

γ(TOP)
∆
= IΩ,

γ(INI)
∆
= I ∪ {Ωa},

γ(ERR)
∆
= {Ωi,Ωa}, (12)

γ(ZERO)
∆
= {0,Ωa},

γ(NEG)
∆
= [min_int,−1] ∪ {Ωa},

γ(POS)
∆
= [1, max_int] ∪ {Ωa}

γ(BOT)
∆
= {Ωa} .
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Initialization and simple sign abstraction

α(P )
∆
= ((P ⊆ {Ωa} ? BOT

|| P ⊆ [min_int,−1] ∪ {Ωa} ? NEG

|| P ⊆ {0,Ωa} ? ZERO

|| P ⊆ [1, max_int] ∪ {Ωa} ? POS (13)

|| P ⊆ I ∪ {Ωa} ? INI

|| P ⊆ {Ωi,Ωa} ? ERR

¿ TOP)) .
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The lattice I of intervals

[-3,0]

[-2,0]

[-1,0]

[-3,-1]

[-2,-1]

[-2,1]

[-1,1]

[-1,2]

[0,2]

[0,1] [1,2]

[1,3]

[0,3]

[-2,-2] [-1,-1] [0,0] [1,1] [2,2] …

… …

[2,C 1 ]

…

… …

[1,C 1 ]

[0,C 1 ]

[-1 ,C 1 ]

[-1 ,0]

…

…

…

…

… ……… … … …

…… …
…

[-1 ,-1]

[-1 ,-2]
…

…

BOT

γ(BOT)
∆
= ∅,

γ([a, b])
∆
= {x ∈ I | a ≤ x ≤ b} .

The lattice E of errors

ERR

IERAER

NER

γ(NER)
∆
= I (14)

γ(IER)
∆
= I ∪ {Ωi} (15)

γ(AER)
∆
= I ∪ {Ωa} (16)

γ(ERR)
∆
= I ∪ {Ωa,Ωi} (17)
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Combining interval and error information

The abstract domain is:

L
∆
= E × I

with the following meaning:

γ(〈e, i〉) ∆
= γ(e) ∩ γ(i) .
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Algebra of abstract properties of values 5, 6, 7

module type Abstract_Lattice_Algebra_signature =
sig
type lat (* abstract properties *)
val bot : unit -> lat (* infimum *)
val isbotempty : unit -> bool (* bottom is emptyset? *)
val initerr : unit -> lat (* uninitialization *)
val top : unit -> lat (* supremum *)
val join : lat -> lat -> lat (* least upper bound *)
val meet : lat -> lat -> lat (* greatest lower bound *)
val leq : lat -> lat -> bool (* approximation ordering *)
val eq : lat -> lat -> bool (* equality *)
val in_errors : lat -> bool (* included in errors? *)
val print : lat -> unit
...

end;;
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Environments

5 The programming language is Objective CAML.
6 (isbotempty ()) is γ(⊥) = ∅.
7 (in_errors v) implies γ(v) ⊆ {Ωa, Ωi}.

Concrete environments

As usual, we use environments ρ to record the value ρ(X) of program
variables X ∈ V.

ρ ∈ R ∆
= V 7→ IΩ, environments.

Since environments are functions, we can use the functional assign-
ment/substitution notation defined as (f ∈ D 7→ E)

f [d← e](x)
∆
= f(x), if x 6= d ;

f [d← e](d)
∆
= e ; (18)

f [d1 ← e1; d2 ← e2; . . .; dn ← en]
∆
=

(f [d1← e1])[d2← e2; . . .; dn ← en] .
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Properties of concrete environments

• Properties of environments are understood as sets of environments
that is elements of ℘(R) where ⊆ is logical implication
• Such properties of environments are usually stated using predicates

in some prescribed syntactic form;
• Environment properties are therefore their interpretations;
• Example: “X = Y” is interpreted as {ρ ∈ V 7→ IΩ | ρ(X) = ρ(Y)}.
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Nonrelational abstraction
of environment properties

Ignore relationships between the possible values of variables:

〈℘(V 7→ IΩ), ⊆〉 −−−→←−−−αr
γr 〈V 7→ ℘(IΩ), ⊆̇〉

by defining:

αr(R) = λX ∈ V•{ρ(X) | ρ ∈ R},
γr(r) = {ρ | ∀X ∈ V : ρ(X) ∈ r(X)}

and the pointwise ordering which is denoted with the dot notation:

r ⊆̇ r′ ∆
= ∀X ∈ V : r(X) ⊆ r′(X) .
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Example of nonrelational abstraction
of environment properties

• If

R = {[X 7→ 1; Y 7→ 1], [X 7→ 2; Y 7→ 2]}
then

αr(R) = [X 7→ {1, 2}; Y 7→ {1, 2}]
so that the equality information (X = Y) is lost.

• Since all possible relationships between variables are lost in the nonre-
lational abstraction, such nonrelational analyzes often lack precision,
but are rather efficient.

Environment properties abstraction

The Galois connection (8)

〈℘(IΩ), ⊆〉 −−−→←−−−α
γ 〈L, v〉

can be used to approximate the codomain

〈V 7→ ℘(IΩ), ⊆̇〉 −−−→←−−−αc
γc 〈V 7→ L, v̇〉

as follows

r v̇ r′ ∆
= ∀X ∈ V : r(X) v r′(X),

αc(R)
∆
= α ◦ R,

γc(r)
∆
= γ ◦ r,

so that 〈V 7→ L, v̇, ⊥̇, >̇, t, u̇〉 is a complete lattice for the point-
wise ordering v̇.
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Composition of Galois connections

The composition of Galois connections

〈L1, v1〉 −−−−→←−−−−
α21

γ12 〈L2, v2〉 and 〈L2, v2〉 −−−−→←−−−−
α32

γ23 〈L3, v3〉

is a Galois connection

〈L1, v1〉 −−−−−−→←−−−−−−
α32◦α21

γ12◦γ23 〈L3, v3〉 .
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Composition of nonrelational and codomain
abstractions

〈℘(V 7→ IΩ), ⊆〉 −−−→←−−−
α̇

γ̇ 〈V 7→ L, v̇〉 (19)
where

α̇(R)
∆
= αc ◦ αr(R)
= λX ∈ V•α({ρ(X) | ρ ∈ R}), (20)

γ̇(r)
∆
= γr ◦ γc(r)
= {ρ | ∀X ∈ V : ρ(X) ∈ γ(r(X))} . (21)
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Reduced composition of nonrelational and codomain
abstractions

• If L has an infimum ⊥ such that γ(⊥) = ∅, we observe that if
r ∈ V 7→ L has ρ(X) = ⊥ then γ̇(r) = ∅;
• It follows that the abstract environments with some bottom compo-

nent all represent the same concrete information (∅);
• The abstract lattice can then be reduced to eliminate equivalent ab-

stract environments (i.e. which have the same meaning) [4, 6].

〈V 7→ IΩ, ⊆̇〉 −−−→←−−−
α̇

γ̇ 〈V ⊥7−→ L, v̇〉 (22)
where
V ⊥7−→ L

∆
= {ρ ∈ V 7→ L | ∀X ∈ V : ρ(X) 6= ⊥} ∪ {λX ∈ V•⊥} .

Algebra of abstract environments
module type Abstract_Env_Algebra_signature =
functor (L: Abstract_Lattice_Algebra_signature) ->
sig
open Abstract_Syntax
type env (* complete lattice of abstract environments *)
type element = env
val bot : unit -> env (* infimum *)
val is_bot : env -> bool (* check for infimum *)
val initerr : unit -> env (* uninitialization *)
val top : unit -> env (* supremum *)
val join : env -> (env -> env) (* least upper bound *)
val meet : env -> (env -> env) (* greatest lower bound *)
val leq : env -> (env -> bool) (* approximation ordering *)
val eq : env -> (env -> bool) (* equality *)
val print : env -> unit
(* substitution *)
val get : env -> variable -> L.lat (* r(X) *)
val set : env -> variable -> L.lat -> env (* r[X <- v] *)

end;;
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Semantics of Arithmetic Expressions
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Abstract syntax of arithmetic expressions

Numbers
d ∈ Digit ::= 0 | 1 | . . . | 9 digits,
n ∈ Nat ::= Digit | Nat Digit numbers in decimal notation.

Variables
X ∈ V variables/identifiers.

Arithmetic expressions
A ∈ Aexp ::= n numbers,

| X variables,
| ? random machine integer,
| +A | −A unary operators,
| A1 + A2 | A1 − A2 binary operators,
| A1 ∗ A2 | A1 / A2
| A1 mod A2 .
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Machine arithmetics

d
∆
= d;

nd
∆
= Ωa, if 10 n+ d > max_int;

nd
∆
= 10 n+ d, if 10 n+ d ≤ max_int ;

uΩe
∆
= Ωe;

u i
∆
= u i, if u i ∈ I; (23)

u i
∆
= Ωa, if u i 6∈ I .

Machine arithmetics (continued)

Ωe b v
∆
= Ωe;

i b Ωe
∆
= Ωe;

i1 b i2
∆
= i1 b i2, if b ∈ {+,−, ∗} ∧ i1 b i2 ∈ I; (24)

i1 b i2
∆
= i1 b i2, if b ∈ {/, mod} ∧ i1 ∈ I ∩ N ∧

i2 ∈ I ∩ N+ ∧ i1 b i2 ∈ I;
i1 b i2

∆
= Ωa, if i1 b i2 6∈ I ∨ (b ∈ {/, mod} ∧

(i1 6∈ I ∩N ∨ i2 6∈ I ∩ N+)) .
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Operational semantics of arithmetic expressions

ρ ` n Z⇒ n, decimal numbers; (25)

ρ ` X Z⇒ ρ(X), variables; (26)

i ∈ I
ρ ` ? Z⇒ i

, random; (27)

ρ ` A Z⇒ v

ρ ` uA Z⇒ u v
, unary arithmetic operations; 8 (28)

ρ ` A1 Z⇒ v1, ρ ` A2 Z⇒ v2

ρ ` A1 b A2 Z⇒ v1 b v2
, binary arithmetic operations . (29)

8 Observe that if m and M are the strings of digits respectively representing the absolute value of min_int and max_int then m > max_int so that
ρ ` m Z⇒ Ωa whence ρ ` - m Z⇒ Ωa. However ρ ` (- M) - 1 Z⇒ min_int.
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Forward collecting semantics of arithmetic
expressions

• Defines the possible values that the arithmetic expression can evalu-
ate to in a given set of environments

Faexp ∈ Aexp 7→ ℘(R)
cjm7−→ ℘(IΩ),

FaexpJAKR ∆
= {v | ∃ρ ∈ R : ρ ` A Z⇒ v} . (30)

• FaexpJAKR specifies the strongest postcondition that values of the
arithmetic expression A satisfy when this expression A is evaluated
in an environment satisfying the precondition R 9.
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Properties of the forward collecting semantics of
arithmetic expressions

• FaexpJAKR is a complete join morphism 10, that is (S is an arbitrary
set)

FaexpJAK
(⋃

k∈S
Rk

)
=
⋃

k∈S
(FaexpJAKRk) ,

which implies that
-- FaexpJAKR is monotone (when S = {1, 2} and R1 ⊆ R2)
-- FaexpJAKR is ∅-strict (when S = ∅)

FaexpJAK∅ = ∅ .

9 The forward collecting semantics can therefore be understood as a predicate transformer [8].
10 denoted with

cjm

7−→

Backward collecting semantics of arithmetic
expressions

• The backward/top-down collecting semantics BaexpJAK(R)P of an
arithmetic expressionA defines the subset of possible environmentsR
such that the arithmetic expression may evaluate, without producing
a runtime error, to a value belonging to given set P ;

Baexp ∈ Aexp 7→ ℘(R)
cjm7−→ ℘(IΩ)

cjm7−→ ℘(R),

BaexpJAK(R)P
∆
= {ρ ∈ R | ∃i ∈ P ∩ I : ρ ` A Z⇒ i} . (31)
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Abstract Interpretation of Arithmetic Expressions
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Lifting Galois connections at higher-order

Functional abstraction [4]

α
.

(Φ)
∆
= α ◦ Φ ◦ γ̇, (32)

γ
.

(ϕ)
∆
= γ ◦ ϕ ◦ α̇

so that

〈℘(V 7→ IΩ)
mon7−→ ℘(IΩ), ⊆̇〉 −−→←−−

α
.

γ
.

〈(V 7→ L)
mon7−→ L, v̇〉 . (33)
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The best approximation
For any abstract precondition p ∈ L, or its concrete equivalentγ̇(p) ∈
℘(V 7→ IΩ), the abstract predicate transformer ϕ should provide an
overestimate ϕ(p) of the postcondition Φ(γ(p)) defined by the concrete
predicate transformer Φ:

∀p ∈ L : γ(ϕ(p)) ⊇ Φ(γ̇(p)) Hsoundness requirementI
⇐⇒ ∀p ∈ L : Φ(γ̇(p)) ⊆ γ(ϕ(p)) Hdef. inverse ⊇ of ⊆I
⇐⇒ ∀p ∈ L : α(Φ(γ̇(p))) v ϕ(p) Hdef. Galois connectionI
⇐⇒ α ◦ Φ ◦ γ̇ v̇ ϕ Hdef. v̇I
⇐⇒ α

.

(Φ) v̇ ϕ Hdef. α.I. (34)

Choosing ϕ ∆
= α

.

(Φ) is therefore the best of the possible sound choices
since it always provides the strongest abstract postcondition, whence,
by monotony, the strongest concrete one.

Generic forward/top-down abstract interpretation
of arithmetic expressions

Faexp. ∈ Aexp 7→ (V 7−→ L)
mon7−→ L, when γ(⊥) 6= ∅;

Faexp. ∈ Aexp 7→ (V ⊥7−→ L)
mon7−→ L, when γ(⊥) = ∅

Design by calculus. Starting from the formal specification α.

(FaexpJAK),
we derive an algorithm Faexp.JAK satisfying:

Faexp.JAK ẇ α
.

(FaexpJAK) . (35)
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α
.

(FaexpJAK)
= Hdef. (32) of α.I

α ◦ FaexpJAK ◦ γ̇
= Hdef. of composition ◦I

λr•α(FaexpJAK(γ̇(r)))
= Hdef. (30) of FaexpJAKI

λr•α({v | ∃ρ ∈ γ̇(r) : ρ ` A Z⇒ v}) .
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• If r is the infimum λY•⊥ where the infimum ⊥ of L is such that
γ(⊥) = ∅, then γ̇(r) = ∅ whence:

α
.

(FaexpJAK)(λY•⊥)
= Hdef. (21) of γ̇I

α(∅)
= HGalois connection (8) so that α(∅) = ⊥I
⊥ .

• When r 6= λY•⊥ or γ(⊥) 6= ∅, we have

α
.

(FaexpJAK)r
= (λr•α({v | ∃ρ ∈ γ̇(r) : ρ ` A Z⇒ v}))r
= Hdef. lambda expressionI

α({v | ∃ρ ∈ γ̇(r) : ρ ` A Z⇒ v})
and we proceed by induction on the arithmetic expression A.
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• When A = n ∈ Nat is a number, we have

α
.

(FaexpJnK)r
= α({v | ∃ρ ∈ γ̇(r) : ρ ` n Z⇒ v})
= Hdef. (25) of ρ ` n Z⇒ vI

α({n})
= Hby defining n = α({n})I

n

= Hby defining Faexp.JnKr ∆
= nI

Faexp.JnKr .

• When A = X ∈ V is a variable, we have

α
.

(FaexpJXK)r
= α({v | ∃ρ ∈ γ̇(r) : ρ ` X Z⇒ v})
= Hdef. (26) of ρ ` X Z⇒ vI

α({ρ(X) | ρ ∈ γ̇(r)})
= Hdef. (21) of γ̇I

α(γ(r(X)))
v HGalois connection (8) so that α ◦ γ is reductiveI

r(X)

= Hby defining Faexp.JXKr ∆
= r(X)I

Faexp.JXKr .
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• When A = ? is random, we have

α
.

(FaexpJ?K)r
= α({v | ∃ρ ∈ γ̇(r) : ρ ` ? Z⇒ v})
= Hdef. (27) of ρ ` ? Z⇒ vI

α(I)
v Hby defining ?

. w α(I)I
?

.

= Hby defining Faexp.J?Kr ∆
= ?

.I
Faexp.J?Kr .
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• When A = uA′ is a unary operation, we have

α
.

(FaexpJuA′K)r
= α({v | ∃ρ ∈ γ̇(r) : ρ ` uA′ Z⇒ v})
= Hdef. (28) of ρ ` uA′ Z⇒ vI

α({u v | ∃ρ ∈ γ̇(r) : ρ ` A′ Z⇒ v})
v Hγ ◦ α is extensive (5), α is monotone (4)I

α({u v | v ∈ γ ◦ α({v′ | ∃ρ ∈ γ̇(r) : ρ ` A′ Z⇒ v′})})
v Hinduction hypothesis (35), γ (3) and α (4) are monotoneI

α({u v | v ∈ γ(Faexp.JA′Kr)})
v Hby defining u. such that u.

(p) w α({u v | v ∈ γ(p)})I
u.

(Faexp.JA′Kr)

= Hby defining Faexp.JuA′Kr ∆
= u.

(Faexp.JA′Kr)I
Faexp.JuA′Kr .
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• When A = A1 b A2 is a binary operation, we have

α
.

(FaexpJA1 b A2K)r
= α({v | ∃ρ ∈ γ̇(r) : ρ ` A1 b A2 Z⇒ v})
= Hdef. (29) of ρ ` A1 b A2 Z⇒ vI

α({v1 b v2 | ∃ρ ∈ γ̇(r) : ρ ` A1 Z⇒ v1 ∧ ρ ` A2 Z⇒ v2})
v Hα monotone (4)I

α({v1 b v2 | ∃ρ1 ∈ γ̇(r) : ρ1 ` A1 Z⇒ v1 ∧ ∃ρ2 ∈ γ̇(r) : ρ2 ` A2 Z⇒ v2})
v Hγ ◦ α is extensive (5), α is monotone (4)I

α({v1 b v2 | v1 ∈ γ ◦ α({v | ∃ρ ∈ γ̇(r) : ρ ` A1 Z⇒ v}) ∧
v2 ∈ γ ◦ α({v | ∃ρ ∈ γ̇(r) : ρ ` A2 Z⇒ v})})

v Hinduction hypothesis (35), γ (3) and α (4) are monotoneI
α({v1 b v2 | v1 ∈ γ(Faexp.JA1Kr) ∧ v2 ∈ γ(Faexp.JA2Kr)})

v Hby defining b. such that b.

(p1, p2) w α({v1 b v2 | v1 ∈ γ(p1) ∧ v2 ∈ γ(p2)})I
b.

(Faexp.JA1Kr,Faexp.JA2Kr)
= Hby defining Faexp.JA1 b A2Kr ∆

= b.

(Faexp.JA1Kr,Faexp.JA2Kr)I
Faexp.JA1 b A2Kr .

Generic forward abstract interpretation of
arithmetic expressions
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Forward abstract interpretation
of arithmetic expressions

Faexp.JAK(λY•⊥)
∆
= ⊥ if γ(⊥) = ∅ (36)

Faexp.JnKr ∆
= n.

Faexp.JXKr ∆
= r(X)

Faexp.J?Kr ∆
= ?

.

Faexp.JuA′Kr ∆
= u.

(Faexp.JA′Kr)

Faexp.JA1 b A2Kr ∆
= b.

(Faexp.JA1Kr,Faexp.JA2Kr)
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Forward abstract operations

n.

= α({n}) (37)
u.

(p) w α({u v | v ∈ γ(p)}) (38)
?

. w α(I) (39)
b.

(p1, p2) w α({v1 b v2 | v1 ∈ γ(p1) ∧ v2 ∈ γ(p2)}) (40)
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Monotony/continuity

• The abstract semantics Faexp.JAK of A is monotonic if the abstract
operations u. and b. are monotonic;
• idem for continuity;
• Proof by structural induction on the arithmetic expression A;
• Use the fact that the composition of monotonic (resp. continuous)

functions is monotonic (resp. continuous).

Generic forward/top-down static analyzer of
arithmetic expressions

module type Abstract_Lattice_Algebra_signature =
sig
(* complete lattice of abstract properties of values *)
type lat (* abstract properties *)
...
(* forward abstract interpretation of arithmetic expressions *)
val f_INT : string -> lat
val f_RANDOM : unit -> lat
val f_UMINUS : lat -> lat
val f_UPLUS : lat -> lat
val f_PLUS : lat -> lat -> lat
val f_MINUS : lat -> lat -> lat
val f_TIMES : lat -> lat -> lat
val f_DIV : lat -> lat -> lat
val f_MOD : lat -> lat -> lat
...

end;;
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module type Faexp_signature =
functor (L: Abstract_Lattice_Algebra_signature) ->
functor (E: Abstract_Env_Algebra_signature) ->
sig
open Abstract_Syntax
(* generic forward abstract interpretation of arithmetic operations *)
val faexp : aexp -> E(L).env -> L.lat

end;;
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module Faexp_implementation =
functor (L: Abstract_Lattice_Algebra_signature) ->
functor (E: Abstract_Env_Algebra_signature) ->
struct
open Abstract_Syntax
(* generic abstract environments *)
module E’=E(L)
(* generic forward abstract interpretation of arithmetic operations *)
let rec faexp’ a r =

match a with
| (INT i) -> (L.f_INT i)
| (VAR v) -> (E’.get r v)
| RANDOM -> (L.f_RANDOM ())
| (UMINUS a1) -> (L.f_UMINUS (faexp’ a1 r))
| (UPLUS a1) -> (L.f_UPLUS (faexp’ a1 r))
| (PLUS (a1, a2)) -> (L.f_PLUS (faexp’ a1 r) (faexp’ a2 r))
| (MINUS (a1, a2)) -> (L.f_MINUS (faexp’ a1 r) (faexp’ a2 r))
| (TIMES (a1, a2)) -> (L.f_TIMES (faexp’ a1 r) (faexp’ a2 r))
| (DIV (a1, a2)) -> (L.f_DIV (faexp’ a1 r) (faexp’ a2 r))
| (MOD (a1, a2)) -> (L.f_MOD (faexp’ a1 r) (faexp’ a2 r))

let faexp a r =
if (E’.is_bot r) & (L.isbotempty ()) then (L.bot ()) else faexp’ a r

end;;

module Faexp = (Faexp_implementation:Faexp_signature);;
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Example: Initialization and simple sign abstract
forward arithmetic operations

Initialization and simple sign abstract forward
arithmetic operations

α({n})
= H(13) and case analysisI

NEG if n ∈ [min_int,−1]
ZERO if n = 0
POS if n ∈ [1, max_int]
BOT if n < min_int or n > max_int

∆
= n.

.

α(I)
= H(13)I

INI
∆
= ?

.

.
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We design −.

(p)
∆
= α({− v | v ∈ γ(p)}) by case analysis:

−.

(BOT) = α({− v | v ∈ γ(BOT)}) Hdef. (38) of −.I
= α({− v | v ∈ {Ωa}}) Hdef. (12) of γI
= α({Ωa}) Hdef. (23) of −I
= BOT Hdef. (13) of αI

−.

(POS) = α({− v | v ∈ γ(POS)}) Hdef. (38) of −.I
= α({− v | v ∈ [1, max_int] ∪ {Ωa}}) Hdef. (12) of γI
= α([−max_int,−1] ∪ {Ωa}) Hdef. (23) of − and (1)I
= NEG Hdef. (13) of αI

−.

(ERR) = α({− v | v ∈ γ(ERR)}) Hdef. (38) of −.I
= α({− v | v ∈ {Ωi,Ωa}}) Hdef. (12) of γI
= α({Ωi,Ωa}) Hdef. (23) of −I
= ERR Hdef. (13) of αI

. . .
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• The calculational design for the other cases of opposite −. and that
of identity +

. is similar and we get

p BOT NEG ZERO POS INI ERR TOP

+
.

(p) BOT NEG ZERO POS INI ERR TOP

−.

(p) BOT POS ZERO NEG INI ERR TOP
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• The calculational design of the abstract binary operators is also
similar and will not be fully detailed. For division, we get

q
/

.

(p, q) BOT NEG ZERO POS INI ERR TOP

BOT BOT BOT BOT BOT BOT BOT BOT

NEG BOT BOT BOT BOT BOT BOT BOT

ZERO BOT BOT BOT ZERO POS ERR TOP

p POS BOT BOT BOT INI INI ERR TOP

INI BOT BOT BOT INI INI ERR TOP

ERR ERR ERR ERR ERR ERR ERR ERR

TOP ERR ERR ERR TOP TOP ERR TOP

• addition

q
+

.

(p, q) BOT NEG ZERO POS INI ERR TOP

BOT BOT BOT BOT BOT BOT BOT BOT

NEG BOT NEG NEG INI INI ERR TOP

ZERO BOT NEG ZERO POS INI ERR TOP

p POS BOT INI POS POS INI ERR TOP

INI BOT INI INI INI INI ERR TOP

ERR ERR ERR ERR ERR ERR ERR ERR

TOP ERR TOP TOP TOP TOP ERR TOP
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• substraction

q
−.

(p, q) BOT NEG ZERO POS INI ERR TOP

BOT BOT BOT BOT BOT BOT BOT BOT

NEG BOT INI NEG NEG INI ERR TOP

ZERO BOT POS ZERO NEG INI ERR TOP

p POS BOT POS POS INI INI ERR TOP

INI BOT INI INI INI INI ERR TOP

ERR ERR ERR ERR ERR ERR ERR ERR

TOP ERR TOP TOP TOP TOP ERR TOP
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• multiplication

q
∗.(p, q) BOT NEG ZERO POS INI ERR TOP

BOT BOT BOT BOT BOT BOT BOT BOT

NEG BOT POS ZERO NEG INI ERR TOP

ZERO BOT ZERO ZERO ZERO ZERO ERR TOP

p POS BOT NEG ZERO POS INI ERR TOP

INI BOT INI ZERO INI INI ERR TOP

ERR ERR ERR ERR ERR ERR ERR ERR

TOP ERR TOP TOP TOP TOP ERR TOP

— 61 — ��� ���

• completeness

q
mod.

(p, q) BOT NEG ZERO POS INI ERR TOP

BOT BOT BOT BOT BOT BOT BOT BOT

NEG BOT BOT BOT BOT BOT BOT BOT

ZERO BOT BOT BOT ZERO ZERO ERR TOP

p POS BOT BOT BOT INI INI ERR TOP

INI BOT BOT BOT INI INI ERR TOP

ERR ERR ERR ERR ERR ERR ERR ERR

TOP ERR ERR ERR TOP TOP ERR TOP

Generic backward/bottom-up abstract
interpretation of arithmetic expressions
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Backward/bottom-up abstract semantics of
arithmetic expressions

Baexp/ ∈ Aexp 7→ (V 7→ L)
mon7−→ L

mon7−→ (V 7→ L) .

• Up to abstraction, Baexp/JAK(r)p provides a necessary precondition
on the values of the variables for the evaluation of expression A in
an environment satisfying r to yield of value satisfying the predicate
p.
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For any possible approximation (8) of value properties, we approximate
environment properties by the nonrelational abstraction (22) and apply
the following functional abstraction

〈℘(R)
mon7−→ ℘(IΩ)

mon7−→ ℘(R), ⊆̈〉 −−−→←−−−
α
/

γ
/

〈(V 7→ L)
mon7−→ L

mon7−→ (V 7→ L), v̈〉

where

Φ ⊆̈ Ψ
∆
= ∀R ∈ ℘(R) : ∀P ∈ ℘(IΩ) : Φ(R)P ⊆ Ψ(R)P,

ϕ v̈ ψ
∆
= ∀r ∈ V 7→ L : ∀p ∈ L : ϕ(r)p v̇ ψ(r)p,

α
/

(Φ)
∆
= λr ∈ V 7→ L•λp ∈ L• α̇(Φ(γ̇(r))γ(p)), (41)

γ
/

(ϕ)
∆
= λR ∈ ℘(R)•λP ∈ ℘(IΩ)• γ̇(ϕ(α̇(R))α(P )) .
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Objective

Get an overapproximation of the backward collecting semantics (31)
such that

Baexp/JAK ẅ α
/

(BaexpJAK) . (42)

We derive Baexp/JAK by calculus, as follows

α
/

(BaexpJAK)
= Hdef. (41) of α/I

λr ∈ V 7→ L•λp ∈ L• α̇(BaexpJAK(γ̇(r))γ(p))
= Hdef. (31) of BaexpJAKI

λr ∈ V 7→ L•λp ∈ L• α̇({ρ ∈ γ̇(r) | ∃i ∈ γ(p) ∩ I : ρ ` A Z⇒ i}) .

• If r is the infimum λY•⊥ where the infimum ⊥ of L is such that
γ(⊥) = ∅, then γ̇(r) = ∅ whence

α
/

(BaexpJAK)(λY•⊥)p
= Hdef. (21) of γ̇I

α̇(∅)
= Hdef. (20) of α̇I

λY•⊥ .

• If r ∈ V 7→ L, r 6= λY•⊥ or γ(⊥) 6= ∅ and p ∈ L, we proceed by
structural induction on the arithmetic expression A.
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• When A = n ∈ Nat is a number, we have

α
/

(BaexpJnK)(r)p
= α̇({ρ ∈ γ̇(r) | ∃i ∈ γ(p) ∩ I : ρ ` n Z⇒ i})
= Hdef. (25) of ρ ` n Z⇒ iI

α̇({ρ ∈ γ̇(r) | n ∈ γ(p) ∩ I})
= Hdef. conditional ((. . . ? . . . ¿ . . .))I

((n ∈ γ(p) ∩ I ? α̇(γ̇(r)) ¿ α̇(∅)))
v̇ Hα̇ ◦ γ̇ is reductive (6) and def. (20) of α̇I

((n ∈ γ(p) ∩ I ? r ¿ λY•⊥))

= Hby defining n/

(p)
∆
= (n ∈ γ(p) ∩ I)I

((n/

(p) ? r ¿ λY•⊥))

= Hby defining Baexp/JnK(r)p
∆
= ((n/

(p) ? r ¿ λY•⊥))I
Baexp/JnK(r)p .
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• When A = X ∈ V is a variable, we have

α
/

(BaexpJXK)(r)p
= α̇({ρ ∈ γ̇(r) | ∃i ∈ γ(p) ∩ I : ρ ` X Z⇒ i})
= Hdef. (26) of ρ ` X Z⇒ iI

α̇({ρ ∈ γ̇(r) | ρ(X) ∈ γ(p) ∩ I})
v̇ H[γ ◦ α is extensive (5) and α̇ is monotone (4)I

α̇({ρ ∈ γ̇(r) | ρ(X) ∈ γ(p) ∩ γ ◦ α(I)})
= Hdef. (21) of γ̇I

α̇({ρ | ∀Y 6= X : ρ(Y) ∈ γ(r(Y)) ∧ ρ(X) ∈ γ(r(X)) ∩ γ(p) ∩ γ ◦ α(I)})
= Hγ is a complete meet morphismI

α̇({ρ | ∀Y 6= X : ρ(Y) ∈ γ(r(Y)) ∧ ρ(X) ∈ γ(r(X) u p u α(I))})
= Hdef. (18) of environment assignmentI

α̇({ρ | ∀Y 6= X : ρ(Y) ∈ γ(r[X← r(X) u p u α(I)](Y)) ∧ ρ(X) ∈ γ(r[X← r(X) u p u α(I)](X)})
. . .
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= Hdef. (21) of γ̇I
α̇({ρ | ρ ∈ γ̇(r[X← r(X) u p u α(I)])}

= Hset notationI
α̇(γ̇(r[X← r(X) u p u α(I)]))

v̇ Hα̇ ◦ γ̇ is reductive (6)I
r[X← r(X) u p u α(I)]

v̇ Hdef. (40) of ?
.I

r[X← r(X) u p u ?
.

]

= Hby defining Baexp/JXK(r)p
∆
= r[X← r(X) u p u ?

.

]I
Baexp/JXK(r)p .

• When A = ? is random, we have
α

/

(BaexpJ?K)(r)p
= α̇({ρ ∈ γ̇(r) | ∃i ∈ γ(p) ∩ I : ρ ` ? Z⇒ i})
= Hdef. (27) of ρ ` ? Z⇒ iI

α̇({ρ ∈ γ̇(r) | γ(p) ∩ I 6= ∅})
= Hdef. conditional ((. . . ? . . . ¿ . . .))I

((γ(p) ∩ I = ∅ ? α̇(∅) ¿ α̇(γ̇(r))))
v̇ Hdef. (20) of α̇ and α̇ ◦ γ̇ reductive (6)I

((γ(p) ∩ I = ∅ ? λY•⊥ ¿ r))
= HnegationI

((γ(p) ∩ I 6= ∅ ? r ¿ λY•⊥))

= Hby defining ?
/

(p)
∆
= (γ(p) ∩ I 6= ∅)I

((?
/

(p) ? r ¿ λY•⊥))

= Hby defining Baexp/J?K ∆
= ((?

/

(p) ? r ¿ λY•⊥))I
Baexp/J?K(r)p .
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• When A = uA′ is a unary operation, we have
α

/

(BaexpJuA′K)(r)p
= α̇({ρ ∈ γ̇(r) | ∃i ∈ γ(p) ∩ I : ρ ` uA′ Z⇒ i})
= Hdef. (28) of ρ ` uA′ Z⇒ iI

α̇({ρ ∈ γ̇(r) | ∃i′ : ρ ` A′ Z⇒ i′ ∧ u i′ ∈ γ(p) ∩ I})
= Hset theoryI

α̇({ρ ∈ γ̇(r) | ∃i′ ∈ {v | ∃ρ′ ∈ γ̇(r) : ρ′ ` A′ Z⇒ v} : ρ ` A′ Z⇒ i′ ∧ u i′ ∈ γ(p) ∩ I})
v̇ Hγ ◦ α extensive (5) and α̇ monotone (22), (4)I

α̇({ρ ∈ γ̇(r) | ∃i′ ∈ γ(α({v | ∃ρ′ ∈ γ̇(r) : ρ′ ` A′ Z⇒ v})) : ρ ` A′ Z⇒ i′ ∧ u i′ ∈ γ(p) ∩ I})
v̇ H(35) implying Faexp.JA′Kr w α({v | ∃ρ′ ∈ γ̇(r) : ρ′ ` A′ Z⇒ v}),

γ and α̇ monotone (22), (4)I
α̇({ρ ∈ γ̇(r) | ∃i′ ∈ γ(Faexp.JA′Kr) : ρ ` A′ Z⇒ i′ ∧ u i′ ∈ γ(p) ∩ I})

= Hdef. (23) of u (such that u i′ ∈ I only if i′ ∈ I)I
α̇({ρ ∈ γ̇(r) | ∃i′ ∈ γ(Faexp.JA′Kr) ∩ I : ρ ` A′ Z⇒ i′ ∧ u i′ ∈ γ(p) ∩ I})

. . .
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= Hset theoryI
α̇({ρ ∈ γ̇(r) | ∃i′ ∈ {i ∈ γ(Faexp.JA′Kr) | u i ∈ γ(p) ∩ I} ∩ I : ρ ` A′ Z⇒ i′})

v̇ Hγ ◦ α extensive (5) and α̇ monotone (22), (4)I
α̇({ρ ∈ γ̇(r) | ∃i′ ∈ γ(α({i ∈ γ(Faexp.JA′Kr) | u i ∈ γ(p) ∩ I})) ∩ I : ρ ` A′ Z⇒ i′})

v̇ Hdefining u/ such that u/

(q, p) w α({i ∈ γ(q) | u i ∈ γ(p) ∩ I}),
γ and α̇ monotone (22), (4)I

α̇({ρ ∈ γ̇(r) | ∃i′ ∈ γ(u/

(Faexp.JA′Kr, p)) ∩ I : ρ ` A′ Z⇒ i′})
v̇ Hinduction hypothesis (42) implying Baexp/JA′K(r)p ẇ α̇({ρ ∈ γ̇(r) | ∃i′ ∈ γ(p) ∩ I : ρ ` A′ Z⇒ i′})I

Baexp/JA′K(r)(u/

(Faexp.JA′Kr, p))

= Hdefining Baexp/JuA′K(r)p ∆
= Baexp/JA′K(r)(u/

(Faexp.JA′Kr, p))I
Baexp/JuA′K(r)p .

— 73 — ��� ���

• When A = A1 b A2 is a binary operation, we have
α

/

(BaexpJA1 b A2K)(r)p
= α̇({ρ ∈ γ̇(r) | ∃i ∈ γ(p) ∩ I : ρ ` A1 b A2 Z⇒ i})
= Hdef. (29) of ρ ` A1 b A2 Z⇒ iI

α̇({ρ ∈ γ̇(r) | ∃i1, i2 : ρ ` A1 Z⇒ i1 ∧ ρ ` A2 Z⇒ i2 ∧ i1 b i2 ∈ γ(p) ∩ I})
= Hset theoryI

α̇({ρ ∈ γ̇(r) | ∃i1 ∈ {v | ∃ρ′ ∈ γ̇(r) : ρ′ ` A1 Z⇒ v} :
∃i2 ∈ {v | ∃ρ′ ∈ γ̇(r) : ρ′ ` A2 Z⇒ v} :
ρ ` A1 Z⇒ i1 ∧ ρ ` A2 Z⇒ i2 ∧ i1 b i2 ∈ γ(p) ∩ I})

v̇ Hγ ◦ α extensive (5) and α̇ monotone (22), (4)I
α̇({ρ ∈ γ̇(r) | ∃i1 ∈ γ(α({v | ∃ρ′ ∈ γ̇(r) : ρ′ ` A1 Z⇒ v})) :

∃i2 ∈ γ(α({v | ∃ρ′ ∈ γ̇(r) : ρ′ ` A2 Z⇒ v})) :
ρ ` A1 Z⇒ i1 ∧ ρ ` A2 Z⇒ i2 ∧ i1 b i2 ∈ γ(p) ∩ I})

v̇ H(35) implying Faexp.JAiKr w α({v | ∃ρ′ ∈ γ̇(r) : ρ′ `i Z⇒ v}), i = 1, 2,
γ and α̇ monotone (22), (4)I

α̇({ρ ∈ γ̇(r) | ∃i1 ∈ γ(Faexp.JA1Kr) : ∃i2 ∈ γ(Faexp.JA2Kr) :
ρ ` A1 Z⇒ i1 ∧ ρ ` A2 Z⇒ i2 ∧ i1 b i2 ∈ γ(p) ∩ I})

. . .

= Hdef. (24) of b (such that i1 b i2 ∈ I only if i1, i2 ∈ I)I
α̇({ρ ∈ γ̇(r) | ∃i1 ∈ γ(Faexp.JA1Kr) ∩ I : ∃i2 ∈ γ(Faexp.JA2Kr) ∩ I :

ρ ` A1 Z⇒ i1 ∧ ρ ` A2 Z⇒ i2 ∧ i1 b i2 ∈ γ(p) ∩ I})
= Hset theoryI

α̇({ρ ∈ γ̇(r) | ∃〈i1, i2〉 ∈ {〈i′1, i′2〉 ∈ γ(Faexp.JA1Kr)× γ(Faexp.JA2Kr) |
i′1 b i′2 ∈ γ(p) ∩ I} ∩ (I × I) : ρ ` A1 Z⇒ i1 ∧ ρ ` A2 Z⇒ i2})

v̇ Hγ2 ◦ α2 extensive (11), (5) and α̇ monotone (22), (4)I
α̇({ρ ∈ γ̇(r) | ∃〈i1, i2〉 ∈ γ2(α2({〈i′1, i′2〉 ∈ γ(Faexp.JA1Kr)× γ(Faexp.JA2Kr) |

i′1 b i′2 ∈ γ(p) ∩ I})) ∩ (I× I) : ρ ` A1 Z⇒ i1 ∧ ρ ` A2 Z⇒ i2})
v̇ Hdefining b/ such that

b/

(q1, q2, p) w2 α2({〈i′1, i′2〉 ∈ γ2(〈q1, q2〉) | i′1 b i′2 ∈ γ(p) ∩ I}),
γ2 and α̇ monotone (22), (4)I

α̇({ρ ∈ γ̇(r) | ∃〈i1, i2〉 ∈ γ2(b/

(Faexp.JA1Kr,Faexp.JA2Kr, p)) ∩ (I× I) :
ρ ` A1 Z⇒ i1 ∧ ρ ` A2 Z⇒ i2})

= Hlet notationI
. . .
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let 〈p1, p2〉 = b/

(Faexp.JA1Kr,Faexp.JA2Kr, p) in
α̇({ρ ∈ γ̇(r) | ∃〈i1, i2〉 ∈ γ2(〈p1, p2〉) ∩ (I× I) : ρ ` A1 Z⇒ i1 ∧ ρ ` A2 Z⇒ i2})

= Hdef. (10) of γ2 and α̇ monotone (22), (4)I
let 〈p1, p2〉 = b/

(Faexp.JA1Kr,Faexp.JA2Kr, p) in
α̇({ρ1 ∈ γ̇(r) | ∃i1 ∈ γp1 ∩ I : ρ1 ` A1 Z⇒ i1} ∩
{ρ2 ∈ γ̇(r) | ∃i2 ∈ γp2 ∩ I : ρ2 ` A2 Z⇒ i2})

= Hα̇ complete join morphismI
let 〈p1, p2〉 = b/

(Faexp.JA1Kr,Faexp.JA2Kr, p) in
α̇({ρ1 ∈ γ̇(r) | ∃i1 ∈ γp1 ∩ I : ρ1 ` A1 Z⇒ i1})
u̇ α̇({ρ2 ∈ γ̇(r) | ∃i2 ∈ γp2 ∩ I : ρ2 ` A2 Z⇒ i2})

v̇ Hinduction hypothesis (42) implying
Baexp/JA′K(r)p ẇ α̇({ρ ∈ γ̇(r) | ∃i′ ∈ γ(p) ∩ I : ρ ` A′ Z⇒ i′})I

let 〈p1, p2〉 = b/

(Faexp.JA1Kr,Faexp.JA2Kr, p) in
Baexp/JA1K(r)p1 u̇ Baexp/JA2K(r)p2

. . .
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= Hdefining Baexp/JA1 b A2K(r)p ∆
=

let 〈p1, p2〉 = b/

(Faexp.JA1Kr,Faexp.JA2Kr, p) in
Baexp/JA1K(r)p1 u̇ Baexp/JA2K(r)p2I

Baexp/JA1 b A2K(r)p .
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Backward abstract interpretation
of arithmetic expressions

Baexp/JAK(λY•⊥)p
∆
= λY•⊥ if γ(⊥) = ∅ (43)

Baexp/JnK(r)p
∆
= ((n/

(p) ? r ¿ λY•⊥))

Baexp/JXK(r)p
∆
= r[X← r(X) u p u ?

.

] (44)

Baexp/J?K(r)p
∆
= ((?

/

(p) ? r ¿ λY•⊥))

Baexp/JuA′K(r)p
∆
= Baexp/JA′K(r)(u/

(Faexp.JA′Kr, p))

Baexp/JA1 b A2K(r)p
∆
= let 〈p1, p2〉 = b/

(Faexp.JA1Kr,Faexp.JA2Kr, p) in
Baexp/JA1K(r)p1 u̇ Baexp/JA2K(r)p2

parameterized by the following backward abstract operations on L

Backward abstract operations

n/

(p)
∆
= (n ∈ γ(p) ∩ I) (45)

?
/

(p)
∆
= (γ(p) ∩ I 6= ∅) (46)

u/

(q, p) w α({i ∈ γ(q) | u i ∈ γ(p) ∩ I}) (47)
b/

(q1, q2, p) w2 α2({〈i1, i2〉 ∈ γ2(〈q1, q2〉) | i1 b i2 ∈ γ(p) ∩ I}) (48)
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Monotony and reductivity

• For all p ∈ L and by induction on A, the operator λr•Baexp/JAK(r)p

on V 7→ L is v̇-reductive and monotonic.
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Generic backward/bottom-up static analyzer of
arithmetic expressions

module type Baexp_signature =
functor (L: Abstract_Lattice_Algebra_signature) ->
functor (E: Abstract_Env_Algebra_signature) ->
functor (Faexp: Faexp_signature) ->
sig
open Abstract_Syntax
(* generic backward abstract interpretation of arithmetic operations *)
val baexp : aexp -> E (L).env -> L.lat -> E (L).env

end;;
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module Baexp_implementation =
functor (L: Abstract_Lattice_Algebra_signature) ->
functor (E: Abstract_Env_Algebra_signature) ->
functor (Faexp: Faexp_signature) ->
struct
open Abstract_Syntax
(* generic abstract environments *)
module E’ = E (L)
(* generic forward abstract interpretation of arithmetic operations *)
module Faexp’ = Faexp(L)(E)
(* generic backward abstract interpretation of arithmetic operations *)
let rec baexp’ a r p =
match a with
| (INT i) -> if (L.b_INT i p) then r else (E’.bot ())
| (VAR v) ->

(E’.set r v (L.meet (L.meet (E’.get r v) p) (L.f_RANDOM ())))
| RANDOM -> if (L.b_RANDOM p) then r else (E’.bot ())
| (UMINUS a1) -> (baexp’ a1 r (L.b_UMINUS (Faexp’.faexp a1 r) p))
| (UPLUS a1) -> (baexp’ a1 r (L.b_UPLUS (Faexp’.faexp a1 r) p))

. . .

| (PLUS (a1, a2)) ->
let (p1,p2) = (L.b_PLUS (Faexp’.faexp a1 r) (Faexp’.faexp a2 r) p)
in (E’.meet (baexp’ a1 r p1) (baexp’ a2 r p2))

| (MINUS (a1, a2)) ->
let (p1,p2) = (L.b_MINUS (Faexp’.faexp a1 r) (Faexp’.faexp a2 r) p)
in (E’.meet (baexp’ a1 r p1) (baexp’ a2 r p2))

| (TIMES (a1, a2)) ->
let (p1,p2) = (L.b_TIMES (Faexp’.faexp a1 r) (Faexp’.faexp a2 r) p)
in (E’.meet (baexp’ a1 r p1) (baexp’ a2 r p2))

| (DIV (a1, a2)) ->
let (p1,p2) = (L.b_DIV (Faexp’.faexp a1 r) (Faexp’.faexp a2 r) p)
in (E’.meet (baexp’ a1 r p1) (baexp’ a2 r p2))

| (MOD (a1, a2)) ->
let (p1,p2) = (L.b_MOD (Faexp’.faexp a1 r) (Faexp’.faexp a2 r) p)
in (E’.meet (baexp’ a1 r p1) (baexp’ a2 r p2))

let baexp a r p =
if (E’.is_bot r) & (L.isbotempty ()) then (E’.bot ()) else baexp’ a r p

end;;

module Baexp = (Baexp_implementation:Baexp_signature);;
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Abstract operations:
module type Abstract_Lattice_Algebra_signature =
sig
(* complete lattice of abstract properties of values *)
type lat (* abstract properties *)
...
(* forward abstract interpretation of arithmetic expressions *)
...
(* backward abstract interpretation of arithmetic expressions *)
val b_INT : string -> lat -> bool
val b_RANDOM : lat -> bool
val b_UMINUS : lat -> lat -> lat
val b_UPLUS : lat -> lat -> lat
val b_PLUS : lat -> lat -> lat -> lat * lat
val b_MINUS : lat -> lat -> lat -> lat * lat
val b_TIMES : lat -> lat -> lat -> lat * lat
val b_DIV : lat -> lat -> lat -> lat * lat
val b_MOD : lat -> lat -> lat -> lat * lat
...

end;;
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Example: Initialization and simple sign abstract
backward arithmetic operations
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Initialization and simple sign abstract backward
arithmetic operations

In the abstract interpretation (44) of variables, we have

?
.

= INI

by definition (13) of α. From the definition (45) of n/ and (12) of γ,
we directly get by case analysis

p
n/

(p) BOT NEG ZERO POS INI ERR TOP

n ∈ [min_int,−1] ff tt ff ff tt ff tt
n = 0 ff ff tt ff tt ff tt

n ∈ [1, max_int] ff ff ff tt tt ff tt
n < min_int ∨ n > max_int ff ff ff ff ff ff ff

• From the definition (46) of ?
/ and (12) of γ, we directly get by case

analysis

p BOT NEG ZERO POS INI ERR TOP

?
/

(p) ff tt tt tt tt ff tt
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• For the backward unary arithmetic operations (47), we have

p BOT NEG ZERO POS INI ERR TOP

+
/

(q, p) BOT q u NEG q u ZERO q u POS q u INI BOT q u INI

−/

(q, p) BOT q u POS q u ZERO q u NEG q u INI BOT q u INI
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• For the backward binary arithmetic operations (48), we have

/
/

(q1, q2, p)
∆
= mod/

(q1, q2, p)
∆
=

((q1 ∈ {BOT, NEG, ERR} ∨ q2 ∈ {BOT, NEG, ZERO, ERR} ∨
p ∈ {BOT, NEG, ERR} ?

〈BOT, BOT〉
¿ ((p = POS ?

smash(〈q1 u POS, q2 u POS〉) ¿ 〈q1 u INI, q2 u POS〉 ))))

smash(〈x, y〉) ∆
=

((x = BOT ∨ y = BOT ?
〈BOT, BOT〉

¿
〈x, y〉)) .
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• With the same reasoning, for addition +
/, we have

+
/

(q1, q2, p) = 〈BOT, BOT〉 if q1 ∈ {BOT, ERR} ∨ q2 ∈ {BOT, ERR}
∨ p ∈ {BOT, ERR}

+
/

(q1, q2, p) = 〈q1 u INI, q2 u INI〉 if p ∈ {INI, TOP} .

Otherwise

q2
+

/

(q1, q2, NEG) NEG ZERO POS INI, TOP

NEG 〈NEG, NEG〉 〈NEG, ZERO〉 〈NEG, POS〉 〈NEG, INI〉
q1 ZERO 〈ZERO, NEG〉 〈BOT, BOT〉 〈BOT, BOT〉 〈ZERO, NEG〉

POS 〈POS, NEG〉 〈BOT, BOT〉 〈BOT, BOT〉 〈POS, NEG〉
INI, TOP 〈INI, NEG〉 〈NEG, ZERO〉 〈NEG, POS〉 〈INI, INI〉

q2
+

/

(q1, q2, ZERO) NEG ZERO POS INI, TOP

NEG 〈BOT, BOT〉 〈BOT, BOT〉 〈NEG, POS〉 〈NEG, POS〉
q1 ZERO 〈BOT, BOT〉 〈ZERO, ZERO〉 〈BOT, BOT〉 〈ZERO, ZERO〉

POS 〈POS, NEG〉 〈BOT, BOT〉 〈BOT, BOT〉 〈POS, NEG〉
INI, TOP 〈POS, NEG〉 〈ZERO, ZERO〉 〈NEG, POS〉 〈INI, INI〉

q2
+

/

(q1, q2, POS) NEG ZERO POS INI, TOP

NEG 〈BOT, BOT〉 〈BOT, BOT〉 〈NEG, POS〉 〈NEG, POS〉
q1 ZERO 〈BOT, BOT〉 〈BOT, BOT〉 〈ZERO, POS〉 〈ZERO, POS〉

POS 〈POS, NEG〉 〈POS, ZERO〉 〈POS, POS〉 〈POS, INI〉
INI, TOP 〈POS, NEG〉 〈POS, ZERO〉 〈INI, POS〉 〈INI, INI〉
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• The backward ternary substraction operation −/ is defined as

−/

(q1, q2, p)
∆
= let (r1, r2) = +

/

(q1,−.

(q2), p) in
(r1,−.

(r2)) .
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• The handling of the backward ternary multiplication operation ∗/ is
similar

q2
∗/

(q1, q2, NEG) NEG ZERO POS INI, TOP

NEG 〈BOT, BOT〉 〈BOT, BOT〉 〈NEG, POS〉 〈NEG, POS〉
q1 ZERO 〈BOT, BOT〉 〈BOT, BOT〉 〈BOT, BOT〉 〈BOT, BOT〉

POS 〈POS, NEG〉 〈BOT, BOT〉 〈BOT, BOT〉 〈POS, NEG〉
INI, TOP 〈POS, NEG〉 〈BOT, BOT〉 〈NEG, POS〉 〈INI, INI〉

q2
∗/

(q1, q2, ZERO) NEG ZERO POS INI, TOP

NEG 〈BOT, BOT〉 〈NEG, ZERO〉 〈BOT, BOT〉 〈NEG, ZERO〉
q1 ZERO 〈ZERO, NEG〉 〈ZERO, ZERO〉 〈ZERO, POS〉 〈ZERO, INI〉

POS 〈BOT, BOT〉 〈POS, ZERO〉 〈BOT, BOT〉 〈POS, ZERO〉
INI, TOP 〈ZERO, NEG〉 〈INI, ZERO〉 〈ZERO, POS〉 〈INI, INI〉
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q2
∗/

(q1, q2, POS) NEG ZERO POS INI, TOP

NEG 〈NEG, NEG〉 〈BOT, BOT〉 〈BOT, BOT〉 〈NEG, NEG〉
q1 ZERO 〈BOT, BOT〉 〈BOT, BOT〉 〈BOT, BOT〉 〈BOT, BOT〉

POS 〈BOT, BOT〉 〈BOT, BOT〉 〈POS, POS〉 〈POS, POS〉
INI, TOP 〈NEG, NEG〉 〈BOT, BOT〉 〈POS, POS〉 〈INI, INI〉

Semantics of Boolean Expressions
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Abstract syntax of boolean expressions

Arithmetic expressions
A1, A2 ∈ Aexp .

Boolean expressions
B,B1, B2 ∈ Bexp ::= true truth,

| false falsity,
| A1 = A2 | A1 < A2 arithmetic comparison,
| B1 & B2 conjunction,
| B1 |B2 disjunction.
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Normalization of boolean expressions

T (true)
∆
= true, T (¬true)

∆
= false,

T (false)
∆
= false, T (¬false)

∆
= true,

T (A1 < A2)
∆
= A1 < A2, T (¬(A1 < A2))

∆
= T (A1 >= A2),

T (A1 <= A2)
∆
= (A1 < A2) | (A1 = A2), T (¬(A1 <= A2))

∆
= T (A1 > A2),

T (A1 = A2)
∆
= A1 = A2, T (¬(A1 = A2))

∆
= T (A1 <> A2),

T (A1 <> A2)
∆
= (A1 < A2) | (A2 < A1), T (¬(A1 <> A2))

∆
= A1 = A2,

T (A1 > A2)
∆
= A2 < A1, T (¬(A1 > A2))

∆
= T (A1 <= A2),

T (A1 >= A2)
∆
= (A1 = A2) | (A2 < A1), T (¬(A1 >= A2))

∆
= A1 < A2,

T (B1 | B2)
∆
= T (B1) | T (B2) T (¬(B1 | B2))

∆
= T (¬(B1)) & T (¬(B2)),

T (B1 & B2)
∆
= T (B1) & T (B2), T (¬(B1 &B2))

∆
= T (¬(B1)) | T (¬(B2)),

T (¬(¬(B)))
∆
= T (B).
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Machine booleans

• B: logical boolean values;
• BΩ: machine truth values (including errors E = {Ωi,Ωa})

B ∆
= {tt, ff}, BΩ

∆
= B ∪ E ;

Boolean operations
• c ∈ IΩ × IΩ 7→ BΩ: machine arithmetic comparison operation;
• c ∈ Z × Z 7→ B: mathematical arithmetic comparison operation

corresponding to the language binary arithmetic comparison opera-
tors c ∈ {<,<=,=, <>,>=, >};
• u ∈ BΩ 7→ BΩ: machine boolean operation corresponding to the

language unary operators u ∈ {¬};
• u ∈ B 7→ B: mathematical boolean operation corresponding to the

language unary operators u ∈ {¬};
• b ∈ BΩ × BΩ 7→ BΩ: machine boolean operation corresponding to

the language binary boolean operators b ∈ {&, |};
• b ∈ B × B 7→ B: mathematical boolean operation corresponding to

the language binary boolean operators b ∈ {&, |};
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Evaluation
• Evaluation of operands, whence error propagation is left to right;
• We have (e ∈ E, v ∈ IΩ, i, i1, i2 ∈ I, b, b1, b2 ∈ B, w ∈ BΩ)

Ωe c v
∆
= Ωe,

i c Ωe
∆
= Ωe, (49)

i1 c i2
∆
= i1 c i2 ;

uΩe
∆
= Ωe,

u b
∆
= u b ;

Ωe b w
∆
= Ωe,

b b Ωe
∆
= Ωe, (50)

b1 b b2
∆
= b1 b i2 .
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Operational semantics of boolean expressions

ρ ` true Z⇒ tt, truth; (51)

ρ ` false Z⇒ ff, falsity; (52)

ρ ` A1 Z⇒ v1, ρ ` A2 Z⇒ v2

ρ ` A1 c A2 Z⇒ v1 c v2
, arithmetic comparisons; (53)

ρ ` B Z⇒ w

ρ ` uB Z⇒ uw
, unary boolean operations;

ρ ` B1 Z⇒ w1, ρ ` B2 Z⇒ w2

ρ ` B1 bB2 Z⇒ w1 b w2
, binary boolean operations.
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Equivalence of boolean expressions

• In general, the semantics of a boolean expression B is not the same
as the semantics of its transformed form T (B);
• Example: if ρ(X) = Ωi then ρ ` X > (1 / 0) Z⇒ Ωi while ρ `
(1 / 0) < X Z⇒ Ωa;
• We will consider that all boolean expressions have been normalized

(i.e. B = T (B));
• We have 11:

∀b ∈ B : ρ ` B Z⇒ b ⇐⇒ ρ ` T (B) Z⇒ b,

(∃e ∈ E : ρ ` B Z⇒ e) ⇐⇒ (∃e′ ∈ E : ρ ` T (B) Z⇒ e′) .

11 the respective evaluations of B and T (B) either produce the same boolean values (in general there is more than one possible value, because of
random choice) or both expressions produce errors (which may be different).

Collecting semantics of boolean expressions

The collecting semantics CbexpJBKR of a boolean expression B de-
fines the subset of possible environments ρ ∈ R for which the boolean
expression may evaluate to true (hence without producing a runtime
error)

Cbexp ∈ Bexp 7→ ℘(R)
cjm7−→ ℘(R),

CbexpJBKR ∆
= {ρ ∈ R | ρ ` B Z⇒ tt} . (54)
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Abstract Interpretation of Boolean Expressions

P. Cousot — 102 — ��� ��� — 104 — ��� ���The Calculational Design of a Generic Abstract Interpreter, October 15, 1999



Generic abstract interpretation of boolean
expression

Abexp ∈ Bexp 7→ (V 7→ L)
mon7−→ (V 7→ L) .

• AbexpJBKr is the environment r′ specifying a necessary condition for
the evaluation of boolean expression B in environments satisfying r
to be true.
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For any possible approximation (8) of value properties, the abstraction
consists in approximating environment properties by the nonrelational
abstraction (22) and in applying the following functional abstraction to
the collecting semantics (54):

〈℘(R)
cjm7−→ ℘(R), ⊆̇〉 −−−→←−−−

α̈

γ̈ 〈(V 7→ L)
mon7−→ (V 7→ L), v̈〉 (55)

where:
Φ ⊆̇ Ψ

∆
= ∀R ∈ ℘(R) : Φ(R) ⊆ Ψ(R),

ϕ v̈ ψ
∆
= ∀r ∈ V 7→ L : ϕ(r) v̇ ψ(r),

α̈(Φ)
∆
= α̇ ◦ Φ ◦ γ̇, (56)

γ̈(ϕ)
∆
= γ̇ ◦ ϕ ◦ α̇ .

We must get an overapproximation such that:
AbexpJBK ẅ α̈(CbexpJBK) . (57)

Abstract interpretation of boolean expression

AbexpJBKλY•⊥ ∆
= λY•⊥ if γ(⊥) = ∅ (58)

AbexpJtrueKr ∆
= r

AbexpJfalseKr ∆
= λY•⊥

AbexpJA1 c A2Kr ∆
= let 〈p1, p2〉 = č(Faexp.JA1Kr,Faexp.JA2Kr) in

Baexp/JA1K(r)p1 u̇ Baexp/JA2K(r)p2

AbexpJB1 & B2Kr ∆
= AbexpJB1Kr u̇ AbexpJB2Kr

AbexpJB1 |B2Kr ∆
= AbexpJB1Kr ṫ AbexpJB2Kr

parameterized by the following abstract comparison operations č, c ∈
{<,=} on L:

č(p1, p2) w2 α2({〈i1, i2〉 | i1 ∈ γ(p1) ∩ I ∧ i2 ∈ γ(p2) ∩ I ∧ (59)
i1 c i2 = tt})
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Monotony and reductivity

By induction on B, the operator AbexpJBK on V 7→ L is v̇-reductive
and monotonic.
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Generic static analyzer of boolean expressions

module type Abstract_Lattice_Algebra_signature =
sig
(* complete lattice of abstract properties of values *)
type lat (* abstract properties *)
...
(* forward abstract interpretation of arithmetic expressions *)
...
(* backward abstract interpretation of arithmetic expressions *)
...
(* abstract interpretation of boolean expressions *)
val a_EQ : lat -> lat -> lat * lat
val a_LT : lat -> lat -> lat * lat

end;;

— 109 — ��� ���

module Abexp_implementation =
functor (L: Abstract_Lattice_Algebra_signature) ->
functor (E: Abstract_Env_Algebra_signature) ->
functor (Faexp: Faexp_signature) ->
functor (Baexp: Baexp_signature) ->
struct
open Abstract_Syntax
(* generic abstract environments *)
module E’ = E (L)
(* generic forward abstract interpretation of arithmetic operations *)
module Faexp’ = Faexp(L)(E)
(* generic backward abstract interpretation of arithmetic operations *)
module Baexp’ = Baexp(L)(E)(Faexp)
(* generic abstract interpretation of boolean operations *)
let rec abexp’ b r =
match b with
| TRUE -> r
| FALSE -> (E’.bot ())

. . .

. . .

| (EQ (a1, a2)) ->
let (p1,p2) = (L.a_EQ (Faexp’.faexp a1 r) (Faexp’.faexp a2 r))
in (E’.meet (Baexp’.baexp a1 r p1) (Baexp’.baexp a2 r p2))

| (LT (a1, a2)) ->
let (p1,p2) = (L.a_LT (Faexp’.faexp a1 r) (Faexp’.faexp a2 r))
in (E’.meet (Baexp’.baexp a1 r p1) (Baexp’.baexp a2 r p2))

| (AND (b1, b2)) -> (E’.meet (abexp’ b1 r) (abexp’ b2 r))
| (OR (b1, b2)) -> (E’.join (abexp’ b1 r) (abexp’ b2 r))

let abexp b r =
if (E’.is_bot r) & (L.isbotempty ()) then (E’.bot ()) else abexp’ b r

end;;
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Generic abstract boolean equality

p1 =̌ p2
∆
= let p = p1 u p2 u ?

. in 〈p, p〉 .
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α2({〈i1, i2〉 | i1 ∈ γ(p1) ∩ I ∧ i2 ∈ γ(p2) ∩ I ∧ i1 = i2 = tt})
= Hdef. (49) of =I

α2({〈i, i〉 | i ∈ γ(p1) ∩ γ(p2) ∩ I})
v2 Hγ ◦ α is extensive (5) and α2 is monotoneI

α2({〈i, i〉 | i ∈ γ(p1) ∩ γ(p2) ∩ γ(α(I))})
= Hγ preserves meetsI

α2({〈i, i〉 | i ∈ γ(p1 u p2 u α(I))})
= Hdef. (10) of γ2I

α2(γ2(〈p1 u p2 u α(I), p1 u p2 u α(I)〉))
v2 = Hα2 ◦ γ2 is reductive and let notationI

let p = p1 u p2 u α(I) in 〈p, p〉
v2 Hdef. (40) of ?

.I
let p = p1 u p2 u ?

. in 〈p, p〉
= Hby defining =̌

∆
= let p = p1 u p2 u ?

. in 〈p, p〉I
=̌ .
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Initialization and simple sign abstract arithmetic
comparison operations

p2
<̌(p1, p2) BOT, ERR NEG ZERO POS INI, TOP

BOT, ERR 〈BOT, BOT〉 〈BOT, BOT〉 〈BOT, BOT〉 〈BOT, BOT〉 〈BOT, BOT〉
NEG 〈BOT, BOT〉 〈NEG, NEG〉 〈NEG, ZERO〉 〈NEG, POS〉 〈NEG, INI〉

p1 ZERO 〈BOT, BOT〉 〈BOT, BOT〉 〈BOT, BOT〉 〈ZERO, POS〉 〈ZERO, POS〉
POS 〈BOT, BOT〉 〈BOT, BOT〉 〈BOT, BOT〉 〈POS, POS〉 〈POS, POS〉

INI, TOP 〈BOT, BOT〉 〈NEG, NEG〉 〈NEG, ZERO〉 〈INI, POS〉 〈INI, INI〉

Reductive Iteration
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Iterating monotone and reductive abstract
operators

If 〈M, �〉 is poset, f ∈M 7→M is monotone and reductive,

〈M, �〉 −−−→←−−−α
γ 〈L, v〉

is a Galois connection, 〈L, v, u〉 is a dual dcpo, g ∈ L 7→ L is
monotone and reductive and α ◦ f ◦ γ v̇ g then the lower closure
operator g? ∆

= λx• gfp
v
x
g is a better abstract interpretation of f than

g:

α ◦ f ◦ γ v̇ g? v̇ g .

P. Cousot — 114 — ��� ��� — 116 — ��� ���The Calculational Design of a Generic Abstract Interpreter, October 15, 1999



Reductive iteration for boolean and arithmetic
expressions

• Analysis of boolean expressions with reductive iteration:

α̈(CbexpJBK) v̈ AbexpJBK? v̈ AbexpJBK .

• Backward analysis of arithmetic expressions with reductive itera-
tion:

∀p ∈ L : λr•α
/

(BaexpJAK)(r)p v̈ (λr•Baexp/JAK(r)p)
?

v̈ λr•Baexp/JAK(r)p .
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Generic implementation of reductive iteration

module type Poset_signature =
sig
type element
val leq : element -> element -> bool

end;;

module type Fixpoint_signature =
functor (P:Poset_signature) ->
sig
val lfp : (P.element -> P.element) -> P.element -> P.element
val gfp : (P.element -> P.element) -> P.element -> P.element

end;;

. . .

module Fixpoint_implementation =
functor (P:Poset_signature) ->
struct

(* iterative computation of the least fixpoint of f greater *)
(* than or equal to the prefixpoint x (f(x) >= x) *)
let rec lfp f x =
let x’ = (f x) in

if (P.leq x’ x) then x’
else lfp f x’

(* iterative computation of the greatest fixpoint of f less *)
(* than or equal to the postfixpoint x (f(x) <= x) *)
let rec gfp f x =
let x’ = (f x) in

if (P.leq x x’) then x
else gfp f x’
end;;

module Fixpoint = (Fixpoint_implementation:Fixpoint_signature);;
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module Baexp_Reductive_Iteration_implementation =
functor (Baexp: Baexp_signature) ->
functor (L: Abstract_Lattice_Algebra_signature) ->
functor (E: Abstract_Env_Algebra_signature) ->
functor (Faexp: Faexp_signature) ->
struct
(* generic abstract elementironments *)
module E’ = E (L)
(* iterative fixpoint computation *)
module F = Fixpoint((E’:Poset_signature with type element = E (L).env))
(* generic backward abstract interpretation of arithmetic operations *)
module Baexp’ = Baexp(L)(E)(Faexp)
(* generic reductive backward abstract int. of arithmetic operations *)
let baexp a r p = let f x = Baexp’.baexp a x p in F.gfp f r

end;;

module Baexp_Reductive_Iteration =
(Baexp_Reductive_Iteration_implementation (Baexp):Baexp_signature);;
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Example

without reductive iteration: with reductive iteration:
{ x:ERR; y:ERR; z:ERR } { x:ERR; y:ERR; z:ERR }

x := 0; y := ?; z := ?; x := 0; y := ?; z := ?;
{ x:ZERO; y:INI; z:INI } { x:ZERO; y:INI; z:INI }

if ((x=y)&(y=z)&((z+1)=x)) then if ((x=y)&(y=z)&((z+1)=x)) then
{ x:ZERO; y:ZERO; z:NEG } { x:BOT; y:BOT; z:BOT }

skip skip
else else
{ x:ZERO; y:INI; z:INI } { x:ZERO; y:INI; z:INI }

skip skip
fi fi

{ x:ZERO; y:INI; z:INI } { x:ZERO; y:INI; z:INI }
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Semantics of Imperative Programs

Abstract syntax of commands and programs

We have already defined:

Variables
X ∈ V .

Arithmetic expressions
A ∈ Aexp .

Boolean expressions
B ∈ Bexp .

so that we can define the abstract syntax of commands and programs:
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Commands
C ∈ Com ::= skip identity,

| X := A assignment,
| if B then S1 else S2 fi conditional,
| while B do S od iteration.

List of commands
S, S1, S2 ∈ Seq ::= C command,

| C ; S sequence.

Programs
P ∈ Prog ::= S ;; program.
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Program components

CmpJS ;;K ∆
= {bS ;;c0} ∪ Cmp0JSK,

CmpπJC1 ; . . . ; CnK ∆
= {bC1 ; . . . ; Cncπ} ∪

n⋃

i=1

Cmpπ.iJCiK,

CmpπJif B then S1 else S2 fiK ∆
= {bif B then S1 else S2 ficπ} ∪

Cmpπ.1JS1K ∪ Cmpπ.2JS2K,
CmpπJwhile B do S1 odK ∆

= {bwhile B do S1 odcπ} ∪ Cmpπ.1JS1K,
CmpπJX := AK ∆

= {bX := Acπ},
CmpπJskipK ∆

= {bskipcπ} .

Example: CmpJskip ; skip ;;K= {bskip ; skip ;;c0, bskipc01, bskipc02}.
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Program labelling

We prefer labels ` ∈ Lab designating program points (P ∈ Prog)

atP , afterP ∈ CmpJP K 7→ Lab,
inP ∈ CmpJP K 7→ ℘(Lab) .

Definition of program labelling

• If C = skip ∈ CmpJP K or C = X := A ∈ CmpJP K then
inP JCK = {atP JCK, afterP JCK} . (60)

• If S = C1; . . . ;Cn ∈ CmpJP K where n ≥ 1 is a sequence of
commands, then

atP JSK = atP JC1K,
afterP JSK = afterP JCnK,

inP JSK =

n⋃

i=1

inP JCiK,

∀i ∈ [1, n[: afterP JCiK = atP JCi+1K = inP JCiK ∩ inP JCi+1K, (61)
∀i, j ∈ [1, n] : (j 6= i − 1 ∧ j 6= i + 1) =⇒ (inP JCiK ∩ inP JCjK = ∅) .
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• If C = if B then St else Sf fi ∈ CmpJP K is a conditional
command, then

inP JCK = {atP JCK, afterP JCK} ∪ inP JStK ∪ inP JSfK,
{atP JCK, afterP JCK} ∩ (inP JStK ∪ inP JSfK) = ∅, (62)

inP JStK ∩ inP JSfK = ∅ .

• If C = while B do S od ∈ CmpJP K is an iteration command, then

inP JCK = {atP JCK, afterP JCK} ∪ inP JSK, (63)
{atP JCK, afterP JCK} ∩ inP JSK = ∅ .

• If P = S ;; ∈ CmpJP K is a program, then

atP JP K = atP JSK, afterP JP K = afterP JSK, inP JP K = inP JSK .
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Program variables

The free variables

Var ∈ (Prog∪Com∪ Seq∪Aexp∪Bexp) 7→ ℘(V)

are defined as usual for:
• programs (S ∈ Seq)

VarJS ;;K ∆
= VarJSK ;

• list of commands (C ∈ Com, S ∈ Seq)

VarJC ; SK ∆
= VarJCK ∪ VarJSK ;
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• commands (X ∈ V, A ∈ Aexp, B ∈ Bexp, S, St, Sf ∈ Seq)

VarJskipK ∆
= ∅,

VarJX := AK ∆
= {X} ∪ VarJAK,

VarJif B then St else Sf fiK ∆
= VarJBK ∪ VarJStK ∪ VarJSfK,

VarJwhile B do S odK ∆
= VarJBK ∪ VarJSK ;

• arithmetic expressions (n ∈ Nat, X ∈ V, u ∈ {+,−}, A1, A2 ∈
Aexp, b ∈ {+,−, ∗, /, mod})

VarJnK ∆
= ∅, VarJuA1K ∆

= VarJA1K,
VarJXK ∆

= {X}, VarJA1 b A2K ∆
= VarJA1K ∪ VarJA2K,

VarJ?K ∆
= ∅

• boolean expressions (A1, A2 ∈ Aexp, r ∈ {=, <}, B1, B2 ∈ Bexp,
l ∈ {&, |})

VarJtrueK ∆
= ∅, VarJA1 r A2K ∆

= VarJA1K ∪ VarJA2K,
VarJfalseK ∆

= ∅, VarJB1 l B2K ∆
= VarJB1K ∪ VarJB2K .
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Program environments

• During execution of program P ∈ Prog, an environment ρ ∈ EnvJP K ⊆
R maps program variables X ∈ VarJP K to their value ρ(X). We define:

Env ∈ Prog 7→ ℘(R),

EnvJP K ∆
= VarJP K 7→ IΩ .
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Program states

• States 〈`, ρ〉 ∈ ΣJP K record a program point ` ∈ inP JP K and an
environment ρ ∈ EnvJP K assigning values to variables. The definition
of states is

Σ ∈ Prog 7→ ℘(V× R),

ΣJP K ∆
= inP JP K× EnvJP K . (64)
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Small-step operational semantics of commands

• The small-step operational semantics [11] of commands, sequences
and programs C ∈ Com∪ Seq∪Prog within a program P ∈ Prog
involves transition judgements:

〈`, ρ〉 77==JCK=⇒ 〈`′, ρ′〉 .

• Such judgements mean that if execution is at control point ` ∈
inP JCK in environment ρ ∈ EnvJP K then the next computation step
within command C leads to program control point `′ ∈ inP JCK in
the new environment ρ′ ∈ EnvJP K.

Small-step operational semantics of commands

Identity C = skip (atP JCK = ` and afterP JCK = `′)

〈`, ρ〉 77==JskipK=⇒ 〈`′, ρ〉 . (65)

Assignment C = X := A (atP JCK = ` and afterP JCK = `′)
ρ ` A Z⇒ i

〈`, ρ〉 77==JX := AK=⇒ 〈`′, ρ[X← i]〉 , i ∈ I . (66)

Conditional C = if B then St else Sf fi (atP JCK = ` and
afterP JCK = `′)

ρ ` B Z⇒ tt

〈`, ρ〉 77==Jif B then St else Sf fiK=⇒ 〈atP JStK, ρ〉
, (67)
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ρ ` T (¬B) Z⇒ tt

〈`, ρ〉 77==Jif B then St else Sf fiK=⇒ 〈atP JSfK, ρ〉
. (68)

〈`1, ρ1〉 77==JStK=⇒ 〈`2, ρ2〉
〈`1, ρ1〉 77==Jif B then St else Sf fiK=⇒ 〈`2, ρ2〉

, (69)

〈`1, ρ1〉 77==JSfK=⇒ 〈`2, ρ2〉
〈`1, ρ1〉 77==Jif B then St else Sf fiK=⇒ 〈`2, ρ2〉

. (70)

〈afterP JStK, ρ〉 77==Jif B then St else Sf fiK=⇒ 〈`′, ρ〉 , (71)

〈afterP JSfK, ρ〉 77==Jif B then St else Sf fiK=⇒ 〈`′, ρ〉 . (72)
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Iteration C = while B do S od (atP JCK = `, afterP JCK = `′
and `1, `2 ∈ inP JSK)

ρ ` T (¬B) Z⇒ tt

〈`, ρ〉 77==Jwhile B do S odK=⇒ 〈`′, ρ〉 , (73)

ρ ` B Z⇒ tt

〈`, ρ〉 77==Jwhile B do S odK=⇒ 〈atP JSK, ρ〉
, (74)

〈`1, ρ1〉 77==JSK=⇒ 〈`2, ρ2〉
〈`1, ρ1〉 77==Jwhile B do S odK=⇒ 〈`2, ρ2〉

, (75)

〈afterP JSK, ρ〉 77==Jwhile B do S odK=⇒ 〈`, ρ〉 . (76)
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Sequence C1 ; . . . ; Cn, n > 0 (`i, `i+1 ∈ inP JCiK for all i ∈ [1, n])

〈`i, ρi〉 77==JCiK=⇒ 〈`i+1, ρi+1〉
〈`i, ρi〉 77==JC1 ; . . . ; CnK=⇒ 〈`i+1, ρi+1〉

. (77)

Program P = S ;;

〈`, ρ〉 77==JSK=⇒ ρ

〈`′, ρ′〉 77==JS ;;K=⇒ 〈`′, ρ′〉 . (78)

Transition system of a program

The transition system of a program P = S ;; is

〈ΣJP K, τJP K〉

where ΣJP K is the set (64) of program states and τJCK, C ∈ CmpJP K
is the transition relation for component C of program P , defined by:

τJCK ∆
= {〈〈`, ρ〉, 〈`′, ρ′〉〉 | 〈`, ρ〉 77==JCK=⇒ 〈`′, ρ′〉} . (79)
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Starting and stopping execution . . .

• Execution starts at the program entry point with all variables unini-
tialized:

EntryJP K ∆
= {〈atP JP K, λX ∈ VarJP K• Ωi〉} . (80)

• Execution ends without error when control reaches the program exit
point:

ExitJP K ∆
= {afterP JP K} × EnvJP K .

• When the evaluation of an arithmetic or boolean expression fail-
s with a runtime error, the program execution is blocked so that no
further transition is possible.
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No jumps out of commands

• A basic result on the program transition relation is that it is not
possible to jump into or out of program components (C ∈ CmpJP K))

〈〈`, ρ〉, 〈`′, ρ′〉〉 ∈ τJCK =⇒ {`, `′} ⊆ inP JCK . (81)
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Reflexive transitive closure of the program
transition relation

• The reflexive transitive closure of the transition relation τJCK of a
program component C ∈ CmpJP K is τ ?JCK ∆

= (τJCK)?.
• τ?JP K can be expressed compositionally (by structural induction the

the components C ∈ CmpJP K of program P ).

Big step operational semantics

τ?JskipK = 1ΣJP K ∪ τJskipK (82)•

τ?JX := AK = 1ΣJP K ∪ τJX := AK•
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τ?Jif B then St else Sf fiK = (83)•
(1ΣJP K ∪ τB) ◦ τ?JStK ◦ (1ΣJP K ∪ τ t) ∪
(1ΣJP K ∪ τ B̄) ◦ τ?JSfK ◦ (1ΣJP K ∪ τf)

where:

τB
∆
= {〈〈atPJif B then St else Sf fiK, ρ〉, 〈atPJStK, ρ〉〉 | ρ ` B Z⇒ tt}

τ B̄
∆
= {〈〈atPJif B then St else Sf fiK, ρ〉, 〈atPJSfK, ρ〉〉 | ρ ` T (¬B) Z⇒ tt}

τ t
∆
= {〈〈afterPJStK, ρ〉, 〈afterPJif B then St else Sf fiK, ρ〉〉 | ρ ∈ EnvJP K}

τ f
∆
= {〈〈afterPJSfK, ρ〉, 〈afterPJif B then St else Sf fiK, ρ〉〉 | ρ ∈ EnvJP K}
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τ?Jwhile B do S odK = (1ΣJP K ∪ τ?JSK ◦ τR) ◦ (84)•
(τB ◦ τ?JSK ◦ τR)? ◦

(1ΣJP K ∪ τB ◦ τ?JSK ∪ τ B̄)
where:

τB
∆
= {〈〈atP Jwhile B do S odK, ρ〉, 〈atP JSK, ρ〉〉 | ρ ` B Z⇒ tt}

τ B̄
∆
= {〈〈atP Jwhile B do S odK, ρ〉, 〈afterP Jwhile B do S odK, ρ〉〉 |

ρ ` T (¬B) Z⇒ tt}
τR

∆
= {〈〈afterP JSK, ρ〉, 〈atP Jwhile B do S odK, ρ〉〉 | ρ ∈ EnvJP K}
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τ?JC1 ; . . . ; CnK = τ?JC1K ◦ . . . ◦ τ?JCnK (85)•

τ?JS ;;K = τ?JSK . (86)•

Predicate transformers and fixpoints
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Pre-image

• The pre-image pre[t]P of a set P ⊆ S of states by a transition
relation t ⊆ S × S is the set of states from which it is possible to
reach a state in P by a transition t:

pre[t]P ∆
= {s | ∃s′ : 〈s, s′〉 ∈ t ∧ s′ ∈ P} .

P
pre[  ]P¿

¿
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Post-image

• The post-image post[t]P is the inverse pre-image, that is the set of
states which are reachable from P ⊆ S by a transition t:

post[t]P ∆
= pre[t−1]P = {s′ | ∃s : s ∈ P ∧ 〈s, s′〉 ∈ t} . (87)

post[  ]P
P

¿

¿
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Dual pre-image

• The dual pre-image p̃re[t]P is the set of states from which any tran-
sition, if any, must lead to a state in P :

p̃re[t]P ∆
= ¬ pre[t](¬P ) = {s | ∀s′ : 〈s, s′〉 ∈ t =⇒ s′ ∈ P} .

Dual post-image

• The dual post-image p̃ost[t]P is the set of states which can only be
reached, if ever possible, by a transition t from P :

p̃ost[t]P ∆
= ¬ post[t](¬P ) = {s′ | ∀s : 〈s, s′〉 ∈ t =⇒ s ∈ P} .
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Galois connections

We have the Galois connections (t ⊆ S × S)

〈℘(S), ⊆〉 −−−−→←−−−−
post[t]

p̃re[t]
〈℘(S), ⊆〉, 〈℘(S), ⊆〉 −−−−→←−−−−

pre[t]

p̃ost[t]
〈℘(S), ⊆〉

as well as (P ⊆ S, γP (Y )
∆
= {〈s, s′〉 | s ∈ P =⇒ s′ ∈ Y })

〈℘(S × S), ⊆〉 −−−−−−−−→←−−−−−−−−
λt• post[t]P

γP 〈℘(S), ⊆〉, (88)

〈℘(S × S), ⊆〉 −−−−−−−→←−−−−−−−
λt• pre[t]P

γP
−1

〈℘(S), ⊆〉 . (89)
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Properties of predicate transformers

post[t1 ◦ t2] = post[t2] ◦ post[t1], (90)

pre[t1 ◦ t2] = pre[t1] ◦ pre[t2],

post[1S]P = P (91)

pre[1S]P = P .
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Fixpoint characterizations

pre[t?]F = lfp
⊆
λX •F ∪ pre[t]X = lfp

⊆
F
λX •X ∪ pre[t]X,

p̃re[t?]F = gfp
⊆
λX •F ∩ p̃re[t]X = gfp

⊆
F
λX •X ∩ p̃re[t]X,

post[t?] I = lfp
⊆
λX • I ∪ post[t]X = lfp

⊆
I
λX •X ∪ post[t]X, (92)

p̃ost[t?] I = gfp
⊆
λX • I ∩ p̃ost[t]X = gfp

⊆
I
λX •X ∩ p̃ost[t]X .

Reachable states collecting semantics
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Reachable states collecting semantics

• The reachable states collecting semantics of a component C ∈ CmpJP K
of a program P ∈ Prog is the set post[τ ?JCK](In) of states which
are reachable from a given set In ∈ ℘(ΣJP K) of initial states;
• In particular when C is the program P , the initial states are the

entry states In = EntryJP K .
• The program analysis problem we are interested in is to effectively

compute a machine representable program invariant J ∈ ℘(ΣJP K)
such that:

post[τ?JCK] In ⊆ J . (93)

P. Cousot — 154 — ��� ��� — 156 — ��� ���The Calculational Design of a Generic Abstract Interpreter, October 15, 1999



• Using (92), the collecting semantics post[τ ?JCK] In can be expressed
in fixpoint form, as follows:

PostJCK ∈ ℘(ΣJP K) cjm7−→ ℘(ΣJP K),
PostJCKIn

∆
= post[τ?JCK] In (94)

= lfp
⊆−−→
PostJCKIn, (95)

where
−−→
PostJCK ∈ ℘(ΣJP K) cjm7−→

(
℘(ΣJP K) cjm7−→ ℘(ΣJP K)

)
,

−−→
PostJCKIn

∆
= λX • In ∪ post[τJCK]X .

• It follows that we have to effectively compute a machine representable
approximation to the least solution of a fixpoint equation.
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Abstract Interpretation of Imperative Programs

Fixpoint precise abstraction

If 〈M, �, 0, ∨〉 is a cpo, the pair 〈α, γ〉 is a Galois connection
〈M, �〉 −−−→←−−−α

γ
〈L, v〉, F ∈ M

mon7−→ M and G ∈ L
mon7−→ L are

monotonic and

∀x ∈M : x � lfp
�F =⇒ α ◦ F(x) = G ◦ α(x)

then

α(lfp
�F) = lfp

v G
and the iteration order of G is less than or equal to that of F .
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Fixpoint precise abstraction

If 〈M, �, 0, ∨〉 is a cpo, the pair 〈α, γ〉 is a Galois connection
〈M, �〉 −−−→←−−−α

γ 〈L, v〉, F ∈ M
mon7−→ M and G ∈ L

mon7−→ L are
monotonic and

∀y ∈ L : γ(y) � lfp
�F ⇒ α ◦ F ◦ γ(y) v G(y)

or equivalently ∀x ∈M : γ ◦ α(x) � lfp
�F ⇒ α ◦ F(x) v G ◦ α(x)

or equivalently ∀y ∈ L : γ(y) � lfp
�F ⇒ F ◦ γ(y) � γ ◦ G(y)

then

lfp
�F � γ(lfp

v G)

and equivalently α(lfp
�F) v lfp

v G,
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Abstract invariants

• Abstract invariants approximate program invariants in the form of
abstract environments attached to program points.
• The abstract environments assign an abstract value in some abstract

domain L to each program variable whence specify an overapprox-
imation of its possible runtime values when execution reaches that
point.
• The abstract domain is therefore (P ∈ Prog):

AEnvJP K ∆
= VarJP K 7→ L, abstract environments;

ADomJP K ∆
= inP JP K 7→ AEnvJP K, abstract invariants.
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• The correspondence with program invariants is specified by the Ga-
lois connection

〈℘(ΣJP K), ⊆〉 −−−−−→←−−−−−
α̈JP K
γ̈JP K

〈ADomJP K, v̈〉 (96)

where (see def. (20) of α̇ and (21) of γ̇ where V is VarJP K):

α̈JP KI ∆
= λ` ∈ inP JP K• α̇({ρ | 〈`, ρ〉} ∈ I}), (97)

γ̈JP KJ ∆
= {〈`, ρ〉 | ρ ∈ γ̇(J`)}, (98)

J v̈ J ′ ∆
= ∀` ∈ inP JP K : ∀X ∈ VarJP K : J`(X) v J ′`(X) .

• It follows that 〈ADomJP K, v̈, ⊥̈, >̈, ẗ, ü〉 is a complete lattice.

Generic implementation of nonrelational abstract
invariants

module type Abstract_Dom_Algebra_signature =
functor (L: Abstract_Lattice_Algebra_signature) ->
functor (E: Abstract_Env_Algebra_signature) ->
sig

open Abstract_Syntax
open Labels
type aDom (* complete lattice of abstract invariants *)
type element = aDom
val bot : unit -> aDom (* infimum *)
val join : aDom -> (aDom -> aDom) (* least upper bound *)
val leq : aDom -> (aDom -> bool) (* approximation ordering *)
(* substitution *)
val get : aDom -> label -> E(L).env (* j(l) *)
val set : aDom -> label -> E(L).env -> aDom (* j[l <- r] *)

end;;
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Abstract predicate transformers

This abstraction is extended to predicate transformers thanks to the
functional abstraction

〈℘(ΣJP K) cjm7−→ ℘(ΣJP K), ⊆̇〉 −−−−→←−−−−
˙̈αJP K

˙̈γJP K
〈ADomJP K mon7−→ ADomJP K, ˙̈v〉 (99)

where
˙̈αJP KF ∆

= α̈JP K ◦ F ◦ γ̈JP K, (100)
˙̈γJP KG ∆

= γ̈JP K ◦ G ◦ α̈JP K,
G ˙̈v G′ ∆

= ∀J ∈ ADomJP K : ∀` ∈ inP JP K : ∀X ∈ VarJP K : (101)
G(J)`(X) v G′(J)`(X) .
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Generic forward nonrelational abstract
interpretation of programs

• The calculational design of the generic nonrelational abstract reach-
able states semantics of programs (P ∈ Prog)

APostJP K ∈ ADomJP K mon7−→ ADomJP K
can now be defined as an overapproximation of the forward collecting
semantics (30)

˙̈αJP K(PostJP K) ˙̈v APostJP K . (102)

• Starting from the formal specification ˙̈αJP K(PostJP K), we derive an
effectively computable function APostJP K satisfying (102) by calcu-
lus.
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We proceed by structural induction on the components CmpJP K of P ,
proving that for all C ∈ CmpJP K
• monotony

APostJCK ∈ ADomJP K mon7−→ ADomJP K (103)

• soundness

˙̈αJP K(PostJCK) ˙̈v APostJCK, (104)

• locality

∀J ∈ ADomJP K : ∀` ∈ inJP K− inP JCK :
J` = (APostJCKJ)`, (105)

• dependence

∀J, J ′ ∈ ADomJP K : (∀` ∈ inP JCK : J` = J ′`) =⇒
(∀` ∈ inP JCK : (APostJCKJ)` = (APostJCKJ ′)`) . (106)

• Intuitively the locality and dependence properties express that the
postcondition of a command can only depend upon and affect the
abstract local invariants attached to labels in the command.
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Generic forward nonrelational reachability
abstract semantics of programs

• C = skip

APostJskipK = λJ • J [afterP JskipK← J
afterP JskipK ṫ JatP JskipK] (107)

• C = X := A

APostJX := AK = λJ •let ` = atP JX := AK, `′ = afterP JX := AK in (108)
let v = Faexp.JAK(J`) in

((0(v) ? J ¿ J [`′← J`′ ṫ J`[X← v u ?
.

]]))

where:

∀v ∈ L : 0(v) =⇒ γ(v) ⊆ E

P. Cousot — 166 — ��� ��� — 168 — ��� ���The Calculational Design of a Generic Abstract Interpreter, October 15, 1999



• C = if B then St else Sf fi

APostJCK = (109)
λJ • let J ′ = J [atP JStK← J

atP JStK ṫ AbexpJBK(J
atP JCK);

atP JSfK← J
atP JSfK ṫ AbexpJT (¬B)K(J

atP JCK)] in
let J ′′ = APostJStK ◦ APostJSfK(J ′) in
J ′′[afterP JCK← J ′′

afterP JCK ṫ J
′′
afterP JStK ṫ J

′′
afterP JSfK]
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• C = while B do S od

APostJCK = (110)(
1
ADomJP Kmon7−→ADomJP K

˙̈t (APostJSK ◦ APostBJCK) ˙̈t APostB̄JCK
)
◦

(
λJ • lfp

v̈
λX • J ẗ APostRJCK ◦ APostJSK ◦ APostBJCK(X)

)
◦

(
1
ADomJP Kmon7−→ADomJP K

˙̈t (APostJSK ◦ APostRJCK)
)

where:
APostBJCK ∆

= λJ • ⊥̈[atPJSK← AbexpJBKJatP JCK]

APostB̄JCK ∆
= λJ • ⊥̈[afterPJCK← AbexpJT (¬B)KJatP JCK]

APostRJCK ∆
= λJ • ⊥̈[atPJCK← JafterP JSK]

APostJC1 ; . . . ; CnK = APostJCnK ◦ . . . ◦ APostJC1K (111)•

APostJS ;;K = APostJSK . (112)•

Descendants of initial states

• To effectively compute an overapproximation of the set post[τ ?JP K] In
of states which are reachable by repeated small steps of the program
P from some given set In of initial states, we use an overapproxima-
tion of the initial states

α̈JP K(In) v̈ I (113)

and compute APostJP KI .
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• Elements of ADomJP K must be machine representable;
• This is the case if the lattice L of abstract value properties is itself

machine representable;
• The computation of APostJP KI terminates if the complete lattice
〈L, v〉 satisfies the ascending chain condition;
• Otherwise convergence must be accelerated using widening/narrowing

techniques [3, 7].
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Soundness

• The soundness of the approach is easily established

APostJP KI
ẅ Hsoundness (102)I

˙̈αJP K(PostJP K)I
ẅ Habstraction (113) of the entry condition and monotonyI

˙̈αJP K(PostJP K) α̈JP K(In)
ẅ Hdef. (100)I

α̈JP K ◦ PostJP K ◦ γ̈JP K ◦ α̈JP K(In)
ẅ HGalois connection (96) so that γ̈JP K ◦ α̈JP K is extensive and monotonyI

α̈JP K(PostJP K(In))

. . .

— 173 — ��� ���

or equivalently, by the Galois connection (96)

post[τ?JP K] In ⊆ γ̈JP K(APostJP KI) . (114)

• Notice that the set γ̈JP K(APostJP KI) is usually infinite so that its
exploitation must be programmed using the encoding used for ADomJP K
(or some machine representable image).

The generic abstract interpreter for
reachability analysis
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Abstract syntax of commands

type com =
| SKIP of label * label
| ASSIGN of label * variable * aexp * label
| SEQ of label * (com list) * label
| IF of label * bexp * bexp * com * com * label
| WHILE of label * bexp * bexp * com * label

• For a command C, the first label atPJCK (written (at C)) and the second
afterPJCK (written (after C)) satisfy the labelling conditions.

• The boolean expression B of conditional and iteration commands is recorded by
T (B) and T (¬(B)).
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Signature of the generic abstract interpreter

module type APost_signature =
functor (L: Abstract_Lattice_Algebra_signature) ->
functor (E: Abstract_Env_Algebra_signature) ->
functor (D: Abstract_Dom_Algebra_signature) ->
functor (Faexp: Faexp_signature) ->
functor (Baexp: Baexp_signature) ->
functor (Abexp: Abexp_signature) ->
sig
open Abstract_Syntax
(* generic forward nonrelational abstract reachability semantics of *)

(* commands *)
val aPost : com -> D(L)(E).aDom -> D(L)(E).aDom

end;;
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module APost_implementation =
functor (L: Abstract_Lattice_Algebra_signature) ->
functor (E: Abstract_Env_Algebra_signature) ->
functor (D: Abstract_Dom_Algebra_signature) ->
functor (Faexp: Faexp_signature) ->
functor (Baexp: Baexp_signature) ->
functor (Abexp: Abexp_signature) ->
struct
open Abstract_Syntax
open Labels
(* generic abstract environments *)
module E’ = E(L)
(* generic abstract invariants *)
module D’ = D(L)(E)
(* generic forward abstract interpretation of arithmetic operations *)
module Faexp’ = Faexp(L)(E)
(* generic [reductive] abstract interpretation of boolean operations *)
module Abexp’ = Abexp(L)(E)(Faexp)(Baexp)
(* iterative fixpoint computation *)
module F = Fixpoint((D’:Poset_signature with type element=D(L)(E).aDom))

(* generic forward nonrelational abstract reachability semantics *)
exception Error_aPost of string
let rec aPost c j = match c with
| (SKIP (l, l’)) -> (D’.set j l’ (E’.join (D’.get j l’) (D’.get j l)))
| (ASSIGN (l,x,a,l’)) ->

let v = (Faexp’.faexp a (D’.get j l)) in
if (L.in_errors v) then j
else (D’.set j l’ (E’.join (D’.get j l’) (E’.set (D’.get j l) x

(L.meet v (L.f_RANDOM ())))))
| (SEQ (l, s, l’)) -> (aPostseq s j)
| (IF (l, b, nb, t, f, l’)) ->

let j’ = (D’.set j (at t) (E’.join (D’.get j (at t))
(Abexp’.abexp b (D’.get j l)))) in

let j” = (D’.set j’ (at f) (E’.join (D’.get j’
(at f)) (Abexp’.abexp nb (D’.get j’ l)))) in

let j”’ = (aPost t (aPost f j”)) in
(D’.set j”’ l’ (E’.join (E’.join (D’.get j”’ l’)

(D’.get j”’ (after t))) (D’.get j”’ (after f))))
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| (WHILE (l, b, nb, c’, l’)) ->
let aPostB j = (D’.set (D’.bot ()) (at c’)

(Abexp’.abexp b (D’.get j l))) in
let aPostnotB j = (D’.set (D’.bot ()) l’

(Abexp’.abexp nb (D’.get j l))) in
let aPostR j = (D’.set (D’.bot ()) l (D’.get j (after c’))) in
let j’ = (D’.join j (aPost c’ (aPostR j))) in
let f x = (D’.join j’ (aPostR (aPost c’ (aPostB x)))) in
let j” = (F.lfp f (D’.bot ())) in
(D’.join j” (D’.join (aPost c’ (aPostB j”)) (aPostnotB j”)))

and aPostseq s j = match s with
| [] -> raise (Error_aPost "empty sequence of commands")
| [c] -> (aPost c j)
| h::t -> (aPostseq t (aPost h j))
end;;

module APost = (APost_implementation:APost_signature);;
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Abstract initial states

For short, we consider the simple case when In is the set EntryJP K of
program entry states:

α̈JP K(EntryJP K)
= Hdef. (97) of α̈JP K and (80) of EntryJP K I

λ` ∈ inPJP K• α̇({λX ∈ VarJP K• Ωi | ` = atPJP K})
= Hdef. (20) of α̇I

λ` ∈ inPJP K•((` = atPJP K ? λX ∈ VarJP K•α({Ωi}) ¿ α̇(∅)))
= Hdef. ⊥̇ ∆

= α̇(∅), ⊥̈ ∆
= λ` ∈ inPJP K• ⊥̇ and (18) of substitutionI

⊥̈[atPJP K← λX ∈ VarJP K•α({Ωi})]
= Hby defining AEntryJP K ∆

= ⊥̈[atPJP K← λX ∈ VarJP K•α({Ωi})]I (115)
AEntryJP K .
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Implementation of the abstract entry states
module AEntry_implementation =
functor (L: Abstract_Lattice_Algebra_signature) ->
functor (E: Abstract_Env_Algebra_signature) ->
functor (D: Abstract_Dom_Algebra_signature) ->
struct
open Abstract_Syntax
open Labels
(* generic abstract environments *)
module E’ = E(L)
(* generic abstract invariants *)
module D’ = D(L)(E)
(* abstraction of entry states *)
exception Error_aEntry of string
let aEntry c =
if (at c) <> (entry ()) then
raise (Error_aEntry "not the program entry point")

else
(D’.set (D’.bot ()) (at c) (E’.initerr ()))

end;;

Instantiation for entry states

The generic abstract interpreter APostJP K(AEntryJP K) can be partial-
ly instantiated with (or without) reductive iterations, as follows:
module Analysis_Reductive_Iteration_implementation =
functor (L: Abstract_Lattice_Algebra_signature) ->
struct
open Program_To_Abstract_Syntax
module ENTRY = AEntry(L)(Abstract_Env_Algebra)(Abstract_Dom_Algebra)
module POST = APost(L)(Abstract_Env_Algebra)(Abstract_Dom_Algebra)(Faexp)

(Baexp_Reductive_Iteration)(Abexp_Reductive_Iteration)
module PRN = Pretty_Print(L)(Abstract_Env_Algebra)(Abstract_Dom_Algebra)
let analysis () =
print_string "type the program to analyze..."; print_newline ();
let p = abstract_syntax_of_program () in
let j = (POST.aPost p (ENTRY.aEntry p)) in
(PRN.pretty_print p j)

end;;
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Instantiation for a particular value property
abstract domain

module ISS’ = Analysis_Reductive_Iteration(ISS_Lattice_Algebra);;
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Examples

{ n:ERR; i:ERR } { n:ERR; i:ERR } { x:ERR }
n := ?; i := 1; n := ?; i := 0; x := (1 / 0);

{ n:INI; i:POS } { n:INI; i:INI } { x:BOT }
while (i < n) do while (i < n) do skip;
{ n:POS; i:POS } { n:INI; i:INI } { x:BOT }

i := (i + 1) i := (i + 1) x := 1
{ n:POS; i:POS } { n:INI; i:INI } { x:POS }

od od
{ n:INI; i:POS } { n:INI; i:INI }

The comparison of the first and second examples illustrates the loss of information
due to the absence of an abstract value POSZ such that γ(POSZ)

∆
= [0,max_int] ∪

{Ωa}. The third example shows the imprecision on reachability resulting from the
choice to have γ(BOT) 6= ∅).
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The lattice of errors and signs

TOP

NEG POSZEROERR

INI

ARE

BOT

INE

NZERO POSZNEGZ

γ(BOT)
∆
= ∅

γ(INE)
∆
= {Ωi}

γ(ARE)
∆
= {Ωa}

γ(ERR)
∆
= {Ωi,Ωa}

γ(NEG)
∆
= [min_int,−1] ∪ {Ωa}

γ(ZERO)
∆
= {0,Ωa}

γ(POS)
∆
= [1, max_int] ∪ {Ωa}

γ(NEGZ)
∆
= [min_int, 0] ∪ {Ωa}

γ(NZERO)
∆
= [min_int,−1] ∪ [1, max_int] ∪ {Ωa}

γ(POSZ)
∆
= [0, max_int] ∪ {Ωa}

γ(INI)
∆
= I ∪ {Ωa}

γ(TOP)
∆
= IΩ = I ∪ {Ωi,Ωa}

Examples (lattice of errors and signs)

{ n:ERR; i:ERR } { x:ERR }
n := ?; i := 0; x := (1 / 0);

{ n:INI; i:POSZ } { x:BOT }
while (i < n) do skip;
{ n:POS; i:POSZ } { x:BOT }
i := (i + 1) x := 1

{ n:POS; i:POS } { x:BOT }
od

{ n:INI; i:POSZ }

— 187 — ��� ���

Comparison with the handling of arithmetic or
boolean expressions using assignments of simple

monomials to auxiliary variables

{ x:ERR; y:ERR } { x:ERR; y:ERR; i1:ERR }
x := 0; y := ?; x := 0; y := ?; i1 := -y;

{ x:ZERO; y:INI } { x:ZERO; y:INI; i1:INI }
while (x = -y) do while (x = i1) do

{ x:ZERO; y:ZERO } { x:ZERO; y:INI; i1:ZERO }
skip skip; i1 := -y

{ x:ZERO; y:ZERO } { x:ZERO; y:INI; i1:INI }
od od

{ x:ZERO; y:INI } { x:ZERO; y:INI; i1:INI }

P. Cousot — 186 — ��� ��� — 188 — ��� ���The Calculational Design of a Generic Abstract Interpreter, October 15, 1999



Comparison with the compilation of boolean
expressions into short-circuit conditional code
{ x:ERR; y:ERR; z:ERR } { x:ERR; y:ERR; z:ERR }
x := 0; y := ?; z := ?; x := 0; y := ?; z := ?;

{ x:ZERO; y:INI; z:INI } { x:ZERO; y:INI; z:INI }
if ((x=y)&((z+1)=x)&(y=z)) then if ((x=y)&((z+1)=x)) then

{ x:ZERO; y:ZERO; z:NEG }
if (y=z) then

{ x:BOT; y:BOT; z:BOT } { x:ZERO; y:BOT; z:BOT }
skip skip

else
{ x:ZERO; y:ZERO; z:NEG }
skip

fi
{ x:ZERO; y:ZERO; z:NEG }

else else
{ x:ZERO; y:INI; z:INI } { x:ZERO; y:INI; z:INI }
skip skip

fi fi
{ x:ZERO; y:INI; z:INI } { x:ZERO; y:INI; z:INI }
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Reachability analysis from the entry states

Specializing the abstract interpreter to
reachability analysis from the entry states

We want to calculate:

APostJP K(AEntryJP K)

and more generally, for all program subcommands C ∈ CmpJP K:

λr ∈ AEnvJP K•APostJCK(⊥̈[atP JCK← r])

that is:

APostEnP JCK ∆
= αεP JCK(APostJCK) (116)

. . .
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where

αεP JCK
∆
= λF • λr•F (⊥̈[atP JCK← r]) (117)

γεP JCK
∆
= λf •λJ •((∀l 6= atP JCK : Jl = ⊥̇ ? f(J

atP JCK) ¿ >̈)) (118)

is such that

〈ADomJP K mon7−→ ADomJP K, ˙̈v〉 −−−−−→←−−−−−
αε
P
JCK

γε
P
JCK

〈AEnvJP K mon7−→ ADomJP K, ˙̈v〉 .
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• We consider the simple situation where γ(⊥) = ∅ for which (36),
(43) and (58) do hold;
• It follows by structural and fixpoint induction that for all C ∈

CmpJP K
APostJCK(⊥̈) = ⊥̈ . (119)

• We calculate APostEnP JCK by structural induction and trivially
prove simultaneously:

locality: ∀r ∈ AEnvJP K : ∀l ∈ inJP K− inPJCK(APostEnPJCKr)l = ⊥̇(120)
extension: ∀r ∈ AEnvJP K : r v (APostEnPJCKr)atP JCK (121)

— 193 — ��� ���

Generic forward nonrelational reachability from
entry states abstract semantics of programs

• C = skip:

APostEnP JskipKr = ⊥̈[atP JskipK← r; afterP JskipK← r]

• X := A:

APostEnP JX := AKr = let v = Faexp.JAKr in
((0(v) ? ⊥̈[atP JX := AK← r]

¿ ⊥̈[atP JX := AK← r; afterP JX := AK← r[X← v u ?
.

]]))

• C = if B then St else Sf fi:

APostEnP JCKr = (122)
let J tt = APostEnP JStK(AbexpJBKr) in
let J ff = APostEnP JSfK(AbexpJT (¬B)Kr) in

⊥̈[atP JCK← r; afterP JCK← J tt
afterP JStK ṫ J

ff
afterP JSfK] ẗ J

tt ẗ J ff

• C = while B do S od:

APostEnP JCKr =

let r′ = lfp
v̇
λx• r ṫ (APostEnP JSK(AbexpJBKx))

afterP JSK in
⊥̈[atP JCK← r′; afterP JCK← AbexpJT (¬B)Kr′] ẗ

APostEnP JSK(AbexpJBKr′)
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• C = C1 ; . . . ; Cn:

APostEnP JCKr =

let J1 = APostEnP JC1Kr in
let J2 = J1 ẗ APostEnP JC2K(J1)

atP JC2K in
. . .

let Jn = Jn−1 ẗ APostEnP JCnK(Jn−1)
atP JCnK in

Jn

• C = S ;;:

APostEnP JS ;;K = APostEnP JSK(λX ∈ VarJP K•α({Ωi})) .
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Conclusion
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Conclusion

• Calculational design of program static analyzers by abstract inter-
pretation of a formal semantics;
• Scales up by small parts;
• This provides a thorough understanding of the abstraction process

allowing for the later development of useful large scale analyzers [10].
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