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Mathematical Semantics
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A sample program

Let us start with the following example program.
P 2 'x:=1;while’true do >x :=(x +1); od”.
The mathematical semantics of this program can be informally described
at follows.

o Execution start at program point ' by assigning 1 to program vari-
able x and goes on at program point 2.

o When at program point 2 the evaluation of the loop test yields the
value true so execution continues at program 3 where the value of
variable x is incremented by 1 before coming back to 2.

o Since the loop condition is never false, program point 4 is unreach-
able so program execution never ends.
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States

P 2 'x:=1;while?true do ’x :=(x+1); od".

we write (¢, x) for the state of program execution where ex-
ecution is at program point ¢, ¢ = 1,234, and variable x has integer value
x € Z (where Z is the set of all mathematical integers).
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Execution trace

P £ 'x:=1;while?ttue do ’x :=(x+1); od”.

A complete program execution can be described by the following execution
trace which is an infinite sequence of states

O 2 DE DE DG, 2 3 DG D i+ 1)

where z € Z can be any initial integer value of x.

Trace semantics

>

P 'x :=1; while “true do x :=(x+1); od”.

So the set of all such execution traces is

{0, 20, DG DE 26, 2. 3 DG, W% i+1)... | ze 7}
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Mathematical Invariants
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Invariance abstraction

P 2 'x:=1;while?true do ’x :=(x+1); od".

Let us now consider an abstraction of the set of all possible execution
traces, which consists in remembering for each program point ¢, ¢ = 1,234

the set I, of possible values that can be taken by variable x when execution
reaches program point ¢ along any of these traces.
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Invariance semantics

P £ 'x:=1;while?ttue do ’x :=(x+1); od”.

This set Iy is called a program local invariant at program point ¢. We have

h = Z
L = {zeZ|z>0}
L = {zeZ|z>0}
ly = 0
10

Mathematical Invariant
Equations
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Invariance Equations

P £ 'x:=1;while?true do 3x :=(x+1); od”.

Observe that the set /; of possible values of variable x at program point ¢ =
1,2,3,% satisfies the following conditions.

X1 = Z

Xo = {11u{x+1|xe Xz}
X35 = Xon{x €Z]|teue}
Xy = Xon{x € 7] false}

(3.1)
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Fixpoint Equations
e At program point ! the variable x can be initialized by any integer value

These conditions can be understood as a system of fixpoint equations X = f(X)
ze /Zandso X1 =7

of the form
e At program point 2, either execution comes from program point ! and so the Xi = fi(Xq1,..., Xq)
value of variable x is 1 or execution comes from program point 2 and so the i=1_ 4
value of variable x is the value x that x had at this point > incremented by
1.So Xo = {1} U ({x+1|x € X3}. with unknowns X = (Xj, ..., Xy).

e At program point 3, the possible values of x are those at point ? for which
the loop condition is true so X3 = Xo N {x € Z | true} = Xz.

e At program point 4, the possible values of x are those at point 2 for which
the loop condition is false so X4 = Xo N {x € Z | false} = 0.
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Fixpoint Solutions

X1 = 7

X0 = {1}u{x+1]|xe X3} 31)
X3 = Xon{x € Z| teue}

Xy = Xon{x € 7| false}

Solving the Equations by
e So solving this system of equations might lead to the desired invariant /. E h 1 E 1
e However these equations do not have a unique solution. For example X aUStlve numeratlon

X1 = Xo = X3 = Z and X4 = @ is another solution which is larger for
componentwise set inclusion C.

e So we will prefer the smallest solution (called the least fixpoint fp f), which
is included in all other solutions’ and turns out to be /.

by Tarski fixpoint theorem
15 16
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Solving the equations iteratively ...

The least solution | = Ufpf of X = f(X) for C can be calculated iteratively,
essentially by enumeration of all possible states reachable from the initial

states.
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Solving the equations iteratively ... (Cont'd)

- X0 = (XD X0, X0, XYYy = (@,0,0, 0) {starting with the smallest
possible approximation§

- X' = (xLox3, X3, XD = (XY = (2 {(1Yu{x+1]xe X},
XO0n{xe7|tue}, X9n{xe7|false}) = (z, {1}, 0, 0)

- X2 = (XE X3, X3, X = (X" = (Z {(1Yu{x+1]xe X}
XIn{x€Z|tue}, XJn{x €7 |false}) = (z, {1}, {1}, 0)

- X = (X8, %8, %) = f(XH) = (Z {1Jui{x+1]xe X5},
X;n{x€Z|tue}, X3 n{x€7Z|false}) = (7, {1,2}, {1}, 0)

This calculation can go on like this ad infinitum since each iteration X*' =
f(XY) of the equations corresponds to an iteration in the program loop
and so adds one more possible value of variable x at program point 2.
The solution is to use mathematical induction which requires to invent the
following inductive hypothesis
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Solving the equations iteratively ... (Cont’d)

X2 = (XPN, X3, X3, XY = (z, {1,....n}, {1,....,n}, ©)
{induction hypothesis which holds for the basis n = 1§

_ X2n+1 — <X12n+1' X22n+1, X§n+1' X£n+1> — f(XZH) — (Z, {1}U{X+
1] x € X"}, X3"n{x € 7| tewe}, X3" N {x € Z | false}) = (Z,
{1,...,n+1}, {1,...,n}, 0)

_ X2n+2 — <X12n+2’ X22n+2, X§n+2, X42n+2> — f(X2n+1) — <Z, {1} U
x+1 ] x e X", X" nix € 7| e}, X' n{x € 7 |
false}) = (Z, {1,....,n+1}, {1,....n+1}, 0)

— By recurrence on n, we have proved that

Vo X2 = (X, X3, X3, XPY = (7, {1,..., n}, {1,..., n}, 9)
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Solving the equations iteratively ... (Cont’d)

— Passing to the limit, we get the desired strongest invariant

I = (h, kb, L I4) {invariant§
= lim X

n—+o00

=(Z,{n€Z|n>0}, {neZ|n>0}0)

20
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f is increasing

e A fundamental property of the invariants equations X = f(X) is that f is
increasing.

e This means that if X C Y then f(X) C f(Y) where (Xi, ..., X,) C (¥4,

L Yyyidandonly fVie[l,n]: X; C V.

e The intuition is that if more states can be reached at some program point
then more states will be reachable at next program point.

e It follows that the iterates form an ascending chain meaning X° € X' C
LLEXTEX™MC L ClimyL e X = Upf.
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Machine Invariants
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Machine Integers

o No computer can represent any, arbitrary large, integer. In practice integer
variables like x take their values in an interval [min_int, max_int] where
min_int < 0 < max_int are machine dependant?.

o It follows that we have to decide what happens in case of overflow when
evaluating expression (x + 1).

e We will assume that execution immediately stops in case of integer overflow 3.

2e.g. in two's complement representation on 64 bits, we have generally have min_int =
—2147483648 and max_int = 2147483647.

3Which is a rather simplifying hypothesis since most computers will go on providing a result
modulo max_int so that e.g. max_int + 1 =min_int in two's complement representation.
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Machine states and execution traces

Hence the set of program states S = {1,2,3,4} x [min_int, max_int] is
now finite and the execution traces are now finite of the form
{0, z)(z, 1)... (2, i)(3, i)(z, i+1)... (3, max_int) | z € [min_int,
max_int]} .
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Machine Invariant Equations

P £ 'x:=1;while?ttue do ’x :=(x+1); od".

It follows that the machine invariant satisfies the following equations

X7 = [min_int, max_int]

X = {1}U{x+1 € min_int, max_int| | x € X3} 32)
X3 = XoN{x € [min_int, max_int] | true}

X3 = XoN{x € [min_int, max_int] | false}
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Convergence

e Now the convergence of the iterations is quaranteed but is so slow that it can-
not be of any practical use, but for programs with very few program variables.

e Moreover, mathematical sets of integers can be arbitrarily complex hence very
expensive to represent in computer memory which is likely to produce memory
overflows after lengthy computations, a flaw of all program verification methods
based upon the exhaustive enumeration of all possible cases.
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Interval Abstraction
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Interval Abstraction

e A further abstraction must be used to solve the machine invariant computer
representation problem.

e We will use intervals [[, h] £ {x € Z | [ < x < h} with the convention that
[l, h] = @ whenever h <[ .

e In doing so we perform an approximation of a non-empty set X C [min_int,
max_int] by the interval [min X, max X].

e This approximation is sound in that whenever the value of variable x be-
longs to a set X; whenever execution reaches program point /, it definitely also
belongs to the set [min X;, max X;].

e This information is certainly correct but just less precise.
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Interval Invariance Equations Interval Operations

P 2 Tx.=1 ; while 2true do Ox = (x+1); od?. . the interval join is GU@ =@, GUI[L, h]=[l, UGB 2L, h] and
[a, b]U[c, d] £ [min(a, c), max(b, d)]

, o _ e and the interval meetis @ =@, Gr1[l, h)=[l, NG = §, and
The interval invariance equations are now

X = [min_int, max_int]} [a, b]M[c, d] & [max(a,c), min(b,d)] whenb>cAd>a
o bjn[c, d] 2 hen b d
X; = [1,1U(Xs=07%05let[a, b]=X;in [a. b, d] = 0 when b <c Vid <a
[min(a@ + 1, max_int), min(b + 1, max_int)] )}
X3 = XoM|min_int, max_int]
Xy = Xong
29 30

Eakultét fiir Informatik he Universitit Miinchen & Fakultit fiir Informatik._Ludw ximilians-Universitat Miincher > Cousot, DRAET = DO NOT DISTRIBUTE PUMA Gradui Eakultét fiir Informatik. Technische Universitat Milnchen & Fakulti fiir Informatik_Ludwio-Maximilians-Universitit Miinchen. Cousot. DRAFT - DO NOT DISTRIBUTE

Over-approximation Example of incorrect approximations
For x {1,2,5}

o Underapproximations (such as x are always greater than 10) would be

e The interval equations over-estimate the machine invariant in than they
will provide in general more states that possible in actual program executions.
e For example the set {1,2,5} will be overapproximated by [1, 5] which

incorrect.
Lntroduc.es the spurious ValL.JeS 3 and 4. ] ) ) o Similarly, incomparable approximations (such as x is negative) are also
e Notice that overapproximation preserve invariance. For example if the unsound. S — — —

values of variable x are always greater than one at some program point then
they are certainly positive (although the value O is spurious).

In particular the interval join LI overapproximates the interval union
U and the interval meet ' overapproximates the interval intersection N.
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An Interval Abstract
Interpreter
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Obijective

e We now briefly sketch the design and functional encoding in OCamL of the
interval abstract interpreter.

e Such an interval abstract interpreter reads any program, builds the interval
invariance equations, and then solve them.

e For simplicity, we concentrate on the second part and will provide encod-
ings of the interval invariance equations manually.
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The Interval Abstract Domain

e We first encode the interval abstract domain, implementing a computer
representation of abstract interval propeties with a type interval (where EMPTY
encodes the empty set ff). In OCaml, we have max_int = 1073741823 and
min_int = —1073741824 1.

e We also encode the basic interval operations C (less, interval inclusion),
LI (interval join), M (interval meet), interval printing (print) and interval in-
crementation (add1).

e Of course many more interval operations are needed to handle a full lan-
guage, but we aim at extreme simplicity.

*One of the 64 bits is used for garbage collection.

35
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PUMA Graduierte

(* interval.ml, interval abstract domain *)
type interval = EMPTY | INT of (int * int);;
let less x y = match x,y with
| EMPTY, _ -> true
| _, EMPTY -> false
| INT (a,b), INT (c,d) -> (c<=a)&&(b<=d);;
let join x y = match x,y with
| EMPTY, _ ->y
| _, EMPTY -> x
| INT (a,b), INT (c,d) -> INT (min a c,max b d);;
let meet x y = match x,y with
| EMPTY, _ -> EMPTY
| _, EMPTY -> EMPTY
| INT (a,b), INT (c,d) ->
if (b<c) or (d<a) them EMPTY
else INT (max a c,min b d);;
let addl x = match x with
| EMPTY -> EMPTY
| INT (a,b) ->
(INT ((if a<max_int then a+1 else max_int),
(if b<max_int then b+1 else max_int)));;
let print x = match x with
| EMPTY -> print_string "_|_
| INT (a,b) -> print_string "("; print_int a;
print_string ","; print_int b; print_string ")";;
36
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Abstract Environments

e For programs with more than one variable, we would have to encode an
abstract environment assigning intervals to program variables.

o Writing X = {x1 < v1,...,%, < v,} for the function X mapping x; to v;
such that X(x;) = v;, i =1,...,n, the interval invariance equations would be
X1 = {x < [min_int, max_int|}
Xo = {x<[1,1Uu(X3x)=0 72 0 :let]a, b] = X3(x) in

[min(a + 1, max_int), min(b + 1, max_int)] )}
X3 = Xol{x < [min_int, max_int]}
Xy = XoN{x« #}
where the abstract operations are extended pointwise such as {x1 <« v, ...,
Xp — Vot T {x1 <V}, ..., x5 < v} 2%y w0 Vi, oo Xp — v MV}

e Since our example has only one variable, this boils down to using the
interval abstract domain (and leaving implicit the variable name x).

37
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Abstract Invariants

e Then we have to encode an abstract domain for representing abstract
invariants(X", X2, X3, X*) which attach to each program point ¢ an abstract
local invariant X? which holds whenever controls reaches program point .

e Each abstract local invariant X' is represented by an abstract environment
(abstract intervals in our simplified case).

e The encoding is very simple as a 4-tuple specifying the value of program

variable x at each program point (', 2, 3, 4.

Abstract Invariants (Cont’d)

We essentially have to represent the logical structure, which boils down to

e the partial order C (pless), encoding abstract implication (C in set theory
and = in logic);

e 1 (pgreater), the abstract inverse implication (2 in set theory and <« in
logic);

e the pointwise infimum (#)* (pbot), the abstract encoding of false,
o the pointwise meet (for later use), and

e the printing of local abstract invariants attached to program points (pprint).

39
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(* invariant.ml, interval invariant abstract domain *)
open Interval
type invariant = interval*interval*interval*interval;;
let cless (x1,x2,x3,x4) (x’1,x’2,x°3,x°4) =

(less x1 x’1, less x2 x’2, less x3 x’3, less x4 x’4);;
let pless x x’ =

let (b1, b2, b3, b4) = cless x x’ in

bl && b2 && b3 && b4d;;

let pgreater x x’ = pless x’ x;;
let pbot = (EMPTY, EMPTY, EMPTY, EMPTY);;
let pmeet (x1,x2,x3,x4) (x°1,x’2,x’3,x°4) =

(meet x1 x’1, meet x2 x’2, meet x3 x’3, meet x4 x°4);;
let pprint (x1,x2,x3,x4) =

print_string " 1:";print x1; print_string " 2:";

print x2; print_string " 3:";print x3;

print_string " 4:";print x4; print_newline ();;




The lterator

o Next the iterator module implements the iterative computation of the least
solution of the invariance equations (1fp°).

o Itis parameterized by the order (1eq), the starting point (a) and the abstract
transformer (£) so as to compute a, £(a), £2(a), ..., £(a), ..., until reaching the
limit £%(a) such that £(£’(a)) C £%(a).

e Of course, convergence may not be guaranteed in which case 1fp does not
terminate (or terminates with a runtime error, e.g. out of memory).

>least fixpoint.
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(* iterator.ml, iteration of f from a to x >= f(x) *)
let 1lfp leq a f =
let rec iterate x =
let y = £ x in
if leq y x then x
else iterate y
in iterate aj;
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Jacobi versus chaotic iteration strategies

Of course the Jacobi iteration strategy
X = Xk LX) k=123,
i=1,...,4

is simplistic, more elaborate ones would use e.g. a working list
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Abstract Invariant Equations X=f(X)

Then we encode the abstract reachable state transformer f(X) = f((Xj,
..., X)) using the environment abstract domain (the intervals in our simplified
case).

(* transformerUnbounded.ml, abstract transformer x*)
open Interval
open Invariant
let f (x1,x2,x3,x4) =
(INT (min_int ,max_int),
join (INT (1,1)) (addl x3),
meet x2 (INT (min_int ,max_int)),
meet x2 EMPTY);;

X1 = [min_int, max_int]}

X, = 1,1u(X3=07%0slet]a, bj=X3in
encoding; [min(a + 1, max_int), min(b + 1, max_int)] )}

X3 = XpM[min_int, max_int]

Xs = Xong
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The Abstract Interpreter

The abstract interpreter performs the iterative abstract reachability fixpoint
computation and prints the least fixpoint result.

(* reachability interval analysis x*)
open Invariant

open TransformerUnbounded

open Iterator

let analyzer () =
analyzer ();;

pprint (lfp pless pbot £f);;
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Infinitary Iteration
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Iterative Resolution of the Interval Equations

Because the abstract domains are finite, the static analysis will always termi-
nate. In our case, after more that 40mn of computation®, we get

% ocamlc interval.ml invariant.ml transformeUnbounded.ml iterator.ml \
? reachability_unbounded.ml
% time ./a.out

1:(-1073741824,1073741823) 2:(1,1073741823) 3:(1,1073741823) 4:_|_
2977.460u 9.632s 50:43.46 98.1% 0+0k 0+0io Opf+O0w
%

60n a MacBook Pro with Intel Core 2 Duo at 2.6 GHz.

47
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A look at the iterates...

The Jacobi iterates are as follows

%

%

%

[ e e

B oR s e s e

c
1

ocamlc interval.ml invariant.ml transformerUnbounded.ml \
? iteratorPartialUnboundedTrace.ml reachability_unbounded_trace.ml

time ./a.out

sl 2:_1_ 3: 4:_|_
:(-1073741824,1073741823)
:(-1073741824,1073741823)
:(-1073741824,1073741823)
:(-1073741824,1073741823)
:(-1073741824,1073741823)
:(-1073741824,1073741823)

:(-1073741824,1073741823)
:(-1073741824,1073741823)
:(-1073741824,1073741823)
:(-1073741824,1073741823)
:(-1073741824,1073741823)
:(-1073741824,1073741823)
onverged to 1lfp.

:(-1073741824,1073741823)

NNNNDNDN

NNNNDNDN

2:
3115.012u 7.706s 52:49.34 98.5%

:(1,1) 3:_1|_ 4:
:(1,1) 3:(1,1)
:(1,2) 3:(1,1)
:(1,2) 3:(1,2)
:(1,3) 3:(1,2)
:(1,3) 3:(1,3)

:(1,1073741821)
:(1,1073741821)
:(1,1073741822)
:(1,1073741822)
:(1,1073741823)
:(1,1073741823)

(1,1073741823)

IR NN SN

W wWwwwwow

3:
0+0k 0+0io Opf+O0w

:(1,1073741820)
:(1,1073741821)
:(1,1073741821)
:(1,1073741822)
:(1,1073741822)
:(1,1073741823)

(1,1073741823)
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On the Convergence Criterion

o Notice that the abstract invariance equations X = f(X) are increasing, if
X C Y then f(X) C f(Y).
The intuition is that the interval of possible value of a variable is larger at

[ ]

a program point, it should be also larger at the next program point.

e It follows that the iterates XO T ... T X" T ... T limy_ 400 X" are
increasing.

o Since the abstract interpreter stops iterating when reaching of postfixpoint
f(limy o0 X™) E lim, 400 X, the limit satisfies f(lim,_ 00 X") = lim,_, 100 X”
by antisymmetry.
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On Slow Convergence !

Of course the convergence is extremely slow and in practice must be acceler-
ated.
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Obijective

e When convergence requires infinitely many steps or is very slow, it may
not be possible, due to undecidability or high complexity, to exactly calculate
the least solution to the abstract system of equations.(*)

e The only sound solution is then to have overapproximations of the desired
result.

e We have already exploited the overapproximation idea when replacing sets
of integer values in the invariant equations by interval of values.

e We now exploit the approximation idea a second time now while computing
the solution of the invariance equations.

e The possibility of computing sound but approximate solutions to the in-
variant equations leads to powerful sound and fast static program analysis
methods.

(*) Of course direct solutions do sometimes exist e.g. linear equations on regular languages
52

PUMA Graduiertenkollea. Fakultit fir Informatik, Technische Universitit Miinchen & Fakultat fiir Informatik. Lt

FT - DO NOT DISTRIBUTE

niversitit Miinchen, P. Cousot, DRAFT — DO NOT DISTRIBUTE



Convergence Acceleration
by Widening
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Convergence Acceleration by Widening

e The intuition for convergence acceleration is to speed up the increasing
iteration X0 = L, ..., X" = £(X"), ..., limyo 400 X" so as to reach an
overapproximation A of the least solution lim,_ 00 X" of the fixpoint equation
X = f(X)".

o Convergence acceleration means that X"*' will be a function of X" and
f(X")8 and so X"+ = X" V £(X") where V is called a widening®.

"The justification is again by Tarski theorem since f(A) C A implies lfp f C A,
8and more generally X"*! could depend on the sequence of previous iterates X°, f(X?), ...,
X (X"

9We use a binary operator notation rather than a functional notation because of the analogy
between widenings V and joins V, U, etc

PUMA Graduiertenkolleq. Fakultit fiir Informatik, Technische Universitét Minchen & Fakultat fiir Informatik. | udwia-Maxim

Soundness

e For soundness, the widening must perform over-approximations, that is x C
xVyandyCxVy.
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Convergence enforcement

e For convergence, the widening must ensure termination with an overapprox-
imation of the desired solution.
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Example: Interval Widening

For example, a widening for intervals could be
6V y

xV@

[a, b]V]c, d]

y

> 1> 1>

(c<a? —c0sa), (d>b % +ocos b

o Recall than in xVy the x is an iterate and y is the next iterate f(x). So in
[a, b]V]c, d] if ¢ < a the next iterate decreases the lower limit of the interval
so widening to —oo ensures this cannot happen infinitely often.

o Similarly, if d > b then the next iterate increases the upper limit of the
interval so widening to +o00 ensures this cannot happen infinitely often. More-
over the widened interval is larger which ensures that we perform an overap-
proximation.
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Example: Interval Widening (Cont'd)

The extrapolation of bounds to infinity is illustrated on the following iter-
ation (for two variables).

T T R T B

X° (&) X1 Xt
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Widenings are not increasing!

o Observe than the interval widening is not increasing. For example [0, 1] C
0, 2] but [0, 1]V [0, 2] = [0, +oo] £ [0, 2] = [0, 2] V[0, 2]

e It can be shown that if the widening stops loosing information
when a solution is found and is monotone then it cannot
enforce termination
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Encoding the interval widening

A functional encoding in of the widening in OCamL could be

(* intervalWidening.ml, interval widening *)
open Interval
let widen x y = match x,y with
| EMPTY, _ ->y
| _, EMPTY -> x
| INT (a,b), INT (c,d) ->
let a’ = if c<a then min_int else a in
let b’ = if d>b then max_int else b in
INT (a’>,b?);;

60
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Environment Widening

If we had abstract environments to handle several variables, the widening

would have to be applied individually for each of these variables.

DRAET - DO NOT DISTRIBUTE

Invariant widening

1

T
I

x :=1; while “true do °x :=(x +1); od*.

We must also extend the widening to local invariants attached to pro-
gram points. In our example, the widening is applied once around the loop at
program point 2 as follows.

(* invariantWidening.ml, invariant widening *)
open IntervalWidening
let pwiden (x1,x2,x3,x4) (x’1,x°2,x°3,x’4) =

(x’1,widen x2 x’2,x°3,x°4);;

Eakultét fiir Informatik. Technische Universitat Miinchen & F: ir Informatik. Ludwio-Maximilians-Universitit Miinchen
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Abstract Interpreter with Widening

The abstract interpreter now calls the iterator using the invariant widening.

(* reachability analysis with widening *)
open Invariant
open InvariantWidening
open TransformerUnbounded
open Iterator
let analyzer () =

let fw x = pwiden x (f x) in

pprint (1lfp pless pbot fw);;

analyzer ();;

leq. Fakultit fir Informatik, Technische Universitét Miinchen & Fakultat fiir Informatik. Ludwia-Maxir
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Static Analysis with Widening

The result is now almost instantaneous.

0
)

ocamlc interval.ml intervalWidening.ml invariant.ml \
invariantWidening.ml transformerUnbounded.ml iterator.ml \
reachability_widening.ml

time ./a.out
1:(-1073741824,1073741823) 2:(1,1073741823) 3:(1,1073741823) 4:_|_
.000u 0.000s 0:00.00 0.0% 0+0k 0+0io Opf+Ow
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Trace of the Iterations with Widening Imprecision of the Widening

Of course, the widening cannot, in general, provide the exact result! To
see that, consider the bounded iteration

The Jacobi iterates with widening are extremely fast as shown below. P 2 'x:=1;while 2(X <=100) do 3 0= (x+1); od?.

% ocamlc interval.ml intervalWidening.ml invariant.ml \
? invariantWidening.ml transformerUnbounded.ml \ so that the abstract interval equations become
? iteratorTrace.ml reachability_widening_trace.ml
% time ./a.out

Tiol_ 201 3:_1_ 4:_l_ [ X1 = {x < [min_int, max_int]}
1:(-1073741824,1073741823) 2:(1,1) 3:_|_ 4:_|_

1:(-1073741824,1073741823) 2:(1,1) 3:(1,1) 4:_|_ Xo = {x «— [1, ’I] L q X3(x) = 37202 let [a, b] = X3(x) in
1:(-1073741824,1073741823) 2:(1,1073741823) 3:(1,1) 4:_|_ . ) . .
1:(-1073741824,1073741823) 2:(1,1073741823) 3:(1,1073741823) 4:_| _ < [an(a + 1, max_int), min(b + 1,max_1nt)] D}

converged to 1lfp.

1:(-1073741824,1073741823) 2:(1,1073741823) 3:(1,1073741823) 4:_| X3 = Xon {X<— [min_int, 100]}
0.000u 0.000s 0:00.00 0.0% 0+0k 0+0io Opf+O0w

% Xy = Xol{x < [101, max_int]}
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in more details

|) Direct iteration (without widening)

% ocamlc interval.ml invariant.ml transformerBounded.ml \
? iteratorPartialBoundedTrace.ml reachability_bounded_trace.ml

. . . % time ./a.out
A direct iteration 1:_0_ 2:_1_ 3:_1_ 4:_1_

. - - 1:(-1073741824,1073741823) 2:(1,1) 3:_|_ 4:_|_

(*+ reachability interval analysis *) 1:(-1073741824,1073741823) 2:(1,1) 3:(1,1) 4:_|_

open Invariant 1:(-1073741824,1073741823) 2:(1,2) 3:(1,1) 4:_|_

open TransformerBounded 1:(-1073741824,1073741823) 2:(1,2) 3:(1,2) 4:_|_

open Iterator 1:(-1073741824,1073741823) 2:(1,3) 3:(1,2) 4:_|_

let analyzer () = pprint (lfp pless pbot £f);;

analyzer ();; 1:(-1073741824,1073741823) 2:(1,99) 3:(1,99) 4:_|_
1:(-1073741824,1073741823) 2:(1,100) 3:(1,99) 4:_|_

yields 1:(-1073741824,1073741823) 2:(1,100) 3:(1,100) 4:_|_
1:(-1073741824,1073741823) 2:(1,101) 3:(1,100) 4:_|_

% ocamlc interval.ml invariant.ml transformerBounded.ml \ 1:(-1073741824,1073741823) 2:(1,101) 3:(1,100) 4:(101,101)

? iterator.ml reachability_bounded.ml converged to 1fp.

% time ./a.out 1:(-1073741824,1073741823) 2:(1,101) 3:(1,100) 4:(101,101)

1:(-1073741824,1073741823) 2:(1,101) 3:(1,100) 4:(101,101) 0.001uw 0.001s 0:00.00 0.0% 0+0k 0+0io Opf+0w

0.001u 0.000s 0:00.00 0.0% 0+0k 0+0io Opf+0w v

%

Again convergence is guaranteed but slow.
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[1) Iteration with widening

(* reachability analysis with widening *)
open Invariant
open InvariantWidening
open TransformerBounded
open Iterator
let analyzer () =

let fw x = pwiden x (f x) in

pprint (lfp pless pbot fw);;

analyzer ();;

we rapidly get a strictly less precise result.

% ocamlc interval.ml intervalWidening.ml invariant.ml \
? invariantWidening.ml transformerBounded.ml iterator.ml \
? reachability_widening_bounded.ml
% time ./a.out

1:(-1073741824,1073741823) 2:(1,1073741823) 3:(1,100) 4:(101,1073741828
0.000u 0.000s 0:00.00 0.0% 0+0k 0+0io Opf+O0w
%
% ocamlc interval.ml intervalWidening.ml invariant.ml \
? invariantWidening.ml transformerBounded.ml iteratorTrace.ml \

-
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In more details the widening effect is not compensated by the test on loop exit.

? reachability_widening_bounded_trace.ml
% time ./a.out
1:_|_ 2:_1_ 3:_1_ 4:_1|_
1:(-1073741824,1073741823)
1:(-1073741824,1073741823)
1:(-1073741824,1073741823)
1:(-1073741824,1073741823)
converged to 1lfp.
1:(-1073741824,1073741823) 2:(1,1073741823) 3:(1,100) 4:(101,1073741828
0.000u 0.000s 0:00.00 0.0% 0+0k 0+0io Opf+Ow
%

:(1,1) 3:_|_ 4:_1|_

:(1,1) 3:(1,1) 4:_|_
:(1,1073741823) 3:(1,1) 4:_|_
:(1,1073741823) 3:(1,100) 4:(101,107374182B)

NN NN

~
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Convergence Acceleration
by Narrowing

71
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Intuition for Convergence Acceleration with Narrowing

o DBecause the upward iteration sequence with widening concerges to a post-
fixpoint A of f such that fpfC AN f(A) C A, we have, by recurrence and since
f is increasing, that lfp f C "(A) C A.

e When A is not a fixpoint of f, any iterate in the sequence Y0 = A ..,
Y"1 = f(Y") = f"(A) is an overapproximation of the unknown Ifp f more
precise than A

e However, this downward iteration (Y”, n € N) might be infinite or con-
verging slowly.

e It is therefore necessary to ensure its fast convergence. Convergence
acceleration means that Y"*! will be a function of ¥” and f(¥Y")'% and so
Y+l = yn Af(Y") where A is called a narrowing .

and more generally Y"*! could depend on the sequence of previous iterates Y©, f(Y?), ...,
Y", f(Y"), as was also the case for widening.
""We use a binary operator notation rather than a functional notation because of the analogy
between narrowing /A and meets A, I, etc
72
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Soundness

e For soundness, the narrowing must perform over-approximations, that is
y C x Ay, so as to stay above the unknown least fixpoint, which requires
remaining above any fixpoint (which we have no way to distinguish from the
least one) 2.

2By recurrence, if X = f(X) is any fixpoint of f such that X C Y” then X = f(X) C f(¥")
since f is increasing so X C Y” C Y" A f(Y") = Y™+ by the overapproximation hypothesis.

jsot. DRAFT = DO NOT DISTRIBUTE

Convergence

e For convergence, the narrowing must ensure termination with a fixpoint.
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Example: Interval Narrowing

For example, a narrowing for intervals could be

ghy = 0
xAg = 0
[a, b]Afc, d] & [(a=-0c0Zcsal), (b=+0c0? dsb]]

Recall than in x A y the x is an iterate and y is the next iterate f(x). So [a,
b]Alc, d] will just eliminate the infinite bounds in [a, b] and replace them by
the bounds of the next iterate [c, d|].

So the narrowed interval is larger than [c, d] that is f(x) which ensures
that we perform an overapproximation. Because only finitely many bounds can
be infinite hence potentially removed, termination is guaranteed.

75
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Example: Interval Narrowing (Cont'd)

P AT A
A - - e
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l | I I \
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LTl 1T
=
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Encoding the Interval Narrowing

A functional encoding in of the narrowing in OCamL could be

(* interval narrowing *)
open Interval
let narrow x y = match x,y with
| EMPTY, _ -> EMPTY
| _, EMPTY -> EMPTY
| INT (a,b), INT (c,d) ->
let a’ = if a=min_int then c else a in
let b’ = if b=max_int then d else b in
INT (a’,b?);;
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Invariant Narrowing

P 'x :=1; while *true do Jx :=(x+1); od”.

In our example, the narrowing is applied once around the loop at program point
2 like the widening.

(* invariantNarrowing.ml, invariant narrowing *)

open IntervalNarrowing

let pnarrow (x1,x2,x3,x4) (x°1,x°2,x°3,x°4) =
(x’1,narrow x2 x°2,x°3,x°4);;

Abstract Interpreter with Widening/Narrowing

The abstract interpreter now calls the iterator using the invariant widening
until reaching a postfixpoint and then calls the iterator using the invariant
narrowing until reaching a fixpoint.

(* reachability analysis with widening and narrowing *)
open Invariant

open InvariantWidening

open InvariantNarrowing

open TransformerBounded

open Iterator

let analyzer () =

let fw x = pwiden x (f x) in
let w = (lfp pless pbot fw) in
let fn x = pnarrow x (f x) in

pprint (1lfp pgreater w fn);;
analyzer Q);;
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Example of convergence acceleration by widening/narrowing

The result is now almost instantaneous.
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% ocamlc interval.ml intervalWidening.ml intervalNarrowing.ml \
? invariant.ml invariantWidening.ml invariantNarrowing.ml \
? transformerBounded.ml iterator.ml \
? reachability_narrowing_bounded.ml
% time ./a.out
1:(-1073741824,1073741823) 2:(1,101) 3:(1,100) 4:(101,101)
0.000u 0.000s 0:00.00 0.0% 0+0k O0+0io Opf+Ow
h
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Details of the iteration with Narrowing/Widening

When compared to the Jacobi iterations, the chaotic iterates with widening
and narrowing are extremely fast as shown below.

% ocamlc interval.ml intervalWidening.ml intervalNarrowing.ml \

? invariant.ml invariantWidening.ml invariantNarrowing.ml \

? transformerBounded.ml iteratorTrace.ml \

? reachability_narrowing_bounded_trace.ml

% time ./a.out

oo 2 3: 4:

:(-1073741824,1073741823)

:(-1073741824,1073741823)

:(-1073741824,1073741823)

:(-1073741824,1073741823)
converged to lfp.
1:(-1073741824,1073741823) :(1,1073741823) 3:(1,100) 4:(101,107374182B)
1:(-1073741824,1073741823) 2:(1,101) 3:(1,100) 4:(101,1073741823)
1:(-1073741824,1073741823) 2:(1,101) 3:(1,100) 4:(101,101)
converged to lfp.
1:(-1073741824,1073741823) 2:(1,101) 3:(1,100) 4:(101,101)

0.000u 0.000s 0:00.00 0.0% 0+0k 0+0io Opf+0w

%

(1,1) 3:_|_ 4:_1|_
:(1,1) 3:(1,1) 4:_|_
:(1,1073741823) 3:(1,1) 4:_|_

:(1,1073741823) 3:(1,100) 4:(101,107374182B)

e
NN NN

N
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On the (im)precision of the analysis...

Of course the narrowing cannot always recover all information lost by the
widening, in particular because it is blocked by fixpoints jumped over by the
widening.

>UMA Gradui Eakultét fiir Informatik. Technische Universitat Miinchen & F: ir Informatik. Ludwio-Maximilians-Universitit Miinchen Cousot. DRAFT - DO NOT DISTRIBUTE

Widening/Narrowing are not duals

[teration | Iteration

starts from | stabilizes
Widening V below above
Narrowing A | above above
Dual widening Y above below
Dual narrowing A below below

No dual widening V has ever been found but trivial ones such as bounded
execution (bounded model-checking), execution on a few cases (debugging),
etc.
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On actual abstract interpreters

. For simplicity, we have designed a specific abstract interpreter
for a specific program.

¢ In practice, abstract interpreters are parameterized by the program they
have to analyze, and by the abstraction which should be used for the analysis.

e Observe that the code defining the transformer could be directly generated
from the program text and so we have a model of an abstract compiler.

o (An alternative would use a computer representation of the equations and
an abstract interpreter would be used to evaluate the transformer by calls to
the interval abstract domain). 0
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Verification
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Verifier

e The abstract interpreter that we have designed is a sound static analyzer.
Given a program it produces interval information always valid at runtime.

e We can turn it into a verifier checking an interval specification.

e The specification can be provided by the user or remain implicit (e.g. ab-
sence of runtime errors such as overflows).

e One kind of user specification is a type declaration, for example an interval
declaration for integer variables like var x : 1..100;.

e Let us understand this declaration as: “only values between 1 and 100 can
be assigned to x, otherwise execution stops” (with a runtime error).

e Observe that this does not mean that x always has a value betwwen 1 and
100 because it can be initialized with any integer value.".

3This interpretation of the interval declaration is that of the PascaL programming language,
see K. Jensen and N. Wirth: Pascal User Manual and Report, Second Edition, Springer, 1975.
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Example of Interval Verification

For the following example
P £ varx:1.100; 'x :=1; while ?(x <= 100) do >x :=(x +1); od*.
the abstract interval equations become

X1 = {x < [min_int, max_int]}

{x— (1, MU(X3(x) =0 2 0 s let[a, b] = X3(x) in
[min(a + 1, max_int), min(b + 1,max_int)])) M [1, 100]}

X3 = XoM{x « [min_int, 100]}
X3 = XoM{x « [101, max_int]}

since execution stops if and when a value outside [1, 100] is going to be
assigned to x.

&
!

]
]
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Encoding the Declaration

This declaration is encoded in OCamL as follows

(* declaration.ml *)

open Interval

open Invariant

let d =
(INT (min_int ,max_int),
INT (1,100),
INT (min_int ,max_int),
INT (min_int ,max_int));;
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Encoding the Verification Phase

The verification of absence of errors checks that at any point during an
execution without error up to some point in the computation will not have an
error at the next execution step.

(* verifier.ml, interval invariant abstract domain x*)
let pwarning (bl, b2, b3, b4) =

let m = "Potential error at line " in

if not bl then print_string (m~"1\n");

if not b2 then print_string (m~"2\n");

if not b3 then print_string (m~"3\n");

if not b4 then print_string (m~"4\n");;
let pverify leq f a d =

let b = leq (f a) d in

pwarning b;
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Encoding the Verifier

The abstract interpreter performs the iterative abstract reachability fixpoint
overapproximation with widening/narrowing and intersection with the decla-
ration, then prints the least fixpoint result, and finally checks for errors.

(* reachability verification with widening and narrowing %)
open Invariant
open InvariantWidening
open InvariantNarrowing
open TransformerBounded
open Iterator
open Declaration
open Verifier
let verifier () =
let fw x = (pmeet (pwiden x (f x)) d) in
let w = (1fp pless pbot fw) in
let fn x = pnarrow x (f x) in
let a = (1lfp pgreater w fn) in

pprint a; pverify cless f a d;;

verifier ();;
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Result of the Analysis

% ocamlc interval.ml intervalWidening.ml intervalNarrowing.ml \
invariant.ml invariantWidening.ml invariantNarrowing.ml \
transformerBounded.ml iterator.ml declaration.ml \
verifier.ml reachability_narrowing_declaration.ml

% time ./a.out

1:(-1073741824,1073741823) 2:(1,100) 3:(1,100) 4:_|

Potential error at line 2

0.000u 0.000s 0:00.00 0.0% 0+0k 0+0io Opf+O0w

h

e Observe that the program execution always stops at program point 3 with
an overflow outside the range [1, 100] so program point * is now unreachable
(with an overapproximation we can prove the presence of dead code but not
its absence).

o Notice that the error is signaled as potential (with an overapproximation
we can prove the values to definitely be within given bounds but not to prove
that execution ever assigns a given value to a variable). Here is a trace of the
analysis.

9l
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Details of the Analysis

% ocamlc interval.ml intervalWidening.ml intervalNarrowing.ml \
invariant.ml invariantWidening.ml invariantNarrowing.ml \
transformerBounded.ml iteratorTrace.ml declaration.ml\
verifier.ml reachability_narrowing_declaration_trace.ml

% time ./a.out

2: 3: 4:

B I I E I D

:(-1073741824,1073741823)

1

1 :(1,1) 3:_|_ 4:
1:(-1073741824,1073741823)

1

1

:(1,1) 3:(1,1) 4:_|_
:(1,100) 3:(1,1) 4:_|_
:(1,100) 3:(1,100) 4:

:(-1073741824,1073741823)
:(-1073741824,1073741823)
converged to 1lfp.
1:(-1073741824,1073741823) 2:(1,100) 3:(1,100) 4:
converged to 1lfp.
1:(-1073741824,1073741823) 2:(1,100) 3:(1,100) 4:
Potential error at line 2
0.000u 0.000s 0:00.00 0.0% 0+0k 0+0io Opf+Ow
)

NN NN
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Correcting the Declaration

(* declarationCorrect.ml *)
open Interval
open Invariant
let d =
(INT (min_int ,max_int),
INT (1,101),
INT (min_int ,max_int),
INT (min_int ,max_int));;

yields no error, the verification is completed.

% ocamlc interval.ml intervalWidening.ml intervalNarrowing.ml \
? invariant.ml invariantWidening.ml invariantNarrowing.ml \
? transformerBounded.ml iterator.ml declarationCorrect.ml \
? verifier.ml reachability_narrowing_declaration_correct.ml
% time ./a.out
1:(-1073741824,1073741823) 2:(1,101) 3:(1,100) 4:(101,101)
0.000u 0.000s 0:00.00 0.0% 0+0k 0+0io Opf+Ow
h
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When to do the verification?

Notice that in general the verification cannot be done during the analysis
since a widening may cause an overapproximation potentially raising a poten-
tial error while the narrowing may refine the analysis well enough to that this
potential error disappears.

Conclusion & references
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Conclusion

® The presentation relied purely on intuition, can be
made formal

® The abstraction ideas can scale up with enough
precision, e.g.

® ASTREE:
® http://www.astree.ens.fr/

® http://www.absint.de/astree/
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Bibliography

The very first report on static analysis in infinite abstract domains not satis-
fying the ACC with widening/narrowing (Cousot and Cousot, 1975) was pub-
lished in (Cousot and Cousot, 1976). The most cited reference is (Cousot and
Cousot, 1977a). It is extended in (Cousot and Cousot, 1977b; Cousot, 1978) to
handle procedures, see also (Bourdoncle, 1993). (Cousot, 1978) contains a pre-
sentation of reachability analysis using transition systems (i.e. language inde-
pendent semantics and equational analyzers) later published in (Cousot, 1981).

An online course : http://web.mit.edu/afs/athena.mit.edu/
course/16/16.399/www/
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Next time ?

® More formal on foundations ?, or
® More on the notion of abstraction ?, or

® More practical on applications (like ASTREE)

Your choice ?

= a little on the notion of abstraction

= a little on applications (like ASTREE)
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