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Motivation: bugs are everywhere
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The factorial program (fact.c)

#include <stdio.h>

int fact (int n ) { — fact(n) =2x3x:--xn
int r, 1;
r = 1;
for (i=2; i<=n; i++) {
r = r*i;
}

return r;

ks
int main() { int n;
scanf ("%d",&n) ;

: tf ||00d!:00d ||’ ’f -t ,
N printf("%d!=kd\n",n,fact(n)) < read n (typed on keyboard)

— write n ! = fact(n)

VMCALI'09, 01/18/2009 dd@wm<I- 3 -7|m->=>p © P. Cousot



Execution of the factorial program (fact.c)

#include <stdio.h>

int fact (int n ) {

int r, 1;
r = 1;

for (i=2; i<=n; i++) {

r = r*i;
¥

return r;

}

int main() { int n;

scanf ("%d",&n) ;

printf ("%d!=%d\n",n,fact(n));

¥
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% gcc fact.c -o fact.exec

% ./fact.exec

3

31 =6

% ./fact.exec
4

41 = 24

% ./fact.exec
100

100! =0

% ./fact.exec
20

2001 = -2102132736
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Bug hunt

— Computers use integer modular arithmetics on n bits (where
n = 16, 32, 64, etc)

— Example of an integer representation on 4 bits (in complement
to two) :

1111 0001

-3 3 — Only integers between -8 and
-4 4 7 can be represented on 4 bits
-5 5 - Weget 7+2 = -7

T+9 =0
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http://mathworld.wolfram.com/ModularArithmetic.html

The bug is a failure of the programmer

In the computer, the function fact(n) coincide with n! = 2 x 3 x
.... Xx n on the integers only for 1 < n < 12:
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And in OCAML the result is different!

fact(n) C OCaAML
fact (1) 1 1
fact(12) 479001600 | 479001600
fact(13) 1932053504 | —215430144
fact(14) 1278945280 | —868538368
fact(15) 2004310016 | —143173632
fact(16) 2004189184 | —143294464
fact(17) —288522240 | —288522240
fact(18) —898433024 | —898433024
fact(19) 109641728 | 109641728
fact(20) | —2102132736 45350912
fact(21) | —1195114496| 952369152
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fact(22)
fact(23)
fact(24)
fact (25)
fact(26)
fact (27)
fact (28)
fact(29)
fact (30)
fact(31)
fact(32)
fact (33)
fact(34)

let rec fact n = if (n = 1) then 1 else n * fact(n-1);;

—522715136
862453760
—775946240
2076180480
—1853882368
1484783616
—1375731712
—1241513984
1409286144
738197504
—2147483648
—2147483648
0

—522715136
862453760
—775946240
—71303168
293601280
—662700032
771751936
905969664
—738197504
738197504
0

0

0
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Absence of runtime error

int fact (int n ) {

int r, 1;

r = 1;

for (i=2; i<=n; i++) { < no overflow of i++
r = r*l; <— no overflow of r*1

return r;
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Proof of absence of runtime error by static analysis

% cat -n fact_lim.c 19 int main() {
1 int MAXINT = 2147483647 ; 20  int n, f;
2 int fact (int n) { 21 f = fact(n);
3 int r, 1i; 22 }
4 if (n < 1) || (n = MAXINT) { %, astree -exec-fn main fact_lim.c |& grep WARN
5 r = 0; pA
? ’ eliez{l; — No alarm!
8 for (i = 2; i<=n; i++) {
9 if (r <= (MAXINT / 1)) {
10 r =1 % 1;
11 } else {
12 r = 0;
13 +
14 +
15 +
16 return r;
17 }
18
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2.

Varieties of Static Analyses
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Static Analysis

— In general static analysis means “ the fully automatic verifi-
cation of properties of program executions using the program
text only” (excluding running programs)

— But for trivial cases, it is undecidable

— Alternatives to impossible total verification:
- under-verification (testing, bounded model-checking, bug pat-
tern mining, etc): bug finding, misses bugs, never ends
- over-verification (typing, dataflow analysis,etc): no bug missed
but false alarms

— Challenge: total verification for a given category of properties
and a given family of programs (no bug missed, no false alarm
but not for all possible properties of all programs)
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3.

Abstract Interpretation
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Programs

{ ¢ L, labels
X € V, variables
E ¢ E, expressions
B € B, conditions
C € C, commands
C = eskip

(X :=E

if ‘B then Cq else Cy fi

Ci; G

while ‘B do Cq od
P .= Ct programs

Iy =2

while %(1 < x) do

3:><::=x—1

od4.
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Initial label

i|C] € LL: initial label where execution of command C starts

i[*skip] 2 ¢

i[’x :=E] £ ¢

ifif B then C; else C, fi] = ¢
i[Cy ; Co] = i[Cy]

ifwhile B do Cj od] £ ¢
i[ct.] £ i[C]
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Final label

f[C] € LL: final label where execution of command C finishes

P = C°’ f[P] £
f[C.] = f[P]
C == ‘skip f[‘skip] £ f[C]
| X :=E fI%% :=E] £ f[C]
| if ‘B then C, f[if ‘B then C; else C, fi] = f[C]
elseCy fi f[C,] = (]
f[Co] = f[C]
| GG f[Ci ; Co] = f[C]
f[C.] =i[Co]
f[C.] = f[C]
| while ‘B do C;od flwhile ‘B do C; od] = f[C]
fIC.] =
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Semantics: set of observations of program executions

states:
v eV, values (of variables x € V)
p € €&, environments
ESEV—Y
o e S, states
S=LxE
traces:
P = {ng..Tp—1 | Vi €[0,n — 1] : m; € S} traces of length n > 1
P = U P finite traces

n->1

semantics: set of traces formalizing finite observations of the pro-
gram execution (from initial states).
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Example: execution trace of fact(4)

int fact (int n ) { ® n<+—4;r+ 1
int r =1, 1; @ i+ 2re1x2=1;
for (i=2; i<=n; i++) { ,

ro= ki ® 13, r+2X3=0E6;
¥ ® i< 41+ 6x4=24

, return r; ® i< 5

® return 24;
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Structural semantics

skip:

S[skip] £ {(¢, p) | p € E}
U{(¢, p)(f[*skip], p) | p € £}

assignment:

S[ :=E] £ {(¢, p) | p € £}
U {{£, p)(f[*X :=E], p[X + E[E]p]) | p € £}
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Structural semantics (cont’d)

conditional:

S[if B then C; else Cyfi] £
1 p) | peE]

U {<£1 ,0> <|[[C1]]7 ,0> ’ it € B[[B]],O} © S[[Cl]]
U{{, p)(i[C2], p) | ff € B[B]p} o S[C]
where X oY = {won' |moc € X Ao’ € Y}

sequence:

S[C1 ; Co] = S[C1] U (S[C1] o S[C2])
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Structural semantics (cont’d)

iteration:
C
S[while B do Cod] £ Ifp F[uhile B do C od]
where the transformer F[while B do C od] is

F[while B do Cod](X) £
{4, p)pef}
U X o{(¢, p)i[C], p) | &t € B[B]p} o S[C]

U X o {{¢, p){(flwhile *B do Cod], p) | f € B[B]p}

(F[while B do C od] is C-monotone on a complete lattice (p(P),
C, 0, P, U, N) hence does exist.)
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Properties /specifications: set of possible semantics

properties/specifications:
Program properties are sets of possible semantics of the pro-
gram.

P traces
S|C] € p(P) semantics (set of traces)
©(p(P)) program properties (set of sets of traces)

strongest program property of a command C
{S[C[} € p(p(P))

structure of properties:
(p(p(P)), €, 0, P, U, N)
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Examples of program properties

— If execution terminates then the final value of variable x is
always 0 or is always 1. In pictures

— If execution terminates then the final value of variable x is
always 0 or 1. In pictures

(1) Neither a safety nor liveness property.
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Abstraction to traces

The trace abstraction of a program property to a trace property

a” € p(p(P)) — p(P)
a"(P) £ | JP

Both example properties abstract to the same trace property ?:

(2) indeed a safety property.
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Overapproximation

Abstraction of a property always over-approximates the possible
concrete property, as shown by the inverse concretization

7" € p(P) — p(p(P))
Y(T) = p(T)
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Abstraction to transitions

The transition abstraction abstracts sets of traces to a transition
relation between a state and its possible successors in one com-
putation step.

a’ € p(P)— p(S xS)
d"(T) = {(m;, miy) | In>1:meTNP*"AOLi<n—1}
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Abstraction to initial /current state relation

The relational abstraction (or initial/current state abstraction)
of a trace property just records the first and last state of traces.

aft € p(P) = p(S x S)
of(T) 2 {(my, Tp_1) | In>1:m e TNP™}

7€ p(SxS) — p(P)

Y (R) £ | J{mr € P" | (mo, mp_1) € R}
n->1
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Abstraction to reachable states

The reachability abstraction of a trace property just records the
last state of traces.

a” € p(P) — p(S)
a"(T) = {np_1|In>1:meTNP™}

r_JH
N
M
R
S
~
S
L
M
I~
—~
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Abstraction to local invariants

The 1nvariance abstraction maps the reachable states to local
invariants on memory states attached to program points (S =
L x € so p(S) is isomorphic to I — p(&))

o' € p(S) - (L p(€))
(R} 2 {pc&| L, p) <R}
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Predicate abstraction

Given a finite set P of predicates P € P (with interpretation
I c &~ B, B = {t,ff}), the predicate abstraction records at
each program point the conjunction of predicates of P which are

invariant at that point.

a” € (L p(€)) = (L p(€))
) £ (V1 {p [ 1[P]p A I(£) C{e |1[P]p'}}

PeP
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Octagon abstraction

The octagon abstraction just records inequalities of the form c <
r+y <c and c < z < ¢ between pairs z and y of values of
variables x and vy.

a® € (L= p&)— (L= p€), E=V=V

a®[1](¢) £ () {p|max{c|{p|c<p'(x)£p(y)} CI(&)}
xyeV < p(x) £ p(y) <
min{c’ | {p" | p'(x) £ p'(y) < '} CI(£)}}
N{p | max{c| {p' | c < p'(x)} C I(€)}
< p(x) <
min{c’ | {¢’ | p'(x) <} CI(£)}}

The coefficients have to be deter-
mined by the analysis among in-

finitely many possibilities
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Cartesian abstraction

The cartesian abstraction just records the values of variables, ig-
noring the relationships betwen the values of such variables.

EELEV—Y

af € (L= p(€)) — (L= (V= pV))
a“[I]()x = {p(x) | p € I(£)}
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Interval abstraction

The interval abstraction just records the minimum and maximum
value of numerical variables.

at e Le (Ve p@) e (L (Vi (I% x 1))
o [C](£)x = [min C(£)(x), max C(£)(x)]

where
minll = —oo
A
max Il 00

I° £ Tu{—00, 0}
[, h] = 0 whenever h <1
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Interval lattice
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Sign abstraction

The sign abstraction just records the sign of variables.

I set of integers
I~ set of strictly negative integers
I" set of strictly positive integers

o € (L— (Ve p))— (L— (V- L D))
I1C{0,1-,{0},I"}
’[C](0)x & | J{I" | C()xnI” #0}u{{0}|0€ C)x}U
{T" | Tt NC£)x # 0}
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Sign lattice
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Parity abstraction

The parity abstraction just records the parity of variables.

I* set of even integers
I° set of odd integers

aP ¢ (L= (V= pV)) — (L= (Ve {0,1°1°1}))
oP[Cl(0)x £ | HI°| C(e)(z) NI° # 0} U{I° | C(£)(z) N1° # 0}

Parity lattice
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: Y
Abstraction (L, C) % (A, C)
— The concrete properties form a poset (L, C)
— The abstract properties form a poset (A, C)

— The abstraction o is monotonic (to preserve concrete implica-
tion C)

— The concretization y is monotonic (to preserve abstract impli-
cation C)

— The abstraction is an overapproximation: P C vy(a(P))

— In case of existence of a best abstraction:

PC(Q) = o(P)CQ

we have a Galois connection (so o/ uniquely determines the
other).
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Hierarchy of abstractions
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Structural abstract semantics

abstraction (of sets of traces)

(6(P), C, U) &= (A, C, )

skip:

S'[*skip] £ a({({, p) | p € £})
U a({(, p)(f[‘skip], p) | p € E)

assignment:

S :=E] £ a({(£, p) | p € )
Ual{({, p)(f[X :=E], p[X + E[E]p]) | p € E})
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Structural abstract semantics (cont’d)

conditional:

Si[if B then Cy else Cyfi] £

a({( p) | pe&})
L a({{e, p)(i[Ca], p) | tt € B[B]p}) o' SU[Cq]
L a({{¢, p)(i[C2], p) | & € B[B]p}) o' S'[Cy]

where X of Y = a(y(X) o y(Y))
sequence:

SH[Cy 5 Co] £ S'[C1] L (S'[C1] o S*[Ca])

VMCAI'09, 01/18/2009 d@m<]- 39 -T[W-> @[> p

P. Cousot



Structural abstract semantics (cont’d)

iteration:
L
Siwhile ‘B do Cod] £ ifp F![while ‘B do C od]
where the transformer F![while B do C od] is

Fwhile ‘B do Cod](X) £
a({{, p) [pe&})
U X o a({{£, p)(IC], p) | tt € B[B]p}) o' FI[C]
11 X ot a({(¢, p)(f[while *B do Cod], p) | £ € B[B]p})
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Fixpoint iteration

Example after invariant abstraction:

{y 0} <« hypothesis

=Y
{I(:I:,y)} < loop invariant

while (x > 0)do

X :=x-1;
od
Abstract fixpoint equation:
I(z,y) =z>20A(z=yVI(z+1,y)) (i.e. I = FYI)®)
Elquivalent Floyd-Naur-Hoare verification conditions:
(y>20nz=y) = I(z,v) initialisation
(I(z,y) ANz >0Az' =z —1) = I(z,y) iteration

(3) We look for the most precise invariant I, implying all others, that is Ifp F".
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Accelerated Iterates [ = LI Fi" (false) ¥

I°(z,y) = false n—00

I'Nz,y) = z>0A(z=yVIz+1,y)) Y *

FPlz,y) =z>0A(z=yV Iz +1,y)) 0 -
—0<z<y<e+1 o

Pz,y) =z >20A(z=yVI(z+1,y) 1
=0s<zsysz+2 Yy v

I*(z,y) = I*(z,y)V I*(z,y) + widening
=0<z<xy

P(z,y) =z >20A(z=yVI(z+1y))
= I[*(z,y) fixed point!

The invariants are computer representable
with octagons!
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Convergence acceleration

. C C
Overapproximate Ifp  F! by Ifp FY where
FY(X) £ si F(X)C X then X else X V F!(X)

where the widening V overapproximates

rCzVy
yCzVy
and enforces convergence
For all zo L z; L ... L z, L ... the increasing se-
quence yo = T, ..., Ynt1 = Yn V Tn, ... is ultimately

stationary.
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Soundness theorem

vC : S[C] € Y(S[C])
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Verification in the abstract

— Objective: Given an abstract specification S € A, prove that
S[C] C~(S)

— Abstraction: Prove S¥[C] C S in the abstract

— Soundness: (S*[C] C S) = (S[C] C ¥(S))

— Incompleteness: 3C : S[C] C v(S) A SH[C] Z S (always false
alarms for some programs by undecidability)
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Design choices

— Choice of abstractions a = a’o---oalo...0q

T
— Choice of widenings V (and narrowings)

— Choice of compact computer representations of abstract prop-
erties

— Design of efficient algorithms for elementary abstract opera-
tions and transformers C, LJ, o, etc
— Compositional design:
- by composition of abstractions
- by reduction of abstractions (see later)
- by structural induction on program syntax
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The difficulty of scaling up

— The abstraction must be coarse enough to be effectively com-
putable with reasonable resources

— The abstraction must be precise enough to avoid false alarms

— Abstractions to infinite domains with widenings are more ex-
pressive than abstractions to finite domains (when considering
the analysis of a programming language) [CC92a]

— Abstractions are ultimately incomplete (even intrinsically for
some semantics and specifications [CCQ00])
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Abstraction/refinement by tuning the cost/precision ratio in
ASTREE
— Approximate reduced product of a choice of coarsenable /refinable
abstractions
— Tune their precision/cost ratio by
- Globally by parametrization
- Locally by (automatic) analysis directives
so that the overall abstraction is not uniform.
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http://www.astree.ens.fr

Example of abstract domain choice in ASTREE

/* Launching the forward abstract interpreter */

/* Domains: Guard domain, and Boolean packs (based on Absolute
value equality relations, and Symbolic constant propagation
(max_depth=20), and Linearization, and Integer intervals, and
congruences, and bitfields, and finite integer sets, and Float
intervals), and Octagons, and High_passband_domain(10), and
Second_order_filter_domain (with real roots) (10), and
Second_order_filter_domain (with complex roots) (10), and
Arithmetico-geometric series, and new clock, and Dependencies
(static), and Equality relations, and Modulo relations, and
Symbolic constant propagation (max_depth=20), and Linearization,
and Integer intervals, and congruences, and bitfields, and
finite integer sets, and Float intervals. */
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http://www.astree.ens.fr

Example of abstract domain functor in ASTREE: decision trees

— Code Sample:

}

/* boolean.c */
typedef enum {F=0,T=1} BOOL;
BOOL B;

void main () {

unsigned int X, Y;
while (1) {
= (X == 0);
1f (B){
1/ X
}
}

VMCAI'09, 01/18/2009

The boolean relation abstract do-
main 1s parameterized by the height
of the decision tree (an analyzer
option) and the abstract domain at
the leafs
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http://www.astree.ens.fr

Reduction [CC79, CCFT08]

Example: reduction of intervals by simple congruences

% cat -n congruence.c

1 /* congruence.c */

2 int main()

3 { int X;

4 X = 0;

5 while (X <= 128)

6 {X =X+ 4; };

7  __ASTREE_log_vars((X));

8 }
/» astree congruence.c -no-relational -exec-fn main |& egrep "(WARN)|(X in)"
direct = <integers (intv+cong+bitfield+set): X in {132} >

Intervals : X € [129,132] 4+ congruences : X = 0 mod 4 =
X € {132}.
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Parameterized abstractions

— Parameterize the cost / precision ratio of abstractions in the
static analyzer

— Examples:

- array smashing: --smash-threshold n (400 by default)
— smash elements of arrays of size > n, otherwise individu-
alize array elements (each handled as a simple variable).

- packing in octogons: (to determine which groups of variables
are related by octagons and where)
- --fewer-oct: no packs at the function level,

- —-max-array-size-in-octagons m: unsmashed array ele-
ments of size > n don’t go to octagons packs
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Parameterized widenings

— Parameterize the rate and level of precision of widenings in the
static analyzer

— HExamples:
- delayed Widenings: --forced-union-iterations-at-beginning M (2
by default)
- thresholds for widening (e.g. for integers):

let widening_sequence =
[ of_int O; of_int 1; of_int 2; of_int 3; of_int 4; of_int 5;
of _int 32767; of_int 32768; of_int 65535; of_int 65b36;
of _string "2147483647"; of_string "2147483648",
of _string "4294967295" ]
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Analysis directives

— Require a local refinement of an abstract domain
— Example:

% cat repeatl.c

typedef enum {FALSE=0,TRUE=1} BOOL;
int main () {

int x = 100; BOOL b = TRUE;

while (b) {
x =x - 1;
b= (x>0);
ks

¥

/» astree -exec-fn main repeatl.c |& egrep "WARN"
repeatl.c:5.8-13::[call#main@2:1loop@4>=4:]: WARN: signed int arithmetic

range [-2147483649, 2147483646] not included in [-2147483648, 2147483647]
T
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Example of directive (cont’d)

/s cat repeat2.c
typedef enum {FALSE=0,TRUE=1} BOOL;
int main () {
int x = 100; BOOL b = TRUE;
__ASTREE_boolean_pack((b,x));

while (b) {
x =x - 1;
b= (x>0);
by

¥

% astree -exec-fn main repeat2.c |& egrep "WARN"

T

The insertion of this directive could be automated in ASTREE (if the considered family of

programs has “repeat” loops).
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Automatic analysis directives
— The directives can be inserted automatically by static analysis

— HExample:

% cat p.c
int clip(int x, int max, int min) {
if (max >= min) {
if (x <= max) {
max = X;
ks
if (x < min) {
max = min;
ks
+
return max,
+
void main() {
int m = 0; int M = 512; 1int x, y;
y = clip(x, M, m);
__ASTREE_assert (((m<=y) && (y<=M)));
ks

% astree -exec-fn main p.c |& grep WARN

T
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% astree -exec-fn main p.c -dump-partition

int (clip)(int x, int max, int min)
{
if ((max >= min))
{ __ASTREE_partition_control((0))
if ((x <= max))

{

max = Xx;
+
if ((x < min))

{

max =
+
__ASTREE_partition_merge_last(());
+

return max;

¥

min;

A
57 -7 |- &> p © P. Cousot



Adding new abstract domains

— The weakest invariant to prove the specification may not be
expressible with the current refined abstractions = false alarms
cannot be solved

— No solution, but adding a new abstract domain:

representation of the abstract properties

abstract property transformers for language primitives

widening
reduction with other abstractions

— Examples : ellipsoids for filters, exponentials for accumulation
of small rounding errors, quaternions, ...
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Abstraction by ellipsoid for filters

z(t) y

Ellipsoids (z — a)? + (y — b)? < c
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Example of analysis by ASTREE

typedef enum {FALSE = 0, TRUE = 1} BOOLEAN;
BOOLEAN INIT; float P, X;

void filter () {
static float E[2], S[2];
if (INIT) { S[0] = X; P =X; E[0] = X; }
else { P = ((CCC0.5 *x X) - (E[0] * 0.7)) + (E[1] * 0.4))
+ (S[0] * 1.5)) - (S[1] * 0.7)); %
E[1] = E[0]; E[O] = X; S[1] = S[0]; S[0] = P;
/* S[0], S[1] in [-1327.02698354, 1327.02698354] %/

ks
void main () { X = 0.2 * X + 5; INIT = TRUE;
while (1) {
X =0.9 x X + 35;
filter (); INIT = FALSE; %}
ks
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Abstraction by exponentials for accumulation of small rounding
errors

z(t) 4

IE—————

Exponentials a® < y
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Example of analysis by ASTREE

% cat retro.c void main()

typedef enum {FALSE=0, TRUE=1} BOOL; { FIRST = TRUE;
BOOL FIRST; while (TRUE) {
volatile BOOL SWITCH; dev( );
volatile float E; FIRST = FALSE;
float P, X, A, B: __ASTREE_wait_for_clock(());
T}

void dev( ) % cat retro.config
{ X=E; __ASTREE_volatile_input((E [-15.0, 15.0]));

if (FIRST) { P = X; } __ASTREE_volatile_input ((SWITCH [0,1]));

else __ASTREE_max_clock ((3600000)) ;

tP= (P - ((((2.0xP) -4 -B) astree -exec-fn main -config-sem retro.config
* 5.0e-03))5 }; retro.c |& grep "IP|" | tail -n 1

B=4 IP| <=1.0000002%((15. +

if (SWITCH) {A = P;} 5.8774718e-39/(1.0000002-1) )*(1.0000002) &lock -

else {A = X;} 5.8774718e-39/(1.0000002-1)) + 5.8774718e-39 <=
¥ 23.039353
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5. Industrial Application of Abstract

Interpretation
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Examples of sound static analyzers in industrial use

— For C critical synchronous embedded control/command pro-
grams (for example for Electric Flight Control Software)

— aiT [FHL™01] is a static analyzer to determine
the Worst Case Execution Time (to guarantee
synchronization in due time)

— ASTREE [BCC™03] is a static analyzer to verify
the absence of runtime errors
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Industrial results obtained with ASTREE

— Automatic proofs of absence of runtime
errors in Electric Flight Control Soft-

ware:
— A340/600: 132.000 lines of C, 40mn on a PC 2.8 GHz, 300 Mb

(Nov. 2003)
— A380: 1.000.000 lines of C, 34h, 8 Gb (Nov. 2005)
no false alarm, World premiéres !

— Automatic proofs of absence of runtime

errors in the ATV software :
— C version of the automatic docking software: 102.000 lines of

C, 23s on a Quad-Core AMD Opteron™ processor, 16 Gb (Apr.
2008)

(4) the Jules Vernes Automated Transfer Vehicle (ATV) enabling ESA to transport payloads to the International
Space Station.
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6. Applications of Abstract Interpretation
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The Theory of Abstract Interpretation

— A theory of sound approximation of mathematical structures,
in particular those involved in the behavior of computer sys-
tems

— Systematic derivation of sound methods and algorithms for
approximating undecidable or highly complex problems in var-
lous areas of computer science

— Main practical application is on the safety and security of com-
plex hardware and software computer systems

— Abstraction: extracting information from a system description
that 1s relevant to proving a property
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Applications of Abstract Interpretation

— Static Program Analysis (or Semantics-Checking) [CC77], [CH78|,
|[CC79] including Dataflow Analysis; [CC79], [CCO00], Set-based
Analysis [CC95], Predicate Abstraction [Cou03], ...

— Grammar Analysis and Parsing [CCO03];

— Hierarchies of Semantics and Proof Methods [CC92b], [Cou02];
— Typing & Type Inference [Cou97];

— (Abstract) Model Checking [CCOO];

— Program Transformation (including compile-time program op-
timization, partial evaluation, etc) [CCO02];
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Applications of Abstract Interpretation (cont’d)
— Software Watermarking [CC04];

— Bisimulations [RT'04, RT06];

— Language-based security [GMO04];

— Semantics-based obfuscated malware detection [PCJDQ7].
— Databases [AGM93, BPCO01, BS97]

— Computational biology [Dan07]

— Quantum computing [JP06, Per06]

All these techniques involve sound approximations that can be
formalized by abstract interpretation
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7. Conclusion
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Conclusion

— Vision: to understand the numerical world, different levels of
abstraction must be considered

— Theory: abstract interpretation ensures the coherence between
abstractions and offers effective approximation techniques to
cope with infinite systems

— Applications: the choice of effective abstraction which are coarse
enough to be computable and precise enough to be avoid false
alarms 1s central to master undecidability and complexity in
model and program verification
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The futur

— Software engineering : Manual validation by control of the soft-

ware design process will be complemented by the verification
of the final product

— Complex systems : abstract interpretation looks to apply equally
well to the analysis of systems with discrete/hybrid evolution

(image analysis [Ser94|, biological systems [DFFKO07, DFFKOS,
Fer(07], quantum computation [JP06], etc)
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THE END

Thank you for your attention
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