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Motivation
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Abstraction and Approximation

Two fundamental concepts in computer science (and en-
gineering):

--- Abstraction: to reason on complex systems;

--- Approximation: to make undecidable reasoning com-
putationally feasible.

Formalized by Abstract Interpretation.
References

[POPL ’77] P. Cousot and R. Cousot. Abstract interpretation: a unified lattice model for static analysis of
programs by construction or approximation of fixpoints. In 4th ACM POPL.

[Thesis ’78] P. Cousot. Méthodes itératives de construction et d’approximation de points fixes d’opérateurs
monotones sur un treillis, analyse sémantique de programmes. Thèse ès sci. math. Grenoble, march 1978.

[POPL ’79] P. Cousot & R. Cousot. Systematic design of program analysis frameworks. In 6th ACM POPL.
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Abstract Interpretation

--- Born to formalize static program analysis;

--- Viewed today as a general formalism to reason about
semantics of computer systems at different levels of ab-
straction;

--- Successfully applied to automatic analysis of complex
computer systems.
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A Few Applications
of Abstract Interpretation
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A Few Applications of Abstract Interpretation (Cont’d)

--- Static Program Analysis [POPL ’77], [POPL ’78], [POPL ’79]
including Dataflow Analysis [POPL ’79], [POPL ’00], Set-
based Analysis [FPCA ’95], Predicate Abstraction
[Manna’s festschrift ’03], . . .

--- Syntax Analysis [TCS 290(1) 2002]

--- Hierarchies of Semantics (including Proofs) [POPL ’92],
[TCS 277(1–2) 2002]

--- Typing & Type Inference [POPL ’97]
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A Few Applications of Abstract Interpretation (Cont’d)

--- (Abstract) Model Checking [POPL ’00]

--- Program Transformation (partial evaluation, monitoring,
. . . ) [POPL ’02]

--- Software Watermarking [POPL ’04]

--- Bisimulations [RT-ESOP ’04]

All these techniques involve sound approximations that
can be formalized by abstract interpretation
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Elements of
Abstract Interpretation
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Program Semantics
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Language Semantics

--- A language L is a set of program texts P 2 L

--- A semantic domain D is a set of program semantics

--- A program semantics is a mathematical object formally
describing program executions (i.e. the effect of running
a program on a computer)

--- A language semantics S maps programs P 2 L to their
semantics SJP K 2 D
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Example: Trace Semantics
Initial states

Final states of the 
          finite traces

Intermediate states

Infinite 
traces

0  1  2  3  4  5  6  7   8  9  discrete time   

<

0

@

<

0

@

states ˚ = f›; : : : ; O› : : :g, transitions fi = f›̀ !̀›; : : : ; ›̀ !̀O› : : :g
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Formal Definition of the Language Semantics

--- A language semantics S 2 L 7! D is formally defined

-- denotationally: by induction on the syntax of pro-
grams P 2 L

-- compositionally: by composing elementary mathe-
matical objects and structures (numbers, pairs, tu-
ples, relations, orders, functions, functionals, fix-
points, etc)
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Least Fixpoint Trace Semantics

Traces = fO› j O› is a ˛nal stateg

[ f›̀ !̀›̀ !̀: : :`̀!› j ›̀ !̀› is a transition step &

›̀ !̀: : :`̀!› 2 Traces
+g

[ f›̀ !̀›̀ !̀: : :`̀!: : : j ›̀ !̀› is a transition step &

›̀ !̀: : :`̀!: : : 2 Traces
1g

› In general, the equation has multiple solutions;
› Choose the least one for the computational ordering:

“more finite traces & less infinite traces”.
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Iterative Fixpoint Calculation of the Trace Semantics
Iterates Finite traces Infinite traces

F 0 ; f›
?
!̀›

?
!̀›

?
!̀›

?
!̀›

?
!̀›´ ´ ´g

F 1 fO›
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g f›

0

fi
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!̀›
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!̀›
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!̀›´ ´ ´g
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, ›
0

fi
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g f›
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fi
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fi
!̀›
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?
!̀›

?
!̀›

?
!̀›´ ´ ´g

F 3 fO›
0
, ›
0

fi
!̀O›
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, ›
0

fi
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!̀O›
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g f›

0

fi
!̀›
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fi
!̀›
2

fi
!̀›
3

?
!̀›

?
!̀›´ ´ ´g

: : : . . . . . .
Fn fO›

0
, . . . , ›

0

fi
!̀›
1
´ ´ ´›
n`2

fi
!̀O›
n`1
g f›

0

fi
!̀›
1
´ ´ ´›
n`1

fi
!̀›
n

?
!̀›

?
!̀›´ ´ ´g

: : : . . . . . .
F! f›

0

fi
!̀›
1
´ ´ ´›
n`1

fi
!̀O›
n
j n > 0g f›

0

fi
!̀›
1
´ ´ ´›
n

fi
!̀›
n+1

fi
!̀›
n+2

fi
!̀›
:::
´ ´ ´g
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Trace Semantics

Trace semantics of a transition system h˚; fi i:

--- ˚+
´
=
[

n>0

[0; n[7 !̀ ˚ finite traces

--- ˚w
´
= [0; ![7 !̀ ˚ infinite traces

--- SJh˚; fi iK = lfpv F 2 D = }(˚+ [˚!) trace semantics
--- F (X) = fs 2 ˚+ j s 2 ˚ ^ 8s0 2 ˚ : hs; s0i 62 fig

[ fss0ff j hs; s0i 2 fi ^ s0ff 2 Xg trace transformer

--- X v Y
´
= (X \˚+) „ (Y \˚+)^ (X \˚!) « (Y \˚!)

computational ordering
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Program Properties
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Program Properties & Static Analysis

--- A program property P 2 }(D) is a set of possible se-
mantics for that program (hence a subset of the seman-
tic domain D)

--- A property P 2 }(D) is stronger (or more precise) than
a property Q 2 }(D) iff P „ Q (i.e. P implies Q,
P ) Q)

--- The strongest program property 1 is fSJP Kg 2 }(D)
--- A static analysis effectively approximates the strongest
property of programs

1 also called the collecting semantics
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Example Program Property

1

0

--- Correct implementations: print 0, [print 1|loop], . . .

--- Excludes [print 0|print 1]

--- Note for specialists: neither a safety nor a liveness prop-
erty.
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Abstraction of Program Properties
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Abstraction

--- Replace actual/concrete properties P 2 }(D) by an ap-
proximate abstract properties ¸(P)

--- Examples:

-- engineering:

¸(property of an object) = property of a
model of the object

-- partial correctness in computer science:

¸(program property)= restriction of the prop-
erty to finite executions
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Commonly Required Properties of the Abstraction

--- [In this talk,] we consider sound overapproximations:

P „ ¸(P)
-- If the abstract property ¸(P) does hold then so does the concrete
properties P
-- If the abstract property ¸(P) does not hold then the concrete properties
P may hold or not! 2

--- All information is lost at once:
¸(¸(P)) = ¸(P)

--- The abstraction of more precise properties is more pre-
cise:

if P „ Q then ¸(P) „ ¸(Q)
2 In this case we speak of “false alarm” .
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Galois Connection

--- We have got a Galois connection:

h}(D); „i `̀ !̀ ̀`̀¸
1
h}(D); „i

" "
Concrete properties Abstract properties

--- With an isomorphic mathematical/computer represen-
tation:

h}(D); „i `̀ !̀ ̀`̀¸

‚
hD]; vi

" "
Concrete properties Abstract domain

8P 2 }(D) : 8Q 2 D] : ¸(P) v Q () P „ ‚(Q)
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Abstraction 1: Functions

--- Let h}(D); „i `̀ !̀ ̀`̀¸
‚
hD]; vi

--- How to abstract a property transformer F 2 }(D)
m
7 !̀

}(D)?

--- The most precise sound overapproximation is

F ] 2 D]
m
7 !̀ D]

F ] = ¸ ‹ F ‹ ‚

--- This is a Galois connection

h}(D)
m
7 !̀ }(D); „i `̀ `̀ `̀ `̀ `̀! ̀`̀ `̀ `̀ `̀`

–F .¸‹F ‹‚

–F ] . ‚‹F ]‹¸
hD]

m
7 !̀ D]; vi
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Abstraction 2: Fixpoints

--- Let h}(D); „i `̀ !̀ ̀`̀¸
‚
hD]; vi

--- How to abstract a fixpoint property lfp
„
F where F 2

}(D)
m
7 !̀ }(D)?

--- Approximate Sound Abstraction:

lfp
„
F „ ‚(lfp

v
¸ ‹ F ‹ ‚)

--- Complete Abstraction: if ¸ ‹ F = F ] ‹ ¸ then
F ] = ¸ ‹ F ‹ ‚; and

¸(lfp
„
F ) = lfp

v
F ]
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Abstract Interpretation-Based Static Analysis

--- an inductive compositional language semantics S 2 L 7!
D

--- program concrete properties }(D)

--- an abstract domain h}(D); „i `̀ !̀ ̀`̀¸
‚
hD]; vi designed

inductively and compositionally to approximate the prop-
erty to be analyzed

--- the A.I. Theory is used to systematically derive the
sound abstract semantics S]JP K w ¸(fSJP Kg)
--- the static analysis algorithm is the computation of the
abstract semantics and is correct by construction
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Example 1: Trace Semantics
Abstraction

Reference

[TCS ’02] P. Cousot, Constructive Design of a Hierarchy of Semantics of a Transition System by Abstract
Interpretation, Theoretical Computer Science„ 277(1—2):47—103, 2002.ľ Elsevier Science.
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Objective

--- A unifying formalization of the classical semantics as
abstract interpretations of the trace semantics

--- (. . . and of a few new ones)
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Semantics Abstractions

1 — Relational Semantics Abstractions

h}(˚+ [˚!);„i `̀`!̀! ̀`̀`
¸

‚
h}(˚ ˆ (˚ [ f?g));„i

" "
Finite and infinite Relation between initial

traces and final states or ? 3

3 ? is Dana Scott’s traditional notation for non-termination.
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1 — Relational Semantics Abstractions (Cont’d)

--- ¸\(X) = fhs; s0i j sffs0 2 X \˚+g

[ fhs;?i j sff 2 X \˚!g
trace to natural relational semantics

--- ¸[(X) = fhs; s0i j sffs0 2 X \˚+g
trace to angelic relational semantics

--- ¸](X) = fhs; s0i j sffs0 2 X \˚+g

[ fhs; s0i j sff 2 X \˚! ^ s0 2 ˚ [ f?gg
trace to demoniac relational semantics
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2 — Denotational Semantics Abstractions

h}(˚ ˆ (˚ [ f?g));„i `̀`̀ !̀!  ̀`̀ `̀
¸’

‚’

h˚ 7 !̀ }(˚ [ f?g); _„i

" "
Relation between initial Map of initial states
and final states or ? to sets of final states or ?

--- ¸’(X) = –s:fs0 2 ˚ [ f?g j hs; s0i 2 Xg
relational to denotational semantics
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3 — Predicate Transformer Abstractions (Cont’d)

h˚ 7 !̀ }(˚ [ f?g); _„i `̀ `!̀!  ̀ `̀ `
¸ı

‚ı

h}(˚)
[
7 !̀ }(˚ [ f?g); _„i

" "
Map of initial states Map of sets of initial
to sets of final states states to sets of final

or ? states or ?

--- ¸ı(ffi) = –P:fs0 2 ˚ [ f?g j 9s 2 P : s0 2 ffi(s)g
denotational to predicate transformer semantics
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4 — Predicate Transformer Abstractions (Cont’d)

h}(˚)
[
7! }(˚ [ f?g); _„i `̀ `̀ !̀!  ̀ `̀ `̀

¸~

‚~

h}(˚)
\
7! }(˚ [ f?g); _«i

¸[

##

""
‚[ ¸\

##

""
‚\

h}(˚ [ f?g)
[
7! }(˚); _„i `̀ `̀ !̀!  ̀ `̀ `̀

¸~

‚~

h}(˚ [ f?g)
\
7! }(˚); _«i

--- ¸~(˘) = –P::(˘(:P )) conjugate 4

--- ¸[(˘) = –Q:fs 2 ˚ j ˘(fsg) \Q 6= ;g [-inversion 5

--- ¸\(˘) = –Q:fs 2 ˚ j ˘(:fsg) [Q = ˚ [ f?gg \-inversion 6

4 States that must reach P by state transformer ˘ or block
5 Non-blocking states that may reach Q by state transformer ˘
6 Non-blocking states that must reach Q by state transformer ˘
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5 — Hoare Logic Abstractions

h}(˚)
[
7! }(˚ [ f?g); _„i `̀ `̀ !̀!  ̀ `̀ `̀

¸H

‚H

h}(˚)˙ 7}(˚ [ f?g); _«i

" "
Map of sets of initial Set of all Hoare
states to sets of final triples (generalized to

states or ? non-termination)

--- ¸H(˘) = fhP;Qi j ˘(P ) „ Qg
predicate transformer to Hoare logic semantics

7 Semi-dual Shmuely tensor product.
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6 — Safety Abstraction

--- Disjunctive abstraction: ¸u(P )
´
=
S

P

h}(}(˚+ [˚!)); „i `̀ !̀ ̀ `̀
¸u

‚u
h}(˚+ [˚!); „i

--- Prefix abstraction (time invariance):

¸p(P )
´
= fff 2 ˚+ j 9ff0 2: ˚+ [˚! : ffff0 2 Pg

h}(˚+ [˚!); „i `̀ !̀ ̀ `̀
¸p

‚p
h}(˚+ [˚!); „i

--- Limit abstraction (infinite behaviors are not observable):

¸‘(P )
´
= fff 2 ˚! j ¸p(fffg) „ Pg

h}(˚+ [˚!); „i `̀ !̀ ̀ `̀
¸‘

‚‘
h}(˚+ [˚!); „i

--- Safety abstraction (can be monitored at runtime):

h}(}(˚+ [˚!)); „i `̀ `̀ `̀ `̀! ̀ `̀ `̀ `̀`
¸‘‹¸p‹¸u

‚u‹‚‘‹‚p
h}(˚+ [˚!); „i
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Example 2: Typing

Reference

[POPL ’97] P. Cousot. Types as Abstract Interpretations. In Conference Record of the 24th ACM SIGACT-
SIGMOD-SIGART Symposium on Principles of Programming Languages, pages 316–331, Paris, France,
1997. ACM Press, New York, U.S.A.
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Objective

--- Show that static typing and type inference are abstract
interpretations of a semantics with runtime type check-
ing

--- (. . . and consider nontermination in type soundness)
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Syntax of the Eager Lambda Calculus

x;f; : : : 2 X : variables

e 2 E : expressions
e ::= x variable
j λx´ e abstraction
j e1(e2) application
j µf´λx´ e recursion
j 1 one
j e1 ` e2 difference
j (e1 ? e2 : e3) conditional
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Semantic Domains

˙ wrong/runtime error value
? non-termination

W
´
= f˙g wrong

z 2 Z integers
u; f; ’ 2 U ‰= W? ˘ Z? ˘ [U 7! U]

8
? values

R 2 R
´
= X 7! U environments

ffi 2 S
´
= R 7! U semantic domain

8 [U 7! U]: continuous, ?-strict, ˙-strict functions from values U to values U.
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Denotational Semantics with Run-Time

Type Checking

SJ1KR ´= 1

SJe1 ` e2KR ´= ( SJe1KR = ? _ SJe2KR = ? ? ?
j SJe1KR = z1 ^ SJe2KR = z2 ? z1 ` z2
j ˙ )

SJ(e1 ? e2 : e3)KR ´= ( SJe1KR = ? ? ?
j SJe1KR = z 6= 0 ? SJe2KR
j SJe1KR = 0 ? SJe3KR
j ˙ )
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SJxKR ´= R(x)

SJλx´ eKR ´= –u . ( u = ? ? ?
j u = ˙ ? ˙

j SJeKR[x u] )

SJe1(e2)KR ´= ( SJe1KR = ? _ SJe2KR = ? ? ?
j SJe1KR = f 2 [U 7! U] ? f

`

SJe2KR
´

j ˙ )

SJµf´λx´ eKR ´= lfpv –’ . SJλx´ eKR[f ’]
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Standard Denotational and Collecting Semantics

--- The denotational semantics is:
SJ›K 2 E 7! S

--- A concrete property P of a program is a set of possible
program behaviors:

P 2 }(S)

--- The standard collecting semantics is the strongest con-
crete property:

CJ›K 2 E 7! }(S) CJeK ´= fSJeKg
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Abstracting with Church/Curry Monotypes (Cont’d)

--- Simple types are monomorphic:

m 2 MC; m ::= int j m1 ->m2 monotype

--- A type environment associates a type to free program
variables:

H 2 HC ´= X 7!MC type environment
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Abstracting with Church/Curry Monotypes (Cont’d)

--- A typing hH; mi specifies a possible result type m in a
given type environment H assigning types to free vari-
ables:

„ 2 IC
´
= HC ˆMC typing

--- An abstract property or program type is a set of typings;

T 2 TC
´
= }(IC) program type
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Concretization Function

The meaning of types is a program property, as defined
by the concretization function ‚ C: 9

--- Monotypes ‚ C1 2M
C 7! }(U):

‚ C1(int)
´
= Z [ f?g

‚ C1(m1 ->m2)
´
= f’ 2 [U 7! U] j

8u 2 ‚ C1(m1) : ’(u) 2 ‚
C

1(m2)g
[ f?g

9 For short up/down lifting/injection are omitted.
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--- type environment ‚ C2 2 H
C 7! }(R):

‚ C2(H)
´
= fR 2 R j 8x2 X : R(x) 2 ‚ C1(H(x))g

--- typing ‚ C3 2 I
C 7! }(S):

‚ C3(hH; mi)
´
= fffi 2 S j 8R 2 ‚ C2(H) : ffi(R) 2 ‚

C

1(m)g

--- program type ‚ C 2 TC 7! }(S):

‚ C(T)
´
=
\

„2T

‚ C3(„)

‚ C(;)
´
= S
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Program Types

--- Galois connection:
h}(S); „; ;; S; [; \i `̀ !̀ ̀ `̀

¸C

‚ C

hTC; «; IC; ;; \; [i

--- Types TJeK of an expression e:
TJeK „ ¸C(CJeK) = ¸C(fSJeKg)

Typable Programs Cannot Go Wrong
˙ 2 ‚ C(TJeK) () TJeK = ;
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Church/Curry Monotype Abstract Semantics

TJxK ´= fhH; H(x)i j H 2 HCg (VAR)

TJλx´ eK ´= fhH; m1 ->m2i j
hH[x m1]; m2i 2 TJeKg

(ABS)

TJe1(e2)K ´= fhH; m2i j hH; m1 ->m2i 2 TJe1K
^ hH; m1i 2 TJe2Kg

(APP)
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TJµf´λx´ eK ´= fhH; mi j
hH[f m]; mi 2 TJλx´ eKg

(REC)

TJ1K ´= fhH; inti j H 2 HCg (CST)

TJe1 ` e2K ´= fhH; inti j
hH; inti 2 TJe1K \ TJe2Kg

(DIF)

TJ(e1 ? e2 : e3)K ´= fhH; mi j
hH; inti 2 TJe1K ^ hH; mi 2 TJe2K \ TJe3Kg

(CND)
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The Herbrand Abstraction to Get Hindley’s Type

Inference Algorithm

h}(ground(T )); „; ;; ground(T ); [; \i

`̀ `̀ `!̀! ̀ `̀ `̀ `
lcg

ground
hT
;
=”; »; ;; [’a]”; lcg; gcii

where:
--- T : set of terms with variables ’a, . . . ,

--- lcg: least common generalization,

--- ground: set of ground instances,

--- »: instance preordering,

--- gci: greatest common instance.
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Example 3: Termination Proofs

References

[VMCAI ’05] P. Cousot. Proving Program Invariance and Termination by Parametric Abstraction, Lagrangian
Relaxation and Semidefinite Programming. In Sixth International Conference on Verification, Model Check-
ing and Abstract Interpretation (VMCAI’05), pages 1–24, Paris, France, January 17-19, 2005. Lecture Notes
in Computer Science, volume 3385, Springer, Berlin.
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Objective

--- Show that program termination proofs are abstract in-
terpretations of a relational semantics

--- (. . . and automatize such proofs)
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Termination Proof
--- Problem: prove that all executions of a program
loop terminate

--- Principle 10: Exhibit a ranking function of the pro-
gram variables in a well-founded set that strictly
decreases at each program step for reachable states.

10 Robert Floyd, 1967, note the similarity with Lyapunov, 1890, “an invariant set of a differential equation is
stable in the sense that it attracts all solutions if one can find a function that is bounded from below and
decreases along all solutions outside the invariant set” .
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Termination Proof by Static Analysis

1. Perform an iterated forward/backward relational static anal-
ysis of the loop to determine a necessary termination pre-
condition

2. Assuming the termination precondition, perform an forward
relational static analysis of the loop to determine the loop
invariant (overapproximating reachable states)

3. Assuming the loop invariant, perform an forward relational
static analysis of the loop body to determine the loop ab-
stract operational semantics

4. Assuming the loop semantics, use an abstraction of Floyd’s
ranking function method to prove termination of the loop
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Example (Arithmetic Mean)

{x=y+2k,x>=y}  necessary termination precondition
while (x <> y) do

{x=y+2k,x>=y+2}  loop invariant
{(x=x0)&(y=y0)&(k=k0)}
k := k - 1;
x := x - 1;
y := y + 1
{x+2=y+2k0,y=y0+1,  loop abstract

operational semantics
N̂

i=1

ffi(k0; x0; y0; k; x; y) >i 0

x+1=x0,x=y+2k,x>=y}
od

{k=0}
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Floyd’s Ranking Function Method

Find an R=Q=Z-valued unkown rank function r and ” >
0 such that:

--- The rank is nonnegative:

8 x0; x :
N̂

i=1

ffi(x0; x) >i 0 ) r(x0) – 0

--- The rank is strictly decreasing :

8 x0; x :
N̂

i=1

ffi(x0; x) >i 0 ) r(x0)` r(x)` ” – 0
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Abstraction

1. Eliminate
V

and ) by Lagrangian relaxation 11

2. Choose a parametric abstraction ra for the rank-
ing function r in term of unkown parameters a e.g.
ra(x) = a:x

> (linear), ra(x) = a:(x 1)> (affine) or
ra(x) = (x 1):a:(x 1)

> (quadratic)

3. Eliminate the universal quantification 8 using lin-
ear matrix inequalities (LMIs) in favor of positive
semidefiniteness i.e. M(–) < 0 = 8X 2 RN :
X>M(–)X > 0 where M(–) =M0 +

PN
i=1 –iMi

11 [8x : (
V

ifi(x) > 0)) (g(x) > 0)](= [9–i > 0 : 8x : g(x)`
P

i –ifi(x) > 0], sound by Lagrange, complete
by Farkas in linear case and Yakubovich’s S-procedure with one quadratic constraint)
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Abstract Floyd’s Ranking Function Method
Find R=Q=Z-valued unkown parameters a, such that:

--- Nonnegative: 9– 2 [1; N ] 7! R+i :

8 x0; x : ra(x0)`
N
X

i=1

–i(x0 x 1)Mi(x0 x 1)
> – 0

--- Strictly decreasing : 9” > 0 : 9–0 2 [1; N ] 7! R+i :

8 x0; x:(ra(x0)`ra(x)`”)`
N
X

i=1

–0i(x0 x 1)Mi(x0 x 1)
>–0

Finally, solve these convex constraints by semidefinite program-

ming to get the parameters a (and –)
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Example (Arithmetic Mean)

{x=y+2k,x>=y}  necessary termination precondition
while (x <> y) do

k := k - 1;
x := x - 1;
y := y + 1

od

r(x,y,k) = +4.k -2

Generalization: non-convex polynomial constraints can
be approximated in semidefinite programming form as
SOS.
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Termination of a Fair Parallel Program
[[ while [(x>0)|(y>0) do x := x - 1] od ||

while [(x>0)|(y>0) do y := y - 1] od ]]

interleaving
+ scheduler
!̀

{m>=1}  termination precondition determined by iterated
forward/backward polyhedral analysist := ?;

assume (0 <= t & t <= 1);

s := ?;

assume ((1 <= s) & (s <= m));

while ((x > 0) | (y > 0)) do

if (t = 1) then

x := x - 1

else

y := y - 1

fi;

s := s - 1;

if (s = 0) then

if (t = 1) then

t := 0

else

t := 1

fi;

s := ?;

assume ((1 <= s) & (s <= m))

else

skip

fi

od;;

penbmi: r(x,y,m,s,t) = +1.000468e+00.x +1.000611e+00.y

+2.855769e-02.m -3.929197e-07.s +6.588027e-06.t +9.998392e+03
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Example of Challenge in Embedded Software

Verification
Given a control/command program, prove that requests
have responses in bounded time:

--- solved for synchronous programs by abstract inter-
pretation-based worst-case execution time (WCET)
static analysis; does scale up 12!

--- Opened challenge to scale up for asynchronous con-
trol/command programs with real-time scheduling

12 See aiT WCET Analyzers of AbsInt Angewandte Informatik GmbH
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Example 4: Hardware Verification
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Objective

--- Show that hardware verification is an abstract interpre-
tation of a monitored operational semantics

--- (. . . and automatize such a verification without state
explosion)
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Hardware Verification in VHDL (Code 13)
loop

clk <= not clk;

wait for 1;

end;

Clock clk = 0 1 0
1 0 1 0 1 . . .

loop

if clk then

o <= x and not y;

wait on clk;

end;

Action o := x ^ :y on
“clk = 1” events

x <= 0; y <= 1;

wait on clk;

loop

x <= rnd;

assert (o != 1);

wait on clk;

end;

Runtime monitor:Specification

› Generates all
possible entries
› Checks the property

Static analysis show the assertion to always hold

13 Very High Speed Integrated Circuit Hardware Description Language (VHDL) pseudo-code at the Behavioral
Level.
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Hardware Verification in VHDL (Specification)
loop

clk <= not clk;

wait for 1;

end;

Clock clk = 0 1 0
1 0 1 0 1 . . .

loop

if clk then

o <= x and not y;

wait on clk;

end;

Action o := x ^ :y on
“clk = 1” events

x

y

o
1

/1=

x <= 0; y <= 1;

wait on clk;

loop

x <= rnd;

assert (o != 1);

wait on clk;

end;

Runtime monitor:Specification

› Generates all
possible entries
› Checks the property

Static analysis shows the assertion to always hold
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Hardware Verification in VHDL (Monitoring)
loop

clk <= not clk;

wait for 1;

end;

Clock clk = 0 1 0
1 0 1 0 1 . . .

loop

if clk then

o <= x and not y;

wait on clk;

end;

Action o := x ^ :y on
“clk = 1” events

x <= 0; y <= 1;

wait on clk;

loop

x <= rnd;

assert (o != 1);

wait on clk;

end;

Runtime monitor:
› Generates all
possible entries
› Checks the property

Model checking/static analysis show the assertion to always hold
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Hardware Verification in VHDL (Proof)
loop

clk <= not clk;

wait for 1;

end;

Clock clk = 0 1 0
1 0 1 0 1 . . .

loop

if clk then

o <= x and not y;

wait on clk;

end;

Action o := x ^ :y on
“clk = 1” events

x <= 0; y <= 1;

wait on clk;

loop

x <= rnd;

assert (o != 1);

wait on clk;

end;

Runtime monitor:
› Generates all
possible entries
› Checks the property

Model checking/static analysis show the assertion to always hold
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Hardware Verification (Reed-Solomon – Code)

Error-correcting   
decoding

Encoding

= ERROR

Generate 
next   

perturbation

Generate   
next 
data

end

end

Yes

No

Simulation: not exhaustive
Model-checking: state explosion
Static analysis: exhaustive

verification
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Hardware Verification (Reed-Solomon – Monitor)

Error-correcting   
decoding

Encoding

= ERROR

Generate 
next   

perturbation

Generate   
next 
data

end

end

Yes

No

Simulation: not exhaustive
Model-checking: state explosion
Static analysis: exhaustive

verification
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Hardware Verification (Reed-Solomon – Proof)

Error-correcting   
decoding

Encoding

= ERROR

Generate 
next   

perturbation

Generate   
next 
data

end

end

Yes

No

Simulation: not exhaustive
Model-checking: state explosion
Static analysis: exhaustive

verification
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Example of Challenge in Hardware/Software

Verification
--- Data transmission using USB/AFDX is now pre-
ferred to avionic ARINC 429 transmit and receive
channels

--- Challenge: prove communications correct on a USB
port, given

-- a software driver in C;

-- a hardware controler in VHDL;

-- a formal specification of “correct communica-
tion”.
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Example 5: Static Analysis of
Avionic Safety-Critical Software

References

[ASTRÉE] P. Cousot, R. Cousot, J. Feret, L. Mauborgne, A. Miné, D. Monniaux, and X. Rival. The ASTRÉE
analyser. ESOP 2005, Edinburgh, LNCS 3444, pp. 21–30, Springer, 2005. www.astree.ens.fr
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Objective

--- Show that static analysis by abstract interpretation does
scale up

--- (. . . and report on an industrialization success story)
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The Static Analysis Problem

--- Given a C control/command program and a configura-
tion file 13,

--- effectively compute a computer representation of an
overapproximation of the reachable program states from
the initial states,

--- in order to statically prove the absence of runtime and
user-defined errors.

--- Extremely difficult to scale up!

13 Physical range hypotheses for some sensor inputs

MIT Seminar, April 3rd, 2006 — 73 — ľ P. Cousot

http://www.mit.edu/
http://www.di.ens.fr/


Example 1: CBMC
--- CBMC is a Bounded Model Checker for ANSI-C pro-
grams (started at CMU in 1999).

--- Allows verifying array bounds (buffer overflows), pointer
safety, exceptions and user-specified assertions.

--- Aimed for embedded software, also supports dynamic
memory allocation using malloc.

--- Done by unwinding the
loops in the program and
passing the resulting equa-
tion to a SAT solver.
--- Problem (a.o.): does not scale up!
MIT Seminar, April 3rd, 2006 — 74 — ľ P. Cousot

http://www.cs.cmu.edu/~modelcheck/cbmc/
http://www.mit.edu/
http://www.di.ens.fr/


Example 2: ASTRÉE
--- ASTRÉE is an abstract interpretation-based static an-
alyzer for ANSI-C programs (started at ENS in 2001).

--- Allows verifying array bounds (buffer overflows), pointer
safety, exceptions and user-specified assertions.

--- Aimed for embedded software, does not support dy-
namic memory allocation.

--- Done by abstracting the
reachability fixpoint equa-
tions for the program oper-
ational semantics.
--- Advantage (a.o.): does scale up!
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Ellipsoid Abstract Domain for Filters2d Order Digital Filter:

j

Switch

-

a b

i

z-1

Unit delay

z-1

B

+
+
+

t

x(n)

Unit delay

Switch

Switch

--- Computes Xn =



¸Xn`1 + ˛Xn`2 + Yn
In

--- The concrete computation is bounded, which
must be proved in the abstract.

--- There is no stable interval or octagon.

--- The simplest stable surface is an ellipsoid.

X U F(X)

X
F(X)

F(X)
X

X U F(X)

execution trace unstable interval stable ellipsoid
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Filter Example [6]typedef enum {FALSE = 0, TRUE = 1} BOOLEAN;

BOOLEAN INIT; float P, X;

void filter () {

static float E[2], S[2];

if (INIT) { S[0] = X; P = X; E[0] = X; }

else { P = (((((0.5 * X) - (E[0] * 0.7)) + (E[1] * 0.4))

+ (S[0] * 1.5)) - (S[1] * 0.7)); }

E[1] = E[0]; E[0] = X; S[1] = S[0]; S[0] = P;

/* S[0], S[1] in [-1327.02698354, 1327.02698354] */

}

void main () { X = 0.2 * X + 5; INIT = TRUE;

while (1) {

X = 0.9 * X + 35; /* simulated filter input */

filter (); INIT = FALSE; }

}
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Success Story

--- A340 family (200/300/500/600): ASTRÉE is now part
of the production line of the Primary Flight Control
Software (130-250 000 lines)

--- A380: ASTRÉE is still being tuned up to handle the
Primary Flight Control Software (1000 000 lines) with-
out false alarms
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Projects
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ASTRÉE Follow-on (I)

Space Software Validation by Abstract Interpretation

--- ESA ITI Initiative, 2006–2008

--- ENS + CEA + EADS SPACE Transportation

--- Verification of the MSU software of the ATV docking
the ISS 14

14 MSU:Monitoring and Safety Unit, ATV:Automated Transfer Vehicule, ISS:International Space Station.
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ASTRÉE Follow-on (II) 15

--- Aeronautics, space, automotive, railway, medical industries

--- 2006–2008 / 2007–2008

--- ENS + Airbus + Astrium + Barco + CS SI + Daimler-Chrysler
AG + Siemens VDO / Transportation + Thales Avionics + . . .

--- Static analysis verification tools for embedded software:

CNES Pleiade
observation satellite

CNES MYRIADE
micro-satellite series

Barco
Medical imaging

Engine Management
System 2nd Generation

15 Outils de Vérification par Analyse Statique de Logiciels Embarqués/Embedded Software Product-based
Assurance
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THÉSÉE
--- Verification of absence of runtime errors, data races and
deadlocks in asynhronous safety-critical real-time em-
bedded control/command software

--- 2006–2009

--- ENS + Airbus + EDF In-
ternational (1600-megawatt
EPR (Evolutionary Power
Reactor) for the Finnish
Olkiluoto 3 plant unit, to
be operational in 2009)
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ASBAPROD
--- Translation validation (Scade ! C ! ASM)

--- Verification of functional properties of safety-critical real-
time embedded synhronous electric flight control soft-
ware, for example:

-- One and only one computer has control at any time,

-- If some input i changes by ´i then some output o
changes by at most ´o, etc

--- 2006–2010

--- ENS + Airbus
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CONTROVERT
--- CONTROl system VERificaTion

--- 2006–2009

--- ENS (computer scientists) + ONERA Toulouse (control
theoreticians)
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The Current Situation 16

Controller 
model

Plant 
model

control

perturbations

measures

reference

Plant 
model

control

perturbations

measures

Static analysis

(1) Model design (3) Implementation

Controller 
simulator

Plant 
simulator

control

perturbations 
simulation

measures

reference 
simulation

Plant 
model

control

perturbations

measures

Static analysis

(2) Simulation (4) Program analysis

16 greatly simplified, system dependability is simply ignored!
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The Project 17

Controller 
model

Plant 
model

control

perturbations

measures

reference

control

perturbations

measures

Static analysis

Environment 
hypothesesPlant 

executable 
model

(1) Model design (3) Program analysis

Controller 
executable 

model

Plant 
executable 

modelcontrol

perturbations

measures

reference

Static analysis

(2) Model analysis Example (response analysis)

17 greatly simplified, system dependability is simply ignored!
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Conclusion
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Formal Methods
--- Formal methods have made considerable academic progress
these last 30 years

--- Automatic formal methods still have to scale up for
everyday industrial practice

--- The high-technology industries have imperative needs
in software design & verification

--- Static program analysis is progressively becoming an
advanced industrial practice

--- Automatic verification from specification design downto
program implementation is a challenge
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Abstract Interpretation
--- Theoretical foundations: deep unification of formal meth-
ods, semantics, modularity/incrementability, parallelism/
distribution/mobility, object-orientation, complex hard-
ware/software/communication systems, integration of
continuous/discrete/probabilistic models of the physi-
cal world/user interaction, . . .

--- Abstractions: abstract domains for safety, security, . . . ,
controlability, robustness, . . .

--- Applications: beyond computer science, control/com-
mand, biology, . . .
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THE END, THANK YOU

More references at URL www.di.ens.fr/~cousot.
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