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Abstract interpretation:
origin (abridged)




Before starting (1972-73): formal syntax

® Radhia Rezig: works on precedence parsing (R.W. Floyd, N.
Wirth and H.Weber, etc.) for Algol 68

= Pre-processing (by static analysis and transformation)
of the grammar before building the bottom-up parser

® Patrick Cousot: works on context-free grammar parsing
(J. Earley and F. De Remer)

= Pre-processing (by static analysis and transformation)
of the grammar before building the top-down parser

* Radhia Rezig. Application de la méthode de précédence totale a I'analyse d’Algol 68, Master thesis, Université Joseph Fourier,
Grenoble, France, September 1972.

e Patrick Cousot. Un analyseur syntaxique pour grammaires hors contexte ascendant sélectif et général. In Congres AFCET 72,
Brochure |, pages 106-130, Grenoble, France, 6-9 November 1972,
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Before starting (1972-73): formal semantics

® Patrick Cousot: works on the operational semantics of
programming languages and the derivation of
implementations from the formal definition

= Static analysis of the formal definition and
transformation to get the implementation by “pre-
evaluation” (similar to the more recent “partial
evaluation”)

e Patrick Cousot. Définition interprétative et implantation de languages de programmation. These de Docteur Ingénieur en
Informatique, Université Joseph Fourier, Grenoble, France, 14 Décembre 1974 (submitted in 1973 but defended after
finishing military service with J.D. Ichbiah at CII). 4

Formal Methods — Just a Euro-Science?, Schlof3 Dagstuhl, Nov. 30 — Dec. 3,2010 © P.Cousot & R. Cousot




Vision

(1973):

Intervals —

Assertions —

Static analysis —

Formal Methods — Just a Euro-Science?, SchloB Dagstuhl, Nov. 30 — Dec. 3,2010

Les langages actuels ne
sont pas faits pour 1l'optimisation. Entre autres, il y a certains faits sur
un programme qui sont connus du programmeur et qui ne sont pas explicites
dans le programme. On pourrait y remédier en incluant des assertions, tout

comme on insére des déclarations de type pour les variables.

Exemple :
(1) - pour 1 de O 4 10 faire ali] := 1 3 fin 3
(2) - pour i de 11 & 10000 faire a[i] := 0 ; fin ;

(3)

al(alj] + 1) xa [§ + 111 := 7 3

(4) - sialj xj +2x 3 + 11 % alj] aller a étiquette ;

Pour un tel programme, il est important de savoir que
1< §< 99 (3 charge éventuellement au systéme de le déduire a partir

d'autres assertions), parce qu'on peut alors remplacer (4) par (4')

(4') si j < 10 aller 3 étiquette ;

Cette insertion d'assertions peut donc servir de guide a une
analyse automatique des programmes essentielle pour 1l'optimisation (mais
également pour la mise au point, la documentation automatique, la décompi-
lation, l'adaptation & un changement d'environnement d'exécution...).

Dans tous les exemples que nous avons pris, (équivalence de définitions de
donnédes, équivalence de définition d'opérateurs) nous avons conduit cette
analyse sémantique & la main.

La possibilité de son automation, nous semble conditionner les progres
dans le domaine de l'optimisation de 1'implantation automatisée d'un

. P e e ..
langage étant donnée sa définition, aussi bien que dans celui de 1l'optimi-

sation des programmes [u41].
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1973: Dijkstra’s handmade proofs

® Radhia Rezig: attends Marktoberdorf summer
school, July 25-Aug. 4, 1973

= Dijkstra shows program proofs (inventing elegant
backward invariants)

= Radhia has the idea of automatically inferring the
invariants by a backward calculus to determine
intervals
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1974: origin

® Radhia Rezig shows her interval analysis
ideas to Patrick Cousot

= Patrick very critical on going backwards

from [-00, +00] and claims that going
forward would be much better

= Patrick also very skeptical on forward
termination for loops

® Radhia comes back with the idea of
extrapolating bounds to *o0 for the
forward analysis

® We discover widening = induction in the
abstract and that the idea is very general

7
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Formal Methods — Just a Euro-Science

2, SchloB Dagstuhl, Nov. 30 — Dec. 3,2010

Notes of Radhia Rezig
on forward iteration
from = L) versus

backward iteration from
[-00, +oo] (2)

(Dj.e. forward least fixed point
() i.e. backward greatest fixed point
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The first reports and publication(1975—76)

57 -

£1] procddure interprétation abstraite (graphe = (& x (SN ¥y, (ne})))
[2} #ibut

131 pour chagque arc de A faire contexte local (arc) t= 9 refaf

] cherins & exfcuter := {arc i al (graphe}} ; jonctions B

[5]  rantque (chenins 4 exéouter } 9) faire

(] zaatque (chenios 3 exécuter | ) faire $sélectionner un arc 3
traverser$

71 arc = choix (chemins 3 exécuter) ;

[€}] chemins 3 exécuter := chemins ¥ exécuter -{arc} ;
[s] noeud traitd := ex é-finale (arc) ;
fi0] as
1113 noeud traité e Ny o
[12) calcul contexte Sortie (arc sortie(noceud traité),
J,(noeud traité, contexte local{arc))) ;
[13}1 apeud traité € N_ >
[} v, F) :=gt(noeud traité, contexte locallarc)}) ;
[1s] caleul contexte sortie (arc sortie vral (noeud traité), V) ;
118] calcul contexte sertie (are sortie faux (noeud traité), F) 3
7] noeud traité € (N, U N3 jonctions U := {noeud traité} ;
sl noeud traieé ¢ ¥, 3 3
la9] nea 3
1201 faire ;
213 pour_chaque noeud de jonctions faire
[22] contexte sortie := U contexte local (prédécesseur)

prédécesseur  arcs d'entrée (moeud)

1231 51 ~(contexte sortie £ contexte local (arc sortie(nceud)) slors
243 cas
(25) nceud € N, -+
35
1261 calcul contexte sortie (arg sortie (noewd),
27} contexte sortie) 3
[281 noeud € N, -
kY
29} calcul contexte sortie (are sortie(noeud),
(30 contexte 2odal (arc sortie(noeud)) ¥ contexte sortie) i
[EY s Fincas
321
(3]
(]
[35]
1361 contexte sortic {arc, contexte)
a1
1383 ertexte € contexte local {arc)) alors
133} contexte 3
[CY) larc} 5
1]
]

fual

The first abstract
interpreter with
widening
(as of 23 Sep. 1975)

he first researc
report

(Nov. 1975)
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rogrammation

Proceedings

of the 2™ international symposium on Programming
edited by B. Robinet

Paris

April, 13-15 1976

Actes du 2° collogue international sur la programmation

direction B. Robinet
Paris
13-15 avril 1976

phase recherche

The first
publication
(ISOP I, Apr. 76)
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The IRIA-SESORI contract (1975-76)

= The project evaluator points to us the literature on constant
propagation in data flow analysis. It appears that it is related to
some of ours ideas, but a.o.

» We are not syntactic (as in boolean DFA)

» We have no need of some hypotheses (e.g. distributivity not
even satisfied by constant propagation!)

» We have no restriction to finite lattices (or ACC)

» We have no need of an a-posteriori proof of correctness (e.g.
with respect to the MOP as in DFA)
> ...

= New general ideas

» The formal notions of abstraction/approximation
» The formal notion of abstract induction (widening) to handle
infiniteness and/or complexity

» The systematic correct design with respect to a formal
semantics
> ...
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Maturation (1976 — 77): from an algorithmic
to an algebraic point of view

* Narrowing, duality
* Transition systems, traces
* Fixpoints, chaotic/asynchronous iterations, approximation

* Abstraction, formalized by Galois connections, closure
operators, Moore families, ...;

* Numeric and symbolic abstract domains, combinations of
abstract domains

* Recursive procedures, relational analyses, heap analysis
* etc.
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POPL77 FDPC'77 POPL79

Formal Descriptions of Programming Concepts, E.J. Neuhold (ed.)

This implies that A-Cont is in fact a complete lat- North~Holland Publishing Company, (1978)

tice, but we need only one of the two join wid meet

operations. The get of contoxt veccors (s defined () (1,09)
by A-CONC = Ares® > a-Cont, >
N)\ﬂluvor (Cv', Co") ¢ ASTHR

ae’ may be, we define : ‘

) (0, 1

G FEv = e Cv'(r) e VP (x) b D STATIC DETERMINATION OF DYNAMIC PROPERTIES

Cu' e = ¥ Ares®, Cv'(e) ¢ GV} [yt OF RECURSIVE PROC s

Toer. T oand D= vl EDURE
Wh~Cont, o, &, T, I» ean be shown to be a con— Coyert) Tty . -
plete tactico. The function : | Patrick Cousot® and Radhia Cousot

Ine ¢ Ares® » A-CBRC - A-Cont e .
dcfines the inmv-prem:imu of basic instructions. Klld.ll(l\l 7)[132‘(::;1::“ .71‘})&“’:.-;,:::;.:‘/? 'u)qv. . Laboratoire d'Informatique, U.S.M.G.,BP.53
10 i6(q) | red(n)} is the set of input con- e 8 ’ k 38041 Grenoble cedex, France

Laxts 0f node mFhen the ourpat eantext on exit
arc v of n (¢ ¢ azsuce(n)) is equal to Int(r,

Int is supposed T0 bu urder-preserving

unL‘2,
Cv' F ev") => ‘1nt(a, Cv') < duc(a, Cv'): . . . .
(7 el ) ~~( — ) 7( — ) Ihe static semanticsof prograws we defined in sec=

the Local interpratation of clementary program cons- tion 4 s an abstract Interpretation :

tructs which is defined by Int is used to

Ya ¢ Arcs, V(Cv',

i ith The T € u, v —context
a system of equations with The program. Ne s ontexes, 1, L, Env, @, pmcontext
~ ~ where Context <, Fov, 8, n- xt, Contest- INTRODUC
Tat : {-CoRt ~ A-Cont | TNE(Cv) L Int(x, 0v) hare Contexts, v, vy, 9, boontext, Guncext L. D TION
e PO A L vectors, Cont vespagtively corrgspond ro
It is easy 1o show that THt is order-presccving. A=Coat, T Int, A-Coit, s, %, IAL.

Heace ic has fixpoints, Tarski’ 55, Therefore the
context vectoe resulting from the abstract inter=
pretation 4 of program P, which defines the global
properties of P, may be chosen to be ene of Che
extreme solutions o the system of cquations

v = TR (Cy)

We present a general technique for determining properties of recursive proce-

dures. For example, a mechanized analysis of the procedure reverse can show that

Data §low analysis prablems (sce relerences Lo X
Vmant75 1) may be formalized as abstract inter- whenever L is a non-empty linked linear list then reverse(l) is a non-empty linked
s of programs. —_—

pretaviol

linear list which shares no elements with L. This information about reverse appro-

watiome vailable expressions” sive a classical example.
An expression is availahle on are v, if whenever ximates the fact that reverse(L) is a reversed copy of L.
The restricrion that "A-Cont™ must be a complot control reaches r, the value of the exprussion has —_—
semi-lattice {s not drastic since Mac Neille 37 beeu previously computed, and siave the last com= In section 2, we introduce Ll-topological lattices that is complete lattices
showed that any partly ardered set § can be cmbed— putation of the expression, no apsument of the ex " 4 wi L X
dod in a complete lattice so that inclusiem is are— pression fas had its value changed. endowed with a LI-topology. The continuity of functions is characterized in this
served, together with a1l greatest lower bdeunds and 3 +
N - = 3 be e set of expressiv securing in a N i
Touest upper bounds existing in S. Hemce in practice lec e "L\bﬂ;“*[t l‘ cxpres ;}]"{)“w‘“ u topology and fixed point theorems are recalled in this context.
the set of abstract contexts will be a lattice, which — PIUREd® Stract contexts v . .
A or M CXpressio epresanted by boalean vee= The semantics o i H
can be cousiaured as o Sein (e semiotatiiee b o .:v,:n] le expressians, represented by bo, s of recursive procedures is defined by a predicate transformer
acet () giving rise to tve dual ors ; associated with the procedure. Thi i i i 1
aiving —vect : Expr, o Ctrue, false) . This predica
abstract mmrm““mm Boveet @ kxpry, truc, false; p P te transformer is the least fixed point
—vect is clearly a complete hoolea fce. the . .
It is a pure coincidence rhat in most cxamples (sec i ¢ ‘\»N‘, Ali; 2o ﬁv“nzs i“d:‘;v_z:l;;{ I of a system of functional equations (§3.2) associated with the procedure by a syn-
5.3.2) the % or o operater ropresents Lhe effect of farerpretarinn of Hasic no s R t N N
. ) ° actic ithm ($3.1).
path converging. The resl nced for this operaror is avail(r, By) algorithm (§3.1)

Lo define complereness wh
cxtrame fiapaines (see 8.4

b ensures THE Lo have Jet v B origin(e) withi

In section 4, we study the mechanized discovery of approximate properties of

The result of an abseract iarerpretation was defined recursive procedures. The notion of approximation of a semantic property is intro-

i ¥ »

as a solution co forward (°) equations : the wsiput Tppments N

contexts on exit aves of vede : e atimed ae /" K%Ldm)(&‘) or (( " >I-lv(p)(k) duced by means of a closure operator on the L-topological lattice of predicates.

contex e ampredin

fuaction of the imput contexis on entry arcs of uede : : X

anetion o v "e‘l?x:nn;::\v‘ssysmm vy barm“dt(.; and [rm\mn“t(n)(c») Several characterizations of closure operations are given which can be used in

aquations : a context may be related to its suc gsac practice to define the approximate properti N .
erest ).

sors. Both svstems (=, <) may also be combiacd. CSorhing s availadle on enlry arcs. an cxpression PP properties of interest (§4.1.1). The lattice

Finally we usvally cansider a maximal (1) oc mini- e is available on arc r (exic of node ) if cither of closure operators induces a hierarchy of program analyses according to their

mal () salution to the system of equations, (by v o ¢ i menurated by mor forall prudes

of n, ¢ is availabic on p and w goes not fineness. Combinations of different analyses of programs are studied (§4.1.2). A
¥ argumenes o e).

a

eement, maximal aad ninimal are related o the
ordering < defined by (x5 y) = (x vy = ¥)

~ {x a v = x)). However known examples
Manna and Shamirl 737 shew that the suitadle selu=

closure operator defined on the semantic Li-topological space induces a relative

the ma—

The aailable expressions are detorpiaed
inal sololion (for ordering ke . false

N T

tion may be somewhere berwcen the extreme anes. Wf the system of equations :
Thes choices give rise to Uie folloving types af sv Tl (sv)
abstract interpretations : * Attaché de Recherche au C.N.R.S., Laboratoire Associé n® .

*% This work was supported by I.R.I.A.- S.E.S.0.R.I. under grant 76-160.

On this page: dual, = Topology, higher- Galois connections,
conjugate and order fixpoints, closure operators,
inversion:ifp/gfp wp/sp operational/ Moore families, ideals,...
(i.e. pre/post) Wp/sp) summary/... analysis

y s00gle schol
Cited by 3926 Cited by 148 Cited by 1033 Google scholar
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And a bit of Mathematics...

PACIFIC JOURNAL OF MATHEMATICS
Vol. 82, No. 1, 1979

CONSTRUCTIVE VERSIONS OF TARSKI'S
FIXED POINT THEOREMS

PATRICK COUSOT AND RaDHIA COUSOT

Let F' be a monotone operator on the complete laitice
L into itself. Tarski’s lattice theoreticzl fixed point theorem
states that the set of fixed points of F' is a nonempty complete
lattice for the ordering of L. We give 2 constructive proof
of this theorem showing that the set of fixed points of F ia
the image of I, by a lower and an upper preclosure operator.
These preclosure operators are the composition of lower and
upper closure operators which are defined by means of limits
of stationary transfinite iteration sequences for F. In the
same way we give a constructive characterization of the set
of common fixed points of a family of commuting operators.
Finally we examine some consequences of additional semi-
continuity hypotheses.

1. Introduction. Let L(¢%, _, T, U, N) be a nonempty complete
lattice with partial ordering <, least upper bound U, greatest
lower bound N. The infimum 1L of I is NL, the supremum T of
L is UL. (Birkhoff’s standard reference hook [3] provides the
necessary background material.) Set inclusion, union and intersection
are respectively denoted by ¢, U and N.

Let F be a monotone operator on L(<S, 1, T, U, (1) into itself
e, VX, YeL, (X ZY}={F(X)_ F(Y)D.

The fundamental theorem of Tarski {19] states that the set fp(F)
of fized points of F (i.e., fo(F) = {Xel: X = F(X)}) is a nonemply
complete lattice with ordering . The proof of this theorem is
based on the definition of the least fixed point IFp(F) of F by Lfpk") ==
M{XeL:F(X) = X}. The least upper bound of S < fp(¥') in Fp(F)
is the least fixed point of the restriction of F to the complete lattice
{XeL:(US) & X}. An application of the duality principle completes
the proof.

This definition is not constructive and many applications of
Tarski’s theorem (specially in computer science (Cousot [5)) and
numerieal analysis (Amann [2])) use the alternative characterization
of Ifn(F) as U{F L):ie N}. This iteration scheme which originates
from Kleene [10)’s first recursion theorem and which was used by
Tarski {19] for complete morphisms, has the drawback to require
the additional assumption that F is semi-continuwous (F(US) = UF(S)
for every imcreasing nonempty chain S, see e.g., Kolodner [11]).

43
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On sub

mitting...

® For POPL77, we submit (on Aug. |12, 1976) copies of
a two-hands written manuscript of 100 pages. The
paper is accepted !

ABRSTRACT

INTERPRETARTION :

UNIFIED LATTICE MobEL FOR STATIC ANALYSIS OF PROGRAMS

BY CONSTRUCTION OR APPROXIMATION OF FIXPOINTS.

e DRAFT

£.covsoT " aud
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On convincing ...

® During PC’s thesis defense, it was suggested that
abstraction/approximation is useless since computers
are finite and executions are timed-out
(consequently, the second part of the thesis on
fixpoint approximation/widening/narrowing/... is
superfluous!)

® On the contrary, in 1978, during a seminar at
Harvard ("), G. Birkhoff appears interested, according
to his questions & feedback, in the effective
computational aspects of lattice fixpoint theory

(1) invited by Ed. Clarke.
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Deductive semantics is a property preserving abstraction of the relational semantics
(in PC’s thesis, 21 march 1978 also § 3 of POPL79)

3.1.3 L'approche du point fixe & 1'&tude du comportement d'un systéme
dynamique discret

DEFINITICN

i.e. pre DEFINITION 3.1.3.0. i.e. post transformer

(((SxS) +B) » ((S+B)+(S+B)))

wp € (((SxS)~+B) + ((S+B)+(S+B)}])
Ae.{AB.[Aez.(}eleS : B[el] at B(el,ez}]]}

= 28.{A8.[Xe .(3s,eS : Bls ,e,) et Ble,1)1]}
® k. x
Partant du fait que T = eq ou T °T = eq OU T°T , NOUS obtiendrons

wp(T*} et Sp[T*] comme points fixes d'une équation.

THEOREME 3.1.3.0.3

(a) - ((SxS)+>B)(=>, A(e ,e,).faux, Ale ,e,).vrai, OU, ET, non) est un

treillils booléen complet,
(b) Soient a, b e ((Sx8)+B) alors Ma.[a ou beal et Aa.la ou aeb] sont des

morphismes complets pour la disjonction, ﬁX oint reflexive
(c} Soient te ((SxS)+B) et eq la relation d'égalité alors P L
™ = lfp(ha.leq oy oetl) = ILfolda.leq oqu Tewl). transitive closure

abstract concrete

transformer / transformer

3.1.3.0.6. Preuves” Posons h=A6.[wp(0)(B)], f=da.[a ou bea] et
g = Aa.lwp(a)(B) ou wp(b)(a)l et montrons que hof = gop.

Quels que soifant a, be ((Sx8)>B) et Be (S+B) nous avons:
wp(Zfp(da.la 04 baal))(R)

1pa.[wpla) (B) ou wp(b)(a)]) fixpoint . :
%“’P“’n”’@[a’ 8)  ~packward reachability Fixpoint abstracFlc?n
splifptia.l2 oy aebl))(B) __forward reachability under commutativity
= Lfp(a.[spla) (R) ou sp(bl)(a)]) with abstraction h
- %Spfbn“spfa”ﬁn < iterative fixpoint
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The principles (1977-79) are lasting !

* Define the semantics (operational, denotational, axiomatic, ...) of
the programming language (as a ... / trace semantics / transition
system / transformers / ...)

* Define the strongest property of interest (also called the
collecting semantics)

e Express this collecting semantics in fixpoint form

 Define the abstraction/concretization compositionally (by
composition of elementary abstractions and abstraction
constructors/functors)

* Design the abstract proof / analysis semantics by calculus using
[structural] abstraction i.e. abstract domain + abstract fixpoint

* Define the widening/narrowing

* Implement the abstract domain and fixpoint computation by
elimination or iteration with convergence acceleration, if needed

17
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Very first industrial implementation

® [nterval analysis was implemented in the AdaVVorld
compiler for IBM PC 80286 by |.D. Ichbiah and his
Alsys SA corporation team in |1980-87.




Relevance of formal methods is an old question!

Panels from the IFIP congress 77:

= Mathematical theory of

data-flow analysis,
J.D. Ullman (P. Cousot,

K. Kennedy, B. Rosen,
R. Tarjan)

= The use and benefit of
formal description

techniques, E. Neuhold
(E. Blum, B. Boehm,

P. Cousot, J. De Bakker,
S. Igarashi, M. Nivat,

S. Owicki, R. Tennent)

(1...a bit optimistic :-)

19
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Progress is slow... e.g. parallelism
CSP Shared memory

INVARIANCE PROOF METHODS 243

CHAPTER 12

Invariance Proof Methods And Analysis Techniques For

Parallel Programs

Patrick Cousot
Université de Metz
Faculté des Sciences
Ile du Saulcy
57045 Metz cedex
France

Radhia Cousot
Centre de Recherche en Informatique de Nancy
France

A. Introduction
We propose a unified approach for the study, comparison and systcmatic construction of program proof

and analysis methods. Our presentation will be mostly informal but the underlying formal theory can be found
in Cousot and Cousot [1980b, 1979], and Cousot, P. [1981].

Cited by 33 Cited by 21 Google scholar

 a.o. THESEE is in progress
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Abstract interpretation:
Past
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Diffusion...
* from http://30yai.di.univr.it/ :
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jonny goes to england e POPUIaI"izatiOn coe

Abstract Interpretation

with 2 comments

2 Responses
1. Wow, the paper is from 1977.

2. This was a very, very good post. Now I grokked what you really are up to! Please keep
updating as time goes by.

The idea is very beautiful, almost mythological in the core: one does abstractions and more
abstractions in the level of ideas, then creates a rule to collapse the whole structure to the
concrete world — to make it “real”, one utters the words which do the linking from the divine
realm of angels, infinity and brightness to the domain of humans, limitedness and dirt. (Yeah I

guess I’ve read too much Joseph Campbell lately...
(source ilachinski.com)

I realized I don’t write a lot about what I’m actually doing day in day out for work. This is partly
because it is thought as “hard to describe” to non-computer science people. Today, I want to describe
a method which is widely used in the software verification community in an easy way.

The technique is called Abstract Interpretation (Al from now on) and has been first described by
Cousot in 1976/77 [1]. Now, to describe Al I'll directly start with an example also partly taken from

[1]:

[1] Cousot, P. and Cousot, R. 1977. Abstract interpretation: a unified lattice model for static analysis
of programs by construction or approximation of fixpoints. In Proceedings of the 4th ACM SIGACT-
SIGPLAN Symposium on Principles of Programming Languages (Los Angeles, California, January
17-19,1977). POPL *77. ACM, New York, NY, 238-252. DOI= http://doi.acm.org/10.1145
/512950.512973

http://www.di.ens.fr/~cousot/COUSOTpapers/POPL77 .shtml

From http://jonnyengland.wordpress.com/2007/12/30/abstract-interpretation/
23
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...and perduring misunderstandings

* State-based versus [abstract] property-based reasoning
* Logical versus algebraic formalization

* Empirical versus calculational design

* Finite versus infinite abstraction

e Checking versus inference

* Bug finding versus verification

24
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Abstract interpretation:
Present
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Domains of applications

* Syntax

* Semantics

* Proofs

* Static analysis

* Data-flow analysis

* Model-checking

* Control-flow analysis

* Types

* Data structure/heap
analysis

e Abstract domains
(numerical & symbolic)

* Predicate abstraction
e Refinement

Formal Methods — Just a Euro-Science?, Schlo3 Dagstuhl, Nov. 30 — Dec. 3,2010
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* Strong Preservation

* Program transformation
* Program optimization

* Parallelization

* WCET (cache, pipeline)
* Watermarking

* Information hiding

* Code obfuscation

* Malware detection

* Termination

e Computer security

e Computational biology

© P.Cousot & R. Cousot




Industrial diffusion

The ASTREE Static Analyzer Astrée Run-Time Error Analyzer
% Centre National de la Ecole Normale INRIA since Astrée is a static program analyzer that proves the absence of run-time errors (RTE) in safety-critical embedded applications
Recherche Scientifique - Supérieure Sep. 2007) . X .
written or automatically generated in C.
Participants:

Patrick Cousot (project leader), Radhia Cousot, Jérdme Feret, Antoine Miné,
Xavier Rival

Former participants:

Bruno Blanchet (Nov. 2001 — Nov. 2003), David Monniaux (Nov. 2001 —
Aug. 2007), Laurent Mauborgne (Nov. 2001 — Aug. 2010).

Contact(*): astree@ens.fr http://www.astree.ens.fr/

ASTREE stands for Analyseur statique de logiciels temps-réel embarqués (real-time embedded
software static analyzer). The development of ASTREE started from scratch in Nov. 2001 at the
Laboratoire d'Informatique of the Ecole Normale Supérieure (LIENS), initially supported by the ASTREE
project, the Centre National de la Recherche Scientifique, the Ecole Normale Supérieure and, since
September 2007, by INRIA (Paris—Rocquencourt).

Objectives of ASTREE

ASTREE is a static program analyzer aiming at proving the absence of Run Time Errors (RTE)
in programs written in the C programming language. On personal computers, such errors, commonly Astrée analyzes structured C programs with complex memory usages, but without recursion or dynamic memory allocation.
found in programs, usually result in unpleasant error messages and the termination of the application,
and sometimes in a system crash. In embedded applications, such errors may have graver This targets embedded applications as found in earth transportation, nuclear energy, medical instrumentation, aeronautics and
consequences. . . . . .
¢ ) space flight, in particular synchronous control/command such as electric flight control.
ASTREE analyzes structured C programs, with complex memory usages, but without dynamic
memory allocation and recursion. This encompasses many embedded programs as found in earth
transportation, nuclear energy, medical instrumentation, aeronautic, and aerospace applications, in
particular synchronous control/command such as electric flight control [30], [31] or space vessels
maneuvers [32].

Which run-time properties are analyzed by Astrée?

Industrial Applications of ASTREE Astrée analyses whether the C programming language is used correctly and whether there can be any run-time errors during

The main applications of ASTREE appeared two years after starting the project. Since then, any execution in any environment. This covers:

ASTREE has achieved the following unprecedented results on the static analysis of synchronous,
time-triggered, real-time, safety critical, embedded software written or automatically generated in the C . . . . .
programming language: # Any use of C that has undefined behavior according to ISO/IEC 9899:1999, the international norm governing the C

o In Nov. 2003. ASTREE was able to brove completely programming language. Examples include division by zero or out-of-bounds array indexing.

automatically the absence of any RTE in the primary

flight control software of the Alrbus A340 fly-by-wire * Any use of C that violates hardware-specific aspects as defined by ISO/IEC 9899:1999, e.g. the size of integers and
system, a program of 132,000 lines of C analyzed in

1"20 on a 2.8 GHz 32-bit PC using 300 Mb of memory arithmetic overflow.

(and 50mn on a 64-bit AMD Athlon™ 64 using 580 Mb

of memery). # Any potentially harmful or incorrect use of C that violates user-defined programming guidelines, such as no modular

) arithmetic for integers (even if this might be the hardware choice).
From Jan. 2004 on, ASTREE was extended to analyze
the electric flight control codes then in development
and test for the A380 series. The operational
application by Airbus France at the end of 2004 was
just in time before the A380 maiden flight on
Wednesday, 27 April, 2005.

* Any violation of optional user-defined assertions to prove additional run-time properties (similar to assert diagnostics).

In addition to that, Astrée reports code that is guaranteed to be unreachable for all possible inputs and each program

) execution under any circumstances.
In April 2008, ASTREE was able to prove completely

automatically the absence of any RTE in a C version of

the automatic docking software of the lules Vernes Astrée can be customized and integrated into established tool-chains.
Automated Transfer Vehicle (ATV) enabling ESA to

transport payloads to the International Space Station

[32]. 27
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...and many other abstract interpreters

StackAnalyzer AT Fluctuat SmallFoot

3-Valued Logic Analysis Engine

Space invador Sardana Clousot

28
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...and more theoretical work: safety is OK, liveness is
in progress and other properties are still unexplored

® Discrete symbolic data structures (e.g. heap)

® Under-approximation

® |iveness:

® Non-safety/liveness properties:

Trace semantics: Trace semantics property:

29
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Abstract interpretation:
Future
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Prospective ideas...

 The future is very hard to predict, e.g. 1978:

lcomputer, economical and biological systems

* More properties:
e Security (not dynamically checkable)
.

* More systems and tools:
e Parallel and distributed systems,
e Cyber-physical (continuous+discrete)
* Biological, financial, ...

e Better practices:

e Verification from design to implementation
31
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Conclusion
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Formal methods — just a Euro-science!

* For abstract interpretation, may be at the beginning

* |mmediately recognized and welcomed in the US compared
to Grenoble (e.g. invitations in 1977 at IBM by W. Miranker
(fixpoints) and P. Goldberg (program analysis), and IFIP
Congress by E. Neuhold (semantics) and ].D. Ullman
(DFA), etc.)

* Nevertheless, early take off was mainly European
(C. Hankin, M. Hermenegildo, J. Hughes, N. Jones,
J. Launchbury, G. Levi, A. Mycroft, R. Wilhelm,...)

* formal is often understood as opposed to experimental and
practical, both in Europe and the US

 This will not necessarily be the case everywhere in the
world where mathematical skills and training is considered

helpful for computer science (China, India, ...)
33
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